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1 Audience

This document is intended for the SIP Trunk customer’s technical staff and Value-Added
Reseller (VAR) having installation and operational responsibilities.

1.1 Introduction

This configuration guide describes configuration steps for Google CES Call Recording using
Oracle Enterprise Session Border Controller Acme Packet 4600 SCZ9.3.0 GA (Build 46)

1.1.1 TekVizion Labs

TekVizion Labs™ is an independent testing and verification facility offered by TekVizion, Inc.
TekVizion Labs offers several types of testing services including:

e Remote Testing — provides secure, remote access to certain products in TekVizion
Labs for pre-Verification and ad hoc testing.

e \Verification Testing — Verification of interoperability performed on-site at TekVizion
Labs between two products or in a multi-vendor configuration.

e Product Assessment - independent assessment and verification of product
functionality, interface usability, assessment of differentiating features as well as
suggestions for added functionality, stress, and performance testing, etc.

TekVizion is a systems integrator specifically dedicated to the telecommunications industry.
Our core services include consulting/solution design, interoperability/Verification testing,
integration, custom software development and solution support services. Our services help
service providers achieve a smooth transition to packet-voice networks, speeding delivery of
integrated services. While we have expertise covering a wide range of technologies, we have
extensive experience surrounding our practice areas which include SIP Trunking, Packet Voice,
Service Delivery, and Integrated Services.

The TekVizion team brings together experience from the leading service providers and vendors
in telecom. Our unique expertise includes legacy switching services and platforms, and
unparalleled product knowledge, interoperability, and integration experience on a vast array of
VolIP and other next-generation products. We rely on this combined experience to do what we
do best: help our clients advance the rollout of services that excite customers and result in new
revenues for the bottom line. TekVizion leverages this real-world, multi-vendor integration and
test experience and proven processes to offer services to vendors, network operators,
enhanced service providers, large enterprises and other professional services firms. TekVizion's
headquarters, along with a state-of-the-art test lab and Executive Briefing Center, is located in
Plano, Texas.

For more information on TekVizion and its practice areas, please visit TekVizion Labs website.
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http://www.tekvizion.com/

2 SIP Trunking Network Components

The network for the SIP Trunk reference configuration is illustrated below and is representative
of Google CES Call Recording with Oracle Enterprise Session Border Controller (E-SBC) Acme
Packet 4600 SCZ9.3.0 GA (Build 46) configuration.

() P Trunk

TekVizion «+  Google

CCAI/DF API

I TPAPI

J SIPREC/TLS

1 Oracle E-SBC Acme Packet 4600
I 5CZ9.3.0 GA (Build 46)
|
I
|

sIp/TCP

PBX

PBX User

Figure 1: SIP Trunk Lab Reference Network

The lab network consists of the following components.

Google CES cloud Environment
Oracle E-SBC Acme Packet 4600
OnPrem PBX

PSTN Gateway
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3 Hardware Components

Oracle E-SBC Acme Packet 4600

4 Software Requirements

Oracle E-SBC Acme Packet 4600 SCZ9.3.0 GA (Build46)

5 Google CES Certified Oracle E-SBC Versions

Table 1 - Google CES Certified Oracle E-SBC Version

Google CES Certified Oracle E-SBC Version

Oracle E-SBC 4600

SCZ9.3.0 GA (Build46)

Oracle E-SBC 3900

SCZ9.3.0 GA (Build46)

Oracle E-SBC 3900

SCZ8.4.0 Patch 2 (Build 151)

6 Features

6.1

6.2

Features tested for Google CES Call Recording

Basic |

nbound calls

Call Hold and Resume
Call Transfer

Confe

rence

Features Not tested for Google CES Call Recording

None

6.3 Caveats and Limitations

DTLS

DTLS towards Google CES is not tested

6.4

Failed Testcase

None
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7 Configuration

71 Configuration Checklist

Below are the steps that are required to configure Oracle E-SBC.

Table 1 - Oracle E-SBC Configuration Steps

Step Description Reference
Step 1 Media Manager Section 7.4.1
Step 2 Physical Interface Section 7.4.2
Step 3 Network Interface Section 7.4.3
Step 4 SIP Config Section 7.4.4
Step 5 System-Config Section 7.4.5
Step 6 SIP Monitoring Section 7.4.6
Step 7 HTTP Server Section 7.4.7
Step 8 Codec Policy Section 7.4.8
Step 9 Translation Rules Section 7.4.9
Step 10 Session Translation Section 7.4.10
Step 11 Session Recording Server Section 7.4.11
Step 12 Realm Config Section 7.4.12
Step 13 Steering Pool Section 7.4.13
Step 14 SDES Profile Section 7.4.14
Step 15 Media Sec Policy Section 7.4.15
Step 16 TLS - Certificate Record Section 7.4.16
Step 17 TLS - TLS Profile Section 7.4.17
Step 18 Session Timer Section 7.4.18
Step 19 SIP Interface Section 7.4.19
Step20 | Session Agent Section 7.4.20
Step 21 Local Policy Section 7.4.21
Step 22 SIP Manipulation Section 7.4.22
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7.2 |P Address Worksheet

The specific values listed in the table below and in subsequent sections are used in the lab
configuration described in this document are for illustrative purposes only.

Table 3 - IP Address Worksheet

Component | IP Address

Google CES

Signaling us.telephony.goog:5672
Media 74.125.X.X

OnPrem PBX

LAN IP Address | 17216 X.X

Oracle E-SBC

LAN IP Address 10.80.X.X

WAN IP Address 192.65.X.X
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7.3  Google CES API Configuration
Below link can be referred for troubleshooting Google CES API configuration for Call recording.

https://docs.cloud.google.com/contact-center/insights/docs/troubleshooting
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https://docs.cloud.google.com/contact-center/insights/docs/troubleshooting

7.4  Oracle E-SBC Configuration
The following is the example configuration of Oracle E-SBC for Google CES Call Recording.
741 Media Manager

e Media-Manager handles the media stack required for SIP sessions on the Oracle E-SBC.
Media Manager is configured as shown below
e Navigate to Configuration (1 media-manager [ media-manager

Configuration|  View Configuration @ Q

l media-manager

"l Modify Media Manager

codec-policy
= )
media-policy Flow Time Limit ‘ 86400 | (Range: 0.999999999)
realm-confi
N Initial Guard Timer ‘ 300 | (Range: 0.999999999)
steering-pool
Subsq Guard Timer ‘ 200 | (Range: 0.999999999)
security >
TCP Flow Time Limit ‘ 86400 | (Range: 0.999999999)
session-router >
system 3 TCP Initial Guard Timer ‘ 200 | (Range: 0.999999999)
TCP Subsq Guard Timer ‘ 300 | (Range: 0.999999999)
Hnt Ricp [0 enable
AgdLogLevel ‘ NOTICE - |
Mbcd Log Level ‘ NOTICE - |
Options ‘ |
Red Max Trans ‘ 10000 | (Range: 0.50000)
Red Sync Start Time ‘ 5000 | (Range: 04294967295 )
Red Sync Comp Time ‘

1000 | (Range: 04294967295 )

Figure 2: Media Manager Configuration
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Configuration |  View Cenfiguration @ Q

dia- -~ - .
medie-manager Modify Media Manager
codec-policy
Red Max Trans l 10000 I (Range: 0.50000)
|
N . Red Sync Start Time 5000 (Range: 0.4294967295 )
media-policy
realm-config Red Sync Comp Time i 1000 I (Range: 04294967295 )
steering-pool
e Media Policing enable
security >
Max Signaling Bandwidth 10000000 I (Range: 71000.10000000 )
session-router >
Max Untrusted Signaling 100 I (Range: 0.100)
system >
Min Untrusted Signaling 30 I (Range: 0.100)
Dos Guard Window 5 I (Range: 1.30)
Untrusted Minor Threshold o

I (Range: 0.100)

I (Range: 0.100)

Untrusted Critical Threshold o I (Range: 0.700)
Trusted Minor Threshold 0 I (Range: 0.100)
Trusted Major Threshold a I (Range: 0.7100)
Trusted Critical Threshold

l
l
l
l
l
Untrusted Mafor Threshold o
l
l
l
l

o I (Range: 0.700)

Figure 3: Media Manager Configuration (Cont.)
7.4.2  Physical Interface

e Navigate to Configuration (1 system [ phy-interface.
e Configure Physical interface towards Google CES, OnPrem PBX and PSTN Gateway as
shown below.

ORACLE Enterprise Session Border Controller

PR Monitor and Trace  Wid,
A6 SC79.3.0 GA (Build 46) 8! gets  System

View Configuration I} Q & Verify B sa
media-manager > Phy Interface Show Configuration
security >
session-router >

L & & Delete all Phy Interface items Search Q ‘
system ~
[Select Action Mame & Operation Type % Port 2 Slot ¢ Virtual Mac & ;;:'" s AutoNe
fraud-protection
O ! Googlenterface Media 0 0 enabled  enabled|
host-route
O ¢ PSTN-Interface Media 2 o enabled  enabled
http-client
http-server

network-interface

ntp-canfig

|

Figure 4: Physical Interfaces

e The interface designated towards Google CES is named as Google-Interface (Slot O, Port
0).
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Configuration |  View Configuration

media-manager

security

session-router

B Q

> Modify Phy Interface

system

fraud-protection
host-route
http-client
http-server
network-interface
ntp-config
redundancy-config
resource-monitor-profile
snmp-community
spl-config
system-config

trap-receiver

>
» Name Google-Interface ]
hd Operation Type I Media - ]
Port I o ] (Range: 0.5)
Slot I o ] (Range:0)
Virtual Mac I ]
Admin State enable
Auto Negatiation enable
Duplex Mode I FULL - ]
Speed I 100 - ]

Wancom Health Score I 50

] (Range: 0.100)

Network Alarm Threshold

No network alarm threshold to display. Please add or upload network alarm threshold.

Figure 5: Physical Interface towards Google CES
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e The interface designated towards PSTN
PSTN-Interface (Slot O, Port 2).

Configuration |  View Configuration

media-manager
security

session-router

[ system

fraud-protection
host-route
http-client
http-server
network-interface
ntp-config

|
redundancy-config
resource-monitor-profile
snmp-community

snl-confic

Q

Modify Phy Interface

Gateway and OnPrem PBX are named as

Name [ PSTN-Interface I

Operation Type l Media - I

Port l 5 I (Range:0.5)
Siot l 0 I (Range:0)
Virtual Mac [ I

Admin State enable

Auto Negotiation [ enable

Duplex Mode [ FULL - I

Speed [ 100 - I

Wancom Health Score I (Range: 0.100)

Network Alarm Threshold

E

Figure 6: Physical Interface towards PSTN Gateway and OnPrem PBX

7.4.3 Network Interface

e Navigate to Configuration [1 system (1 network-interface.
e Configure network interface towards Google CES, OnPrem PBX and PSTN Gateway as

shown below.

onfiguration View Configuration (&) Q
media-manager >
security >
session-router >

o
system v

fraud-protection

£

Network Interface

&

Select Action Name <

Description &

Hostname ¢

IP Address %

Google-Interface 0

PSTN-Interface 0

sbei0tekvizionlabs.com

19265

1080,

=]
host-route

=]
hitp-client
hitp-server
network-interface

Figure 7: Network Interfaces
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e Configure Network interface towards Google CES as shown below.

Configuration |  View Configuration & Q
dia- .
medla-mansger ’ Modify Network Interface
security >
session-router > Name Google-Interface ‘ - I
system bl Sub Port Id [ 0
fraud-protection
Description
host-route
http-client
htip-server Hostname sbcl0.tekvizionlabs.com I
nterface
IP Address [ 192.65 I
ntp-config
Pri Utility Addr [ I
phy-interface
redundancy-config Sec Utility Addr [ I
resource-monitor-profile Netmask [ 255.255.255128 I
snmp-community Gateway [ 19265 I

spl-config

system-config

Configuration|  view Configuration

media-manager

security

session-router

I (Range: 0.4095)

~ Gw Heartbeat

Figure 8: Network Interface towards Google CES

Q
>

ke ~ Gw Heartbeat

Modify Network Interface

I system

fraud-protection
host-route

http-client

http-server

ntp-config

phy-interface
redundancy-config
resource-monitor-profile

snmp-community

Figure 9: Network Interface towards Google CES (Cont.)

> Isme enzble ]

vl Heartbeat ‘ 10 | (Range: 0.65535)
Retry Count ‘ z | (Range: 065535
Retry Timeout ‘ 3 | (Range: 1.45535)
Health Score ‘ 0 | (Range:0.100)
~ Bfd Config
State [ enable
Health Score ‘ 2 | (Range:0.100)
Options ‘ ‘
Bfd Session
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onfiguration View Configuration

security

session-router

>

>

| system

v|

fraud-protection
host-route
http-client
http-server
network-interface|
ntp-config
phy-interface
redundancy-config
resource-monitor-profile
snmp-community
spl-config

system-config

e Configure the Network interface towards OnPrem PBX and PSTN Gateway as shown

below.

Configuration |  View Configuration

media-manager
security

session-router

B Q
Modify Network Interface
DNS IP Primary

DNS IP Backupl

DNS IP Backup2

8.8.8.8

| DNS Domain tekvizionlabs.com
DNS Timeout I n
DNS Max Ttl I 86400
Signaling Mtu I 0

HIPIP List

ICMP Address

SSH Address

Tunnel Config

192.65. X

I 192.65. X

|

l
l
l
|
l
l
l
|
l
l

(Range: 1.999999999 )

(Range: 302073600 )

( Range: 0,576..4096 )

Figure 10: Network Interface towards Google CES (Cont.)

s}

Q

Modify Network Interface

system

fraud-protection
hast-route
http-client
http-server
network-interface
ntp-config
phy-interface
redundancy-config
resource-monitor-profile
snmp-community
spl-config
system-config

trap-receiver

Name | PSTN-Intertace | ~ ‘

Sub Port id | 0 ‘ (Range: 0.4095)
Description

Hostname | ‘

P Address | 10801350 ‘

Pri Utility Addr | ‘

Sec Utility Addr | ‘

Netmask | 255.255.255.0 ‘

Gateway | 10.80131 ‘

~ Gw Heartbeat

State enable

Heartbeat | 10 ‘ (Range: 045535 )
Retry Count | 3 ‘ (Range: 065535
Retry Timeout | 3 ‘ (Range: 1.65535)

Figure 11: Network Interface towards OnPrem PBX and PSTN Gateway
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onﬁgurztion View Configuration @ Q

media-manager ? Modify Network Interface
security > Bra Session
session-router > No bfd session to display. Please add

[ System v I “

fraud-protection

DNS IP Primary | ‘
host-route
hitp-client DNS IP Backupl | ‘
hitp-server DNS IP Backup2 | ‘
DNS Domain | ‘
ntp-config
DNS Timeout | 1 ‘ (Range: 1.999999999 )
phy-interface
) DS Max TH | 86400 ‘ {Range: 30.2073600 )
redundancy-config
resource-monitor-profile Signaling Mtu | 0 ‘ (Range: 0,576..4096 )
snmp-community HIP 1P List | |m‘ ‘
spl-config
ICMP Address | | 10801550 % ‘ ‘
system-config R

trap-receiver SSH Address | ‘

Figure 12: Network Interface towards OnPrem PBX and PSTN Gateway (Cont.)
e Note: ICMP IP and HIP IP addresses needs to be disabled in production environment.

7.4.4  SIP Config

e Navigate to Configuration [ session-router [ sip-config for SIP configuration as shown
below.

Configuration |  View Configuration @& Q

Sy i Modify SIP Config
I session-router v
State enable
access-control
Dialog Transparency enable

account-config

Google ‘

} X Home Realm ID -
filter-config
Idap-config Egress Realm ID I ‘ - I
local-policy Nat Mode None . I
local-routing-config
Registrar Domain * I
media-profile
Registrar Host * I
session-agent
. Registrar Port 5060 ( Range: 0,1025..65535 )
session-group
session-recording-group Init Timer I 500 I ( Range: 0.999999999 )
session-recording-server Max Timer I 4000 I ( Range: 0.999999999 )
session-translation
Trans Expire I 2 I ( Range: 02147473 )
| sip-config
Initial Inv Trans Expire I o I ( Range: 0..2147473 )
sip-feature
, ( Range: 0.999999999 )
sip-interface Invite Expire I 180 I
sip-manipulation Session Max Life Limit I o I

Figure 13: SIP-Config
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onfiguration | View Configuration

media-manager

security

=]

Q
Moadify SIP Config

Dscp Profile

[ session-router

access-control
account-config
filter-config

Idap-config

local-policy
lacal-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

sip-feature

sip-interface
sip-manipulation
sip-monitoring

translatinnriles

®

Configuration |  View Configuration
media-manager >
security >

~

[ session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

sip-feature

sip-interface

Red Max Trans

Options

SPL Options

SIP Message Len

Enum Sag Match

Extra Method Stats

Extra Enum Stats.

Registration Cache Limit

Register Use To For Lp

Refer Sre Routing

Atcf Stn Sr

Atcf Psi Dn

Atcf Route To Sccas

Eatf Stn Sr

Sag Lookup On Redirect

|

]

I 10000

I ( Range: 0.50000)

I ‘ max-udp-length=0 x

|

|

|

I 65535

I (Range: 0.65535)

[ enable

enable

O enable

(Range: 0.999999999)

[ enable

O enable

[ enable

|

[ enable

Figure 14: SIP-Config (Cont.)

Q

Modify SIP Config
Atct Route To Sccas

Eatf Stn Sr

Sag Lookup On Redirect

Set Disconnect Time On Bye
Refer Reinvits No Sdp

Msrp Delayed Bye Timer
Transcoding Realm
Transcoding Agents

Create Dynamic Sa

Node Functionality

Match SIP Instance

Sa Routes Stats

Sa Routes Traps

Rx SIP Reason Mapping

[ enable

[ enable

[J enable

[] enable

E

l ( Range: 0..60)

|

[~]

|

|

[ enable

I P-CSCF

d

[J enable

[] enable

[ enable

[] enable

Figure 15: SIP-Config (Cont.)
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Configuration |  View Configurati

media-manager

security

[ session-router

access-control
account-config
filter-config

ldap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

sip-feature

sip-interface

Configura View Configuration

media-manager

security

[ session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

sip-feature

sip-interface
sip-manipulation

sip-monitoring

Modify SIP Config
Add Ue Location In Pani

Hold Emergency Calls For Loc Info
Retry After Upon Offline

Reg Reject Response Upon Offfine
Hold Invite Calls For Loc Info
Cache Loc Info Expire

Msg Hold For Loc Info

Npli Upon Register

Start Hold Timer Event

Hist To Div For Cause 380
Anonymize History For Untrusted

Asymm Preconditions Evs Swb Support

Sms Report Timeout

User Agent

inherit

( Range: 0.4294967295 )

(Range: 0.999999999)

( Range: 0.4294967295 )

( Range: 0.4294967295 )

(Range:0.30)

4

inherit

4

[ enable

[ enable

[=

] (Range: 1100000 )

|

l

Figure 16: SIP-Config (Cont.)

Q

Modify SIP Config

Reg Reject Response Upon Offline
Hold Invite Calls For Loc Info
Cache Loc Info Expire

Msg Hold For Loc Info

Npli Upon Register

Start Hold Timer Event

Hist To Div For Cause 380

Anonymize History For Untrusted

Asymm Preconditions Evs Swb Support

Sms Report Timeout
User Agent
Precondition Enhancement.

Precondition Med Enhancement

Internal 503 Threshold
Internal 503 Lower Threshold

503 Alarm Monitoring Time

I 503 I

I 0 I (Range: 0..4294967295 )
I 2 I ( Range: 0..4294967295 )
I 0 I (Range: 0.30)

I inherit - l

E 3

I inherit - l

[0 enable

[ enable

I . I (Range:1.100000)

I I

[0 enable

O enable

I 0 I (Range: 0.100)

I a0 I (Range: 1.95)

E

I (Range:5.600)

Figure 17: SIP-Config (Cont.)
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745 System-Config

e Navigate to Configuration [ system(] system-config for system configuration as shown

below.

Configuration |  View Configurstion

media-manager
security

session-router

@

[ system

fraud-protection
host-route

http-client

http-server
network-interface
ntp-config

phy-interface
redundancy-config
resource-monitor-profile
snmp-community

spl-config

Q

Modify System Config

Hostname Oracle

Description SBC Connecting PSTN SIP Trunk to Google ‘
Location [ Plano TX I
Mib System Contact [ I
Mib Systern Name [ l
Mib System Location [ I
Acp TLS Profile [ | . l
Disable Garp Dut Of Subnet [0 enable

SNMP Enabled enable

Enable SNMP Auth Traps [ enable

Figure 18: System-Config

ion View Confij i @ Q
media-manage: -
: eer > Modify System Config
security »
Call Trace [ enable
session-router »
l Default Gateway [ 1035321 ]l
[ system ~ ]
Restart enable
fraud-protection
. (Range: 0.65535 )
host-route Telnet Timeout [ 0 ]
http-client Console Timeout [ 0 ] (Range:0.655%)
tp-server HTTP Timeout [ 5 ] (Range:0.20)
network-interface
Reserved Nsep Session Capacity [ 0 ] (Range:0.100)
ntp-config
Alarm Threshold
phy-interface
No alarm threshold to display. Please add
redundancy-config “
resource-monitor-profile
Snmp-community Source Routing [ enable
spl-config Debug Timeout 0 (Range:0.455%5)
| -
Ece Chi Pt 0O enable
trap-receiver
Log TLS Key O enable
Pko Rake Pkt [ 0 ] (Range: 0.32768)
Pio Rake Burst [ [ ] (Range: 0.1024)

Figure 19: System-Config (Cont.)
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network-interface

(Range: 0.32768 )

(Range: 0.1024)

{Range: 1280..4096 )

onfiguration View Configuration @ Q
media-manages -
! et > Modify System Config
security >
Ece Chi Pkt [ enable
session-router >
Log TLS Key O enable
[ system ~ ]
fraud-protection P Rake Pict I 0
host-route Pko Rake Burst I o]
client Defauit V6 Gateway I .
http-server I

ntp-config
phy-interface

redundancy-config

resource-monitor-profile

snmp-community

spl-config

trap-receiver

7.4.6  SIP Monitoring

(Range: 576.4096)

)
)
)
)
l

(Range: 0.2147483647 )

(Range: 4.50)

] (Range: 30.90)
] (Range: 0,300.85400)

Ipw6 Signaling Mtu 1500
Ipv4 Signaling Mtu 1500
Directory Cleanup
No directory cleanup to display. Please add or upload directory cleanup.
N E
SNMP Rate Limit I 1]
Httpclient Max Total Conn l 500
Hizpclient Max Cpu Load I 70
Httpdient Cache Size Multiplier I 16
HTTP ClearDead Conn Timer I 0
Resource Monitoring [ ensble

Figure 20: System-Config (Cont.)

e Navigate to Configuration [ session-router [ sip-monitoring and configure SIP
monitoring for capturing trace as shown below.

Configuration View Configuration

media-manager

security

]

l session-router

access-control

account-config

filter-config

Idap-config

local-policy

local-routing-config

media-profile

session-agent

session-group

session-recording-group

session-recording-server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

Q

’ Modify SIP Monitoring

>

w l Match Any Filter & enable
State & enable
Short Session Duration

Range: 0.999999999 )

Maritoring Filters

Interesting Events

Mo interesting event to display. Please add.

Trigger Window 30

Range: 0.999999999)

Figure 21: SIP Monitoring
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7.4.7 HTTP Server

e Navigate to Configuration [1 system [ http-server and configure HTTP Server for GUI
access to Oracle E-SBC as shown below.

e B Q

media-manager 3
8 ’ Modify HTTP Server
sacurity 3
session-router 3 Name | wancomQ ‘
[svslem vl e M enable
fraud-protection
Realm | | . ‘
host-route
P Address | ‘
http-client
e -
Range: 165535
netwark-interface HTTP Port | 20 ‘ (Range )

nip-config HTTP Strict Transport Security Policy [ enable

phy-interface

HTTPS State [ enable
redundancy-config

HTTPS Port | 443 ‘ (Range:1.65535 )
resource-monitor-profile

HTTP Interface List | REST xl | GUI x |
SnMp-community — ) S——

Figure 22: HTTP Server
7.4.8 Codec Policy

e Navigate to Configuration [ media-manager | codec-policy and configure codec
policy for Google CES as shown below.

Configuration| View Configuration m Q

[ media-manager ~ ]

=

Modify Codec Policy Entries

media-manager Name Google |
media-policy Allow Codecs ‘ | telephane-event x | [ PCMU x | | PCMA x | |
realm-config
Add Codecs On Egress ‘ | PCMU x \ \ PCMA x | |
steering-pool
security N Order Codecs ‘ [ PeMU x | [ PCMA x | [ telephane-event x | |
session-router > Packetization Time ‘ 20 |
system b3
Force Ptime 0 enable
Secure Dtmf Cancellation O enable
Dtmf In Audio disabled - |
Tone Detection ‘ |
Tone Detect Renegotiate Timer ‘ 500 | (Range: S0.52000)
Reverse Fax Tone Detection Reinvite O enable
Fax Single M Line disabled - |
Evre Tty Baudot Transcode O enable

Figure 23: Codec Policy for Google CES
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7.4.9 Translation Rules

e Navigate to Configuration [ session-router [ translation-rules and configure

translation rules for Google CES as shown below.
Translation rule is created to send E.164 number format towards Google CES.

[}
e These translation rules (adding or removing plus) are further mapped in Session Translation
Section 7.4.10
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ViewConfguraton [ Q © Veny
access-control
Translation Rules [ s

account-config

filter-config

dsp-conng [ S SRS Deete all Translation Rules iems earch
local-poiicy [Select Action 14 2 Description ¢ Input Header Type © Input Header Value & Output Header Type 2 Output Header Value |
local-routing-config 0 addplust_called-header add called-header ~({O(*)$ called-header 50141502
media-profile [u] addplus)_calling-header add calling-header A{ON)s calling-header 50141502
session-agent 0 addplusl_p-asserted-id-header add p-asserted-id-header AL{ONS p-asserted-id-header $0141802
session-group u] addplusi_request-un add request-un ({8 request-un $01+1502
session-recording-group o removeplus1_called-header delete called-header AN called-header 152
session-reconfing-server 0 removeplus]_calling-header delete calling-header LIRS calling-header s152

u] removeplus]_p-asserted-id-header  delete p-asserted-id-header AN p-asserted-id-header $152
session-transiation

u] removeplus]_request-uri delete request-uri ACTNAS request-uri 152
sip-config
sip-feature

sip-interface

sip-manipulation

sip-monitoring

Figure 24: Translation Rule to add or remove E.164 format Google CES
7.4.10 Session Translation

e Navigate to Configuration (| session-router [ session-translation. The translation rules
configured in Section 7.4.9 is mapped to Google CES is shown below.

e R
edia- i i
media-manager > Session Translation
security >

I session-router

v]

o &

o Delete all Sesslon Translatlon ftems
access-control

Select Action Id =
account-config

addplusl
filter-config

removeplusl
Idap-config

local-policy

local-routing-config

media-profile

session-agent

session-group

session-recording-group

session-recording-server

| [ ' ' ]

Figure 25: Session Translation towards Google CES
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View C i)
media-manager >
security >
session-router ~

access-control
account-config
filter-config

Idap-config

Tocal-policy
Iocal-routing-config
media-profile
session-agent
session-group
session-recording-group

session-recording-server

|

Config View C i)
media-manager >
security >

I session-router ~ I

access-control
account-config
filter-config
Idap-config
Tocal-policy

Tocal-routing-config

Q

Modify Session Translation

Session Trans Rule

oL & &

I addplus I

Select Action Ruleld Mandatory State

O ! addplusl_calling-header disabled enabled
[m} addplusi_called-header disabled enabled
[m] addplusi_request-uri disabled enabled
[m] addplusi_p-asserted-id-header disabled enabled

Figure 26: Session Translation for addplus1 towards Google CES (Cont.)
e Under removeplus1, we are removing the translation rules for created on Section 7.4.9

Q

Modify Session Translation

id I removeplus! ]

Session Trans Rule
o & &

Select Action Ruleld Mandatory State
O : removeplus1_calling-header disabled enabled
[m} removeplusi_called-header disabled enabled
O removeplus_request-uri disabled enabled
O removeplus]_p-asserted-id-header disabled enabled

media-profile
session-agent
session-group
session-recording-group

session-recording-server

Figure 27: Session Translation for removeplus1 towards Google CES (Cont.)
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7411  Session Recording Server
e Navigate to Configuration [ session-router [ session-recording-server and select the

destination as Google CES FQDN
e SIPREC profile for Google CES is created using the Session Recording Server.

Configuration |  View Configuration I Q

media-manager ? Modify Session Recording Server
security >
[ session-router v l Heme GoogleCCAI
access-control Description GoogleCCAI

account-config

filter-config
Idap-config Realm Google ‘ -
local-policy Mode selective

local-routing-config
Destination

]

us telephony. goog ‘ -
media-profile
Port l 5672 (Range: 1024..65535)
session-agent
. Transport Method [ StaticTLS -
session-group
session-recording-group Force Parity [J enable
| session-recording-server Ping Method [ OPTIONS 1
session-translation
Ping Interval [ 50 } (Range: 0.4294967295 )
sip-config
Refresh Interval [ 0 } (Range: 0.60)
sip-feature

Figure 28: Session Recording Server towards Google CES
7412 Realm Config
e Navigate to Configuration (' media-manager [ realm-config.

Configuration | View Configuration =] Q © Verity

Realm Config She

codec-policy

medlia-manager

media-policy

Select Action Identifier = Deseription & Addr Prefix = Network Interfaces = Media Realm List 2 M In Realm 2 M In Network
| reslm-config

| O §  Googe 0000 Google-Interface.0.4 enabled enabled
steering-poo

O i psTN-PBX 0000 PSTN-Interface:0.4 enabled enabled

security >

Figure 29: Realm Configuration
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e Realm Config towards Google CES is shown below.

Configuration]  View Configuration ] Q
¥ Modify Realm Config

‘codec-policy
media-manager dentifier Google
media-policy Description
|
steering-pool
security N Addr Prefix I 0.0.00 I
session-router > Network Interfaces ‘W ‘
system >
|

Media Realm List I

Mm In Realm enable
Mm In Network enable
Mm Same Ip enable
QoS Enable enable
Max Bandwidth I 0 I ( Range: 0.999999999 )
Max Priority Bandwidth I 0 I { Range: 0999999999 )

Parent Realm I ‘ - |

Figure 30: Realm Configuration towards Google CES (Cont.)

Configuration|  View Configuration ® Q

[ media-manager ¥ | Modify Realm Config
codec-policy
DNS Realm I ‘ - l
media-manager
Media Policy I ‘ - I
media-policy
| | -]
steering-pool Media Sec Policy I SRTP ‘ - II
security >
RTCP Mux [ enable
session-router >
Ice Profile I ‘ - l
system >
Teams Fqdn I I

Teams Fqdn In Uri [ enable
SDP Inactive Only [J enable
DTLS Srtp Profile I ‘ - l
Srip Msm Passthrough [J enable

Class Profile I ‘ - l

Figure 31: Realm Config towards Google CES (Cont.)
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Configuration | View Configuration &

I media-manager ~ l Modify Realm Config

codec-policy

media-manager

media-policy

steering-pool
security >
session-router b3
system >

Figure 32: Realm Config towards Google CES (Cont.)

Configuration |  View Configuration ]

(e ]

codec-policy

media-manager

media-policy

steering-pool
security >
session-router >
system >

Figure 33: Realm Config towards Google CES (Cont.)

Q

In Session Translations

No in session translation list to display. Please add.

Out Session Translations

[}

Select Action Out Session Translation Id

State

O addplusl

enabled

Q

Modify Realm Config

In Manipulationid

I Out Manipulaticnid

GoogleManipulation

Average Rate Limit

Access Control Trust Level

Max Inbound Per Session Burst Rate

Burst Rate Window Per Session

Dos Action At Session

Invalid Signal Threshold

Maximum Signal Threshold

Untrusted Signal Threshold

Nat Trust Threshold

Max Endpoints Per Nat

Nat Invalid Message Threshald

Wait Time For Invalid Register

(Range: 0.4294967295 )

(Range: 1.999999999)

(Range: 1.999999999)

none

0

(Range: 0.4294967295 )

o

(Range: 0.4294967295 )

=}

( Range: 04294967295 )

(Range: 0.65535 )

o

(Range: 0.65535 )

=}

(Range: 0..65535 )

0

|
|
|
l 0
|
|
|

|
JI
|
|
l
l
"]
|
l
|
l
|
|
|

(Range: 0,4.300)
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Configuration View Configuration

m Q

[ media-manager

> l Meodify Realm Config

codec-policy

media-manager

media-policy

steering-pool
security
session-router

system

Configuration|  View Configuration

Deny Period

Session Max Life Limit

Untrust Cac Failure Threshold

[ media-manager

codec-policy
media-manager

media-policy

steering-pool

security
session-router

system

30

o]

0

|
|
|
| END_USER_NONE
|
|
|
|

Flow Time Limit

Initial Guard Timer

Subsq Guard Timer

TCP Flow Time Limit

Subscription Id Type - ]
>
Trunk Context ]
>
Early Media Allow - ]
>
Enforcement Profile - ]
Additional Prefixes ]
Restricted Latching none - ]
Options I ]
SPL Options I ]
Delay Media Update [J enable
Refer Call Transfer I disabled - ]
Hold Refer Reinvite [] enable
N N
Figure 34: Realm Config towards Google CES (Cont.)
m Q
V] Modify Realm Config
Refer Notify Provisional none - ]
Dyn Refer Term [J enable
[Eodec Policy | Google - l
Codec ManiP In Realm [ enable
> Codec ManiP In Network enable
>
RTCP Policy I B ]
>
Constraint Name I - ]
Session Recording Server I ]
Session Recording Required [J enable
SIP Profile -

|

E
E
E
E

Figure 35: Realm Config towards Google CES (Cont.)
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Configuration|  View Configuration I

[ media-manager v]

codec-policy

media-manager

media-policy

realm-config

steering-pool
security >
session-router >
system >

Figure 36: Realm Config towards Google CES (Cont.)

Configuration |  View Configuration @

[ media-manager ~ ]

codec-policy

media-manager

media-policy

| realm-config

steering-pool
security >
session-router >
system >

Figure 37: Realm Config towards Google CES (Cont.)

Q

Modify Realm Config
TCP Initial Guard Timer

TCP Subsq Guard Timer

SIP Isup Profile

QoS Constraint

Hide Egress Media Update

TCP Media Profile
Monitoring Filters
Node Functionality
Defauit Location String
Alt Family Realm

Pref Addr Type

Sm Icsi Match For Invite

Sm lcsi Match For Message

Q

Modify Realm Config
Ringback Trigger

Ringback File

Merge Early Dialogs

User Site:

Srvec Trfo

Feature Trfo

Auth Attribute

No auth attributes to display. Please add.
Fqdn Hostname
Fgdn Hostname In Header
P Asserted Identity
P Asserted Identity For

Steering Pool Threshold

|v

| -
| |
| 3
| |
| -
nene -]
|

|

|
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none
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|
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|
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Configuration | View Configuration

i}

I media-manager

codec-policy
media-manager
media-policy
steering-pool
security
session-router

system

Figure 38: Realm Config towards Google CES (Cont.)

e Realm Config towards OnPrem PBX and PSTN Gateway is shown below.

Configuration |  View Configuration

@

I media-manager

v]

codec-policy
media-manager
media-policy
steering-pool
security
session-router

system

Figure 39: Realm Config towards OnPrem PBX and PSTN Gateway

Q

Maodify Realm Config
Srvee Trfo
Feature Trfo

Auth Attribute

No auth attributes to display. Please add.
=]

Fqdn Hostname

Fqdn Hostname In Header

P Asserted Identity

P Asserted Identity For

Steering Pool Threshold

Steering Pool Lower Threshold

Steering Pool Alarm Monitoring Time

Suppress Hold Resume Reinvite

SNMP Sipmethod Stats

Q
Modify Realm Config
DNS Realm
Media Policy

Nsep Media Policy

l
|
l

|

l (Range: 0.100)

)
S

I (Range: 1.95)

o

|
|
|
|
|
|
|

l ( Range: 5..600 )

[J enable

[ enable

Media Sec Policy

RTCP Mux

Ice Profile

Teams Fqdn

Teams Fgdn In Uri

SDP Inactive Only

DTLS Srtp Profile

Srtp Msm Passthrough

Class Profile
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[ enable
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Configuration |  View Configuration

i}

[ media-manager

7]

codec-policy

media-manager

media-policy

steering-pool

security

session-router

system

Q

Modify Realm Config
Orspraymg T TOrT

In Manipulationid

Out Manipulationid

Average Rate Limit

Access Control Trust Level
Max Inbound Per Session Burst Rate
Burst Rate Window Per Session
Dos Action At Session

Invalid Signal Threshold
Maximum Signal Threshold
Untrusted Signal Threshold
Nat Trust Threshold

Max Endpoints Per Nat

Nat Invalid Message Threshold

Wit Time For Invalid Register

|

|

l (Range: 04294967295 )

|

I (Range: 1.999999999)

I (Range:1.999999959)

|

l (Range: 04294967295 )

I (Range: 0.4294967295 )

l (Range: 04294967295 )

I (Range: 065535 )

I (Range: 0.65535)

l (Range: 0.65535)

I (Range: 0,4.300)

Figure 40: Realm Config towards OnPrem PBX and PSTN Gateway (Cont.)

Configuration |  View Configuration

i}

[ media-manager

7]

codec-policy
media-manager

media-policy

steering-pool

security
session-router

system

Q

Modify Realm Config
Orspraymg T TOrT

In Manipulationid

Out Manipulationid

Average Rate Limit

Access Control Trust Level
Max Inbound Per Session Burst Rate
Burst Rate Window Per Session
Dos Action At Session

Invalid Signal Threshold
Maximum Signal Threshold
Untrusted Signal Threshold
Nat Trust Threshold

Max Endpoints Per Nat

Nat Invalid Message Threshold

Wit Time For Invalid Register

|

|

I (Range: 04294967295 )

|

I (Range: 1.999999999)

l (Range:1.999999959)

|

I (Range: 04294967295 )

l (Range: 0.4294967295 )

I (Range: 04294967295 )

l (Range: 065535 )

I (Range: 0.65535)

I (Range: 0.65535)

l (Range: 0,4.300)

Figure 41: Realm Config towards OnPrem PBX and PSTN Gateway (Cont.)
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Configuration View Configuration

s}

l media-manager

v I Modify Realm Config

codec-policy
media-manager
media-policy
realm-config
steering-pool
security
session-router

system

Q

Refer Notify Provisional none - l
Dyn Refer Term [ enable

I Codec Policy Google | - II
Codec ManiP in Realm [ enable
Codec ManlP In Network enable

|

RTCP Policy

Constraint Name [ | - I
Session Recording Server ‘ GoogleCCAI x II
Session Recording Required [J enable

SIP Profile | . I
Flow Time Limit -1

Initial Guard Timer

Subsq Guard Timer

TCP Flow Time Limit

I (Range: 12147483647 )

I (Range: 12147483647 )

I (Range: -1.2147483647 )

l (Range: -1.2147483647 )

Figure 42: Realm Config towards OnPrem PBX and PSTN Gateway (Cont.)

Configuration]  View Configuration

@

[ media-manager

v]

codec-policy
media-manager
media-policy
realm-config
steering-pool
security
session-router

system

Q

Modify Realm Config

TCP Initial Guard Timer

TCP Subsq Guard Timer

SIP Isup Profile

QoS Constraint

Hide Egress Media Update

TCP Media Profile

Monitoring Filters

Node Functionality

Detault Location String

Alt Family Realm

Pref Addr Type

Sm lesi Match For Invite

Sm lcsi Match For Message

none

|

( Range: -1.2147483647 )

( Range: -1.2147483647 )

Figure 43: Realm Config towards OnPrem PBX and PSTN Gateway (Cont.)
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Configuration |  View Configuration & Q

[ media-marnager M ] Modify Realm Config
codec-policy
Ringback Trigger none - I
media-manager
Ringback File [ I
media-policy
realm-config Merge Early Dialogs [ enable
steering-pool User Site [ I
security 4 Srvee Trfo [ I
session-router »
Feature Trfo { I
system >
Auth Attribute
No auth attributes to display. Please add.
Fgdn Hostname [ l
Fgdn Hostname In Header [ I
P Asserted identity [ I
P Asserted Identity For { I
Steering Pool Threshold [ o I (Range: 0.100)

Figure 44: Realm Config towards OnPrem PBX and PSTN Gateway (Cont.)

Configuration | View Configuration & Q

I"“*"'a’"‘“”*’g‘*r VI Modify Realm Config
codec-policy
Srvee Trfo I l
media-manager
Feature Trfo I l
media-policy
Auth Attribut
realm-config rioue

i No auth attributes to display. Please add.
steering-pool

. .

session-router >

Fqdn Hostname

system >

Fqdn Hostname In Header

P Asserted Identity

|
l
|

|
|
|
SR | |
|
|
|

Steering Pool Threshold 0 l (Range: 0.100)
Steering Pool Lower Threshold 70 l (Range:1.95)
Steering Pool Alarm Monitoring Time 5 l (Range: 5..600)
Suppress Hold Resume Reinvite [ enable

SNMP Sipmethod Stats [ enable

Figure 45: Realm Config towards OnPrem PBX and PSTN Gateway (Cont.)
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7.4.13 Steering Pool

o Navigate to Configuration [ media-manager [ steering-pool.
e Steering pool allows configuration to assign IP address, ports, and a realm.
e Steering Pool Configuration towards OnPrem PBX and PSTN Gateway are shown below.

onfiguration View Configuration ] Q @ very
| media-menoges “|  Steering Pool [ showco
codec-policy

media-manager

o & & Delete ol Steering Pool items
media-policy
Select Action IP Address < Start Port o EndPort & Reamip < Network Interface & Port Allocation Strategy &
realm-config
[m] i 10801350 50000 59999 PSTN PSTN-Interface 0.4 mixed
m} H 192.65 20000 39999 Google Google-Interface.0.4 mixed
>

system >

Figure 46: Steering Pool

e Steering Pool Configuration towards Google CES is shown below.

Configuration | View Configuration ] Q

media-manager e | Modify Steering Pool
codec-policy
media-manager 1P Address [ 192.65. I
media-policy Start Port l 20000 I (Range: 0.65535)
reaim-config End Port [ 39999 I (Range: 0.65535)
steering-pool
Realm ID Google | - |
security >
Network Interface Google-Interface:0.4 | - I
session-router >
system > Port Allocation Strategy l mixed - I

Figure 47: Steering Pool towards Google CES

e Steering Pool Configuration towards OnPrem PBX and PSTN Gateway is shown below.

Configuration |  View Configuration & Q

I media-manager VI Modify Steering Pool
codec-policy
media-manager 1P Address l 10.8013.50 }
media-policy Start Port l 50000 \ { Range: 0.65535)
realm-config - l 59999 \ ( Range: 0.65535 )
steering-pool
Realm ID l PSTN ‘ - ‘
security >
Network Interface l PSTN-Interface:0.4 ‘ - \
session-router >
system » Port Allocation Strategy l mixed - \

Figure 48: Steering Pool towards OnPrem PBX and PSTN
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7.4.14 SDES Profile

e Navigate to Configuration [1 Security (1 media-security | sdes-profile and con SDES

profile as shown below.

Vewcontgusion (B Q
[ secury -]

admin-security >

auth-params

suthentication

Sdes Profile

Deteta a1 Sses Profic ftamms

@ Verity

authentication-profile

cert-stous.profie o

[Select Action Mame o

CryptoList SrpAuth o SpEncypt &

AES CM_128_ HMAC_SHA1 80 enabled enabled

SITCP Encrypt © [

enabled disabled same-as-ingress.

certificate-record

factory-accounts

View Configuration

Configuration

[ security

admin-security
auth-params
authentication
authentication-profile
cert-status-profile
certificate-record
factory-accounts
ike
ipsec
local-accounts
media-security
ditls-srtp-profile

media-sec-policy

@

Figure 49: SDES Profile for TLS

Q

Modify Sdes Profile

Name

Crypto List

= |

‘ AES_CM_128_HMAC_SHA1_80 X ‘

Srtp Auth

Srtp Encrypt

SrTCP Encrypt

Mki

Egress Offer Format

Use Ingress Session Params

Options

Salt

enable

enable

enable

[ enable

I same-as-ingress -

|

|
|
|

Figure 50: SDES Profile for TLS (Cont.)
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7415 Media Sec Policy

e Navigate to Configuration (1 security (1 media-security I media-sec-policy and
configure media security policy as shown below.

onfiguration |  view Configuration @ Q

= ] _ _
Media Sec Policy
admin-security >
auth-params
(R Delete all Medie Sec Policy items
authentication
authentication-profile falect, Action | Name 2 Pass Through 3 Options £
cert-status-profile [m] RTP disabled
certificate-record o SRTP disabled

factory-accounts

ike >
ipsec >
local-accounts
[ media-security v l
dits-srtp-profile

|
Figure 51: Media Security Policy

Configuration |  View Configuration & Q

[ security v Modify Media Sec Policy Entries
admin-security >
[Name [ RTP
auth-params
authentication Pass Through [J enable
authentication-profile Options l ‘
cert-status-profile
~ Inbound
certificate-record
Profile [ ‘ - I
factory-accounts
Mode l rip - I
ike >
ipsec > Protocol none - ‘
focal-accounts Hide Egress Media Update [ enable
I media-security ~
~ Outbound
dtis-srtp-profile
Profile [ ‘ - ‘
media-sec-policy
Modi 1)
sdes-profile N i s M ‘
sipura-profile Protocol none - I

Figure 52: Media Security Policy for RTP
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e SDES profile created in Section 7.4.14 is associated with Media Security Policy for SRTP

below.

Configuration View Configuration @ Q
media-manager E : -
! ger ? Medify Media Sec Policy Entries
[ security v ]
admin-security 3 [Nam ‘ SRTP ||
auth-params Pass Through [ enable
authentication ) ‘ ‘
Options
authentication-profile
~ Inbound
cert-status-profile
! Profile SDES | -
certificate-record
factory-accounts Mode srip - |
ke > Pratocol ‘ sdes - |
ipsec >
Hide Egress Media Update [0 enable
local-accounts
- - ~ Outbound
:
dtls-srtp-profile Profie ‘ SDES | - |
Mo -
sdes-profile brotocol ‘ e . |
sipura-profile

Figure 53: Media Security Policy for SRTP
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7416 TLS - Certificate Record

e Certificate Record are configuration elements on Oracle E-SBC which
information for a TLS certificate such as common-name, key-size etc.

e Navigate to Configuration [1 security [ certificate-record.

Certificate record for Oracle E-SBC:

o Create a certificate record for Oracle E-SBC as shown below.

Configuration View Configuration ] Q,

captures

media-manager ’ Modify Certificate Record
I security ~ I
authentication-profile Netwe sbc1o \
| certificate-record Country [ us \
tls-global
State Texas
tls-profile
Locality l Plano }
session-router >
Organization tekvizionlabs \
systam >
Unit tekvizion \
Common Name sbel0 tekvizionlabs com }
Key Size [ 2048 - }
Alternate Name [ \
Trusted enable
Key Usage List i | digitalSignature x || keyEncipherment x ‘ ‘

Extended Key Usage List

| serverAuth x ‘ | clientAuth x ‘

Key Algor rsa

Figure 54: Create Certificate Record for Oracle E-SBC

e Select the Certificate record and Click Generate icon to generate CSR.
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ViewContiguation | [ Q et vy D
o

Certificate Record [ show contien
[ 7
authentication-profile
[ IS PR s O @ B @
Select Action  Name & Country © State o Locality 3 Organization & unit % Common Name
Us-global
tis-profile
>
>
Z et
o copy
W  Delete
=
@ import
| : ] sbio ‘ us ‘ T ‘ ] ‘m(vmu'\\:b; |m<~mm ‘ ST reT |

Figure 55: Generate Certificate Record for Oracle E-SBC
e Get the CSR signed by respective approved Cas and further uploaded by clicking Import
to import the signed certificate.

Vewcontiguaton [ Q. & verty

media-manager >

Certificate Record Shows Configura
|Se(urvly -
authentication-profile
LI s b @ B @ Search a
certificate-record
Select Action  Name & Country = State o Locality & Organization Unit Common Name &
ts-global
tls-profile
ession.rou >
ystem >
\
£ Edit
@ copy
@  Delete
B Generate

I i )| s us ‘ Texas ‘ Plano tekvizionlabs tekvizion sbl0.tekvizionlabs.com

Figure 56: Import Certificate Record for Oracle E-SBC

e Import the root certificate stored in the local machine and click Import as shown below.
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Import Certificate

Format
try-all -
Import Method @® File
Q Paste
Certificate File | |1| Upload Qc” pem

I Import ]l Cancel

Figure 57: Import Certificate Record for Oracle E-SBC

Certificate record for Google Root CA:

e Visit Google certificate link via https://pki.goog/roots.pem and download the roots PEM file.
e Open the PEM file using notepad and copy the certificate under label “GTS Root R1”
e Create a certificate record GTS Root R1 for Google CES.
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https://pki.goog/roots.pem

Configuration |  View Configuration i Q

media-manager ? Modify Certificate Record
Isecur'lty ~
Name I GTS_Root_R1 |
authentication-profile
. Country us |
certificate-record
tls-global State I MA I
tis-profile Locality Burlington |
session-router b3
Organization Engineering |
system >
Unit I I
Common Name I I
Key Size I 2048 h I
Alternate Name I I
Trusted enable
Key Usage List I ‘ digitalSignature x ‘ ‘ keyEncipherment x ‘ ‘
Extended Key Usage List ‘ serverAuth x ‘ ‘
Key Algor I rsa - |
Digest Algor sha256 - I

Figure 58: Create Certificate Record for Google GTS Root R1 certificate

e Right click on the Certificate Record and Click Import.

VewContguaton | [ Q NP - --.
media-manager > Certificate Record * Show Configurzte
fecory <

Select Action Name < Country S stae < Locality & Organization 3 Unit < Common Name <
tis-global
[u] i GTS_Reot us MA Burlington Engineering
tis-profile
| (] [ i || GTS_Root Rl us. MA Burlington Engineering ‘ | E
session-router > —
0 4 e 05tCAGOOGLE us Texas Plano tekvizionlabs Tekvizion
system >
O § oy PAR us ™ Planc Tekvizionlabs Go Daddy Root Certificate Authori...
0 cure_CA_GZ us, ™ Plano Tekvizionlabs Go Daddy Secure Certificate Auth
o  Oelete
0 tca us Texas Plano tekvizonLabs tekvizion
B Generate
[m] us A Burlington
M@ impert
[u] us, ™ Plano IdenTrust Commercial Root CA 1

Figure 59: Import Google GTS Root R1 certificate

e |mport the root certificate stored in the local machine and click Import as shown below.
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Import Certificate

Certificate File

Upload GTS_Root_R1.pem

Format
try-all -
Import Method @ File
() Paste

Import

| Cancel |

Figure 60: Import Google GTS Root R1 certificate (Cont.)

e Similarly create other certificate records for the Oracle E-SBC leaf certificate and the
Certificate Authority Root certificate, ensuring the entire certificate chain from leaf to root

is present as shown below. The following certificate-records are required on the Oracle
E-SBC to connect with Google CES.

et @ Q

media-manager ? Certificate Record

= B

authentication-profile

vt @ ety [

| Show Configurats

Delete all d tems Q
certificate-record
Select Action Narme Country State Locality Organization = Unit Common Name =
tis-global
tls-profile
session-router >
O !  &TsReotRI us MA Burlington Engineering
system >
GoDaddy_Root_CA_G2 us ™ Plano Tekvizionlabs

Tekvizionlabs.

Ga Daddy Root Certificate Aut

Go Daddy Secure Certificate A
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7.4.17 TLS - TLS Profile

specific certificates to be

e A TLS profile configuration on the Orace E-SBC allows for
assigned.
e Navigate to Configuration (] security [ tis-profile
e Create a TLS profile for Google CES as shown below.
View Configuration 5] Q @ Verify E
media-manager > TLS Profile | Show Canty
= a
authentication-profile
oD & & Z o ch
certificate-record
I Select Action MName & End Entity Certificate & Trusted Ca Certificates & Cipher List & Verify Depth & Mutual & TLSVersion
| I = ‘ A GoogleCCAI sbc GoDaddy_Root_CA_G2 GoDad... ‘ DEFAULT 10 disabled tisv13 I
session-router >
system >

Configuration View Configuration

media-manager >

v

Figure 62: TLS Profile for Google CES

Intermediate Certificates and Google GTS Root R1 certificate is added for TLS exchange.

m Q

Modify TLS Profile

I security

authentication-profile

certificate-record

tls-global

| tls-profile
session-router >
system >

7.4.18 Session Timer

Name ‘ GoogleCCAI

End Entity Certificate ‘ sbc ‘ -

Trusted Ca Certificates ‘ GoDaddy_Root_CA_G2 x ‘

[ GoDaddy_Secure CA_G2 x || GTS_Raot Rl x |

Cipher List ‘ ‘m
— 4
Verify Depth ‘ 10 ‘ (Range: 0.10)
Mutual Authenticate [J enable
TLS Version tisvi3 - ‘

Figure 63: TLS Profile for Google CES (Cont.)

Navigate to Configuration [ session-router [ session-timer-profile.
Configure session timer for Google CES as shown below.
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Configuration|  View Configuration

session-recording-group
session-recording-server
‘session-router
session-timer-profile
session-translation

sip-advanced-logging

B Q

Session Timer Profile

£ Verify

| shewc

7419 SIP Interface

Configuration View Configuration

L) Defese all session Timer Profie rems F—
Select Action Name o Session Expires & MinSe & Force Reinvite & Request Refresher & Response Refresher &
’ [m] H SessionTimer 1800 100 disabled uac uas
Figure 64: Session Timer
Navigate to Configuration [ session-router [ sip-interface.
& Q . B

filter-config
Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

|

SIP Interface

‘ Show Configi

o & & Delete all SIP Interface items [search
Select Action State ¢ ReamID o Description ¢ Carriers ¢ Trans Expire & Initial Inv Trans Expire &
O ! enabled Google GOOGLE 0

] i enabled PSTN PSTN Gateway o

Figure 65: SIP Interface

Create SIP interface towards PSTN Gateway and OnPrem PBX by adding SIP Ports as
shown below.
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Configuration | View Configuration ] Q

media-mnager 4 Madify SIP Interface Show Adv
security >
I session-router - State B enable
access-conrol ResimD | PSTN -
account-config
Description PSTN Gateway
filter-config
Idap-config |
Tocal-policy SIP Ports
local-routing-config o
media-profile Select Action Address ¢ Port © Transport Protocal ¢ TLS Profile © Allow Anonymous ¢ v
session-agent O ¢ osomso 5060 Tcp agents-only

session-group
sesslon-recording-group
session-recording-server
session-translation
sip-config

sip-feature

[ E——]
Figure 66: SIP Interface for PSTN Gateway and OnPrem PBX

onnguration View Configuration B Q

dia- .
Mmedia-manager > Modify SIP Interface
securi .
e > Initial Inv Trans Expire \ o ‘ ( Range: 0..2147473 )
I session-router v]
Session Max Life Limit [ ] ]
access-control
Proxy Mode [ - ]
account-config
filter-config Redirect Action [ - ]
Idap-config Nat Traversal none - ]
Tocal-policy Nat Interval l 20 ] (Range: 1.999999999)
local-routing-config
TCP Nat Interval [ %0 ] ( Range: 0.999999999 )
media-profile
session-agent Registration Caching enable
. Range: 0.999999999
session-group Min Reg Expire [ 300 ] (Range: )
session-recording-group Registration Interval [ 3600 ] (Ronge:1.999999599)
session-recording-server
Route To Registrar enable
session-translation
Secured Network [ enable
sip-config
Uri Fqdn Domain [ ]
sip-feature

Opions [ ]

Figure 67: SIP Interface for PSTN Gateway and OnPrem PBX (Cont.)
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Configuration |  View Configuration [ Q

access-control

Modify SIP Interface

account-config

filter-config SPL Options I I
ca i Trust Mode all - l
local-policy .
Max Nat Interval I 3600 I (Range: 0.999999999 )
local-routing-config
Nat Int Increment I 10 I (Range: 0.999999999 )
media-profile
) Nat Test Increment I 20 I (Range: 0.999999999 )
session-agent
session-group SIP Dynamic Hnt [0 enable
session-recording-group TCP Max Nat Interval I 2600 I (Range: 0.999999999)
session-recording-server .
TCP Nat Int Increment I 10 I (Range: 0.999999999 )
session-translation
TCP Nat Test Increment I 20 I (Range: 0.999999999 )
sip-config
sip-feature TCP SIP Dynamic Hnt [J enable
Stop Recurse I 401,407 l
sip-manipulation Port Map Start I o I (Range: 01025.65535 )
sip-monitorin,
? ® Port Map End I ) I (Range: 0,1025..65535 )
translation-rules
In Manipulationid I ‘ - I

system >

Figure 68: SIP Interfacegr P?TN Gateway and OnPrem PBX (Cont.)

‘onfiguration |  View Configuration @ Q

access-control

Modify SIP Interface

account-config

filter-config Out Manipulationid l | - ]
dap-config SIP Atcf Feature [J enable
local-policy RIc2833 Payload l 101 ] (Range: 96.127)
local-routing-config

Rfc2833 Mode transparent - ]
media-profile

Response Map l | - ]
session-agent

jon-group Local Response Map l | - ]

session-recording-group Sec Agree Feature [J enable
session-recording-server

Enforcement Profile l | -

session-translation l

Emergency Dscp Profile | - ]
sip-config

TCP Keepalive none - ]
sip-feature

Add SDP Invite both - ]
sip-manipulation Add SDP In Msg. l ]
sip-monitoring

P Early Media Header disabled -
translation-rules ]

P Early Media Direction l
system >

Figure 69: SIP Interface for PSTN Gateway and OnPrem PBX (Cont.)
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Cor ‘==_ ion View Ce

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring

translation-rules

Figure 70: SIP Interface for PSTN Gateway and OnPrem PBX (Cont.)

Configuration

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

sip-feature

sip-manipulation

sip-monitoring

translation-rules

system

Figure 71: SIP Interface for PSTN Gateway and OnPrem PBX (Cont.)

View Configuration

)

>

Q
Modify SIP Interface
Add SDP Profiles
Add SDP Profiles In Msg
SIP Profile
SIP Isup Profile
TCP Conn Dereg
Kpml Interworking
Kpmi2833 lwf On Hairpin

Msrp Delay Egress Bye

Send 380 Response
Pescf Restoration
Session Timer Profile

Session Recording Server

Session Recording Required

m Q

Modify SIP Interface

Session Recording Required

Service Tag

Reg Cache Route

Diversion Info Mapping Mode

Atcf Icsi Match

SIP Recursion Policy

Asymmetric Preconditions

Asymmetric Preconditions Mode

Sm Icsi Match For Invite

Sm lesi Match For Message

S8hr Profile

Ringback Trigger

Ringback File

Fax Continue Session

|
|
-]
|
|

‘ -
o]
[J enable
[ enable
[J enable
| |
| |
| -]
[J enable

Property of TekVizion Labs

Page 47

( Range: 0.999999999)

| |

7]
| |
| -
et 7]
| |
| |
| -

2]
| |

7]




Configuration|  View Configuration B Q

access-control

Modify SIP Interface

account-config

filter-config
SIP Recursion Policy l | - l
Idap-config
local-policy Asymmetric Preconditions [ enable
local-routing-config Asymmetric Preconditions Mode send-with-nodelay -

media-profile Sm lesi Match For Invite

session-agent

session-group

Sm Icsi Match For Message l

session-recording-group S8hr Profile l
session-recording-server Ringback Trigger none - l
session-translation

Ringback File l l
sip-config

Fax Continue Session none - l
sip-feature

Npli Profile l | - l
sip-manipulation Hist To Div For Cause 380 inherit - l
sip-monitoring User Agent l l
translation-rules l

Allow Diff2833 Clock Rate Mode l disabled -

system >

Figure 72: SIP Interface for PSTN Gateway and OnPrem PBX (Cont.)

e Create SIP interface towards Google CES by adding SIP Ports as shown below.

View Configuration I Q Disc: @ Ve

access-control

Modify SIP Interface Show Advarced ()
account-config —
filter-config - nable
Idap-config

Realm D Google -
local-policy

Description GOOGLE
local-rauting-config
media-profile
session-agent

SIP Ports
session-group o
session-recording-group

Select Action  Address ¢ Port o Transport Protocol & TLSPrafile o Allow Anonymous < Mult Home Addrs
session-recording-server "

o : 192.65 5061 TLs GoogleCCAI agents-only

session-translation

sip-config

sip-feature

Figure 73: SIP Interface for Google CES
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[Lonfiguration View Configuration ] Q

media-manager > | Modify SIP Interface
security > Initial Inv Trans Expire \ 0 ‘ ( Range: 0.2147473 )
[ session-router vl
Session Max Life Limit l o ]
access-control
Proxy Mode l - ]
account-config
filter-config Redirect Action [ - ]
dap-config Nat Traversal none - ]
Tocal-policy Mot Intersal [ 10 ] (Range: 1.999999999)
local-routing-config
TCP Nat Interval [ 90 ] ( Range: 0.999999999 )
media-profile
I . g enable
session-agent Registration Caching -]
session-group Min Reg Expire [ 200 ] ( Range: 0.999999999 )
session-recording-group Registration Interval [ 3600 ] ( Range: 1.999999999)
session-recording-server
Route To Registrar enable
session-translation
Secured Network [J enable
sip-config
Uri Fgdn Domain [ ]
sip-feature
o | |
.
Figure 74: SIP Interface for Google CES (Cont.)
Configuratio View Configuration & Q
MZUEIET ? Modify SIP Interface
security >
Trust Mode l all - ]
[ session-router ~ ]
Max Nat Interval l 2600 ] (Range: 0.999999999)
access-control
account-config Nat Int Increment [ 10 ] (Range:0.999999999)
fiker—config Nat Test Inerement [ 30 ] (Range:0.999999999 )
Idap-config
SIP Dynamic Hnt [ enable
local-policy
TCP Max Nat Inteval l 3600 ] (Range: 0.999999999)
local-routing-config
. TCP Nat Int Increment 10 ( Range: 0.999999995 )
media-profile
session-agent TCP Nat Test Increment [ 30 ] (Range: 0.999999995 )
session-group TCP SIP Dynamic Hnt [ enable
session-recording-group
Stop Recurse l 401,407 ]
session-recording-server
Port Map Start [ o ] (Range:01025.65535)
session-translation
Port Map End o ( Range: 01025.65535 )
sip-config
sip-feature In Manipulationid [ ‘ . ]
Out Manipulationid [ ‘ - ]
sip-manipulation
SIP Atcf Feature [ enable
sip-monitoring

Ric2833 Payload [ 101 ] (Range: 96.127)
translation-rules

Figure 75: SIP Interface for Google CES (Cont.)
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Configuration |  View Configurstion =] Q

access-control

Modify SIP Interface

account-config

filter-config Rfc2833 Mode transparent
1dap-config Response Map [
local-policy

Local Response Map [
local-routing-config

Sec Agree Feature [ enable
media-profile

. Enforcement Profile

session-agent
session-group Emergency Dscp Profile [
session-recording-group [TCD Keepalive enabled
session-recording-server

Add SDP Invite disabled
session-translation

Add SDP In Msg
sip-config
sip-feature

P Early Media Direction

sip-manipulation

P Early Media Header [ disabled
Add SDP Profiles [

sip-monitoring

Add SDP Profiles In Msg
translation-rules

Figure 76: SIP Interface for Google CES (Cont.)
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Configuration | view Configuration

media-manager

security

i)

[ session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

sip-feature

sip-manipulation
sip-monitoring

translation-rules

Q

Modify SIP Interface

[ SessionTimer

Session Recording Server

TCP Conn Dereg v]

Kpml Interworking O enable

Kpmi2833 Iwf On Hairpin [ enable

Msrp Delay Egress Bye [ =nable

Send 380 Response [ l

Pescf Restoration [ l

Session Timer Profile | - l
|

Session Recording Required

Service Tag

Reg Cache Route

Diversion Info Mapping Mode

Atef lesi Match

SIP Recursion Policy

Asymmetric Preconditions

Asymmetric Preconditions Mode

|

O enable

l

[0 enable

none

l

l

[ =nable

send-with-nodelay

Figure 77: SIP Interface for Google CES (Cont.)

(Range: 0.999999999)

Configuration |  View Configuration

media-manager

security

&

l session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

sip-feature

sip-manipulation

sip-monitoring

translation-rules

Q

Modify SIP Interface

Reg Cache Route

Diversion Info Mapping Mode

Atef lesi Match

SIP Recursion Policy

Asymmetric Preconditions

Asymmetric Preconditions Mode

Sm lesi Match For Invite

Sm lcsi Match For Message

S8hr Profile

Ringback Trigger

Ringback File

Fax Continue Session

Npli Profile

Hist To Div For Cause 380

User Agent

Allow Diff2833 Clock Rate Mode

[ enable

none

|

|

[ enable

send-with-nodelay

none

none

inherit

disabled

Figure 78: SIP Interface for Google CES (Cont.)
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7.4.20 Session Agent

e Session-agents are config elements which are trusted agents which can send/receive
traffic from the Oracle E-SBC with direct access to trusted data path.

o Navigate to Configuration [ session-router [ session-agent.

e Configure Session Agent for PSTN Gateway, OnPrem PBX and Google CES.

Configure the Session Agent for Google CES as shown below.

onfiguration |  view Configuration m Q Discard g Verity E

access-control

account-config

Session Agent

filter-config | s R N Delete all Session Agent items Search
Idap-config Select Action Hostname o 1P Address 5 Port o State o App Protocol ¢ RealmID o Description ¢
local-policy [m] 10.64. 10.64 5060 enabled sip PSTN
local-routing-config 0 17216. 17216. 5060 enabled sip PSTN Free PBX 1
media-profile [m] us.telephony.goog 5672 enabled sip Google
o .
.
Figure 79: Session Agent
onfiguration View Configuration @ Q
security > - -
Modify Session Agent
I session-router v
access-control I Hostname us.telephony.goog ‘I
account-config P Address | ‘
filter-config [F'nrl | 5672 ‘I(Range. 01025.65535)
Idap-config
State enable
local-policy
App P | siP
local-routing-config P Frotocs | M
media-profile App Type | -
session-agent Transport Method | StaticTLS
session-group
Realm ID Google | -

session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

Egress Realm ID |

Description

Figure 80: Session Agent for Google CES
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Configuration |  View Configuration @
security 3
~

l session-router

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config

media-profile

session-group

session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring

translation-rules

Configuration |  view Configuration

security

[is]

[ session-router

access-control
account-config
filter-config
Idap-config
local-policy

local-routing-config

media-profile

session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring
translation-rules

system

>

Q
Modify Session Agent
Associated Agents
Constraints
Max Sessions
Max Inbound Sessions
Max Outbound Sessions
Max Burst Rate
Max Inbound Burst Rate
Max Outbound Burst Rate
Max Sustain Rate
Max Inbound Sustain Rate
Max Outbound Sustain Rate
Min Ast
Cac Trap Threshold
Session Max Life Limit

Time To Resume

Q

Modify Session Agent

O enable

[ 0 I (Range: 0.999999999)
[ 0 I (Range: 0.999999999 )
[ 2 l (Range: 0.999999999)
[ 0 l (Range: 0.999999999)
[ 0 I (Range: 0.999999999)
[ 0 I (Range: 0.999999999)
[ 0 I (Range: 0.999999999 )
[ 2 I (Range: 0.999999999 )
[ 2 l (Range: 0.999999999)
[ 0 l (Range: 0.100)

[ 0 I (Range: 0.99)

L I

[ 0 I (Range: 0.999999999)

Figure 81: Session Agent for Google CES (Cont.)

(Range: 0.999999999)

(Range: 0.999999999 )

(Range: 0.999999999)

(Range: 1.999999999)

(Range: 1.999999999)

(Range: 0.999999999 )

In Service Period I o ]
Burst Rate Window I o ]
Sustain Rate Window I o ]
Max Inbound Per Session Burst Rate I 20 ]
Burst Rate Window Per Session I 1 ]
Dos Action At Session I inherit ]
Proxy Mode I ]
Redirect Action I ]
Loose Routing enable

Response Map I ]
Ping Methad I OPTIONS ]
Ping Interval I 80 ]
Ping Send Mode keep-alive ]
Ping All Addresses 0 enable

Ping In Service Response Codes I ]
Load Balance DNS Query hunt
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security

View Configuration

i}

>

[ session-router

M l

access-control
account-config
filter-config
Idap-config
local-policy

local-routing-config

media-profile

session-group
session-recording-group

session-recording-server

Configuration  View Configuration

media-manager

security

session-router
access-control
account-config
filter-config
Idap-config
local-palicy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface
sip-manipulation
sip-monitoring

translation-rules

Q

Modify Session Agent
Options

SPL Options

Media Profiles

In Session Translations

No in session translation list to display. Please add

Out Session Translations

[

Select Action Out Session Translation Id

State

[D i addplusl

enabled

Figure 83: Session Agent for Google CES (Cont.)

&

Q

Modify Session Agent

Trust Me

Stop Recurse

Local Response Map

Ping Response

In Manipulationid

Out Manipulationid

Manipulation String

Manipulation Pattern

Trunk Group

Max Register Sustain Rate

Invalidate Registrations

Rfe2833 Mode

Rfc2833 Payload

Codec Policy

Emergency Dscp Profile

Refer Call Transfer

O enable

enable

I ( Range: 0999999959 )

[ enable

none

|

I (Range: 0,96.127)

|

|

disabled

Figure 84: Session Agent for Google CES (Cont.)
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View Configuration =] Q

security > - B
Modify Session Agent
[ session-router ~ l
Refer Notify Provisional [ none - ]
access-control
Reuse Connections [ NONE - ]
account-config
filter-config [TCP Keepalive [ enabled - I
Idap-config TCP Reconn Interval [ 60 ] (Range: 0,2.300)
local-poli "
policy Max Register Burst Rate [ 0 ] (Range: 0.599999999)
local-routing-config
Rate Constraints
media-profile B
Mo rate constraints to display. Please add.
session-group
session-recording-group SIP Profile [ ‘ - ]
session-recording-server SIP lsup Profile [ ‘ - ]
session-translation
Kpmi Interworking inherit - ]
sip-config
Kpmi2833 lwf On Hairpin inherit - ]
sip-feature
Precedence 0 {Range: 04294967295 )
sip-interface

sip-manipulation Menitoring Filters [

Figure 85: Session Agent for Google CES (Cont.)

Configuration | Viewcenfigurstion [ Q

security > - .
Modify Session Agent
[ session-router ~ ]
access-control Auth Attribute
account-config

No auth attributes to display. Please add.

Idap-config
. Session Recording Server
local-policy
local-routing-config Session Recording Required O enable
media-profile
Hold Refer Reinvite O enable
Send TCP Fin [0 enable
session-group
SIP Recursion Policy [ | - ]
session-recording-group
session-recording-server S lesi Match For nvite l ]
session-translation S lesi Match For Message l ]
sip-config
Ringback Trigger none - ]
sip-feature
. Ringback File
sip-interface
sip-manipulation Fax Servers [ ]
sip-monitoriny
i € Trigger Dos Alarm [0 enable
translation-rules
Static TCP Source Port [ 0 ] (Range: 0102565535

system >

Figure 86: Session Agent for Google CES (Cont.)
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e Configure the Session Agent for OnPrem PBX as shown below.

sip-interface

View Configuration 5] Q
Modify Session Agent
access-control
account-config
Hostname I 17216.. ]
filter-config
IP Address I 17216 ]
1dap-config
) Port 5060 ( Range: 0,1025..65535 )
Tocal-policy
local-routing-config State enable
media-profile App Protocol I S - ]
App Type I - ]
session-group
Transport Method I StaticTCP - ]
session-recording-group
) ) Realm ID I PSTN | - ]
session-recording-server
session-translation Egress Realm ID I | - ]
sip-config Description Free PBX 1
sip-feature

Figure 87: Session Agent for OnPrem PBX

Configuration |  View Configuration @ Q

security > . R
Modify Session Agent
I session-router ~
Associated Agents
access-control
account-config Constraints [ enable
filter-confi "
" & Max Sessions [ o l (Range: 0.999999999)
Idap-config
Max Inbound Sessions [ 0 l (Range: 0999999999 )
local-policy
Max Outbound Sessions [ 0 l (Range: 0999999999 )
local-routing-config
Range: 0.999999999
media-profile Max Burst Rate { 0 I (Range )
Max Inbound Burst Rate [ 0 I (Range: 0.999999999)
session-grou
o Max Outbound Burst Rate [ o l (Range: 0999999999 )
session-recording-group
Max Sustain Rate [ o l (Range: 0.999999999)
session-recording-server
5 . Max Inbound Sustain Rate 0 (Range: 0999999999 )
session-translation
sip-config Max Outbound Sustain Rate [ 0 l (Range: 0999999999 )
sip-feature Min A [ o I (Range:0.100)
sip-interface .
Cac Trap Threshold [ 0 I (Range:0.99)
sip-manipulation
Session Max Life Limit [ "] l
sip-monitoring
Time To Resume [

o (Range: 0999999999 )
translation-rules

Figure 88: Session Agent for OnPrem PBX (Cont.)
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Configuration  View Configuration @® Q

media-manage! Bl .
! eer ? Modify Session Agent
security > TrustMe [ enable
session-router ~
Stop Recurse I l
access-control
Local Response Map l ‘ - l
account-config
[ enzble
filter-config Ping Response =2
Idap-config In Manipulationid I ‘ - I
local-palicy Out Manipulationid I ‘ - I
local-routing-config
Manipulation String I l
media-profile
Manipulation Pattern I I
session-agent
) Trunk Group
session-group
session-recording-group Max Register Sustain Rate I o I (Range: 0.999999999 )
session-recording-server
Invalidate Registrations O enable
session-translation
Rfc2833 Mode none - I
sip-config
Rfc2833 Payload I o I (Range: 096.127)
sip-feature
sip-interface Codec Palicy I ‘ - I
sip-manipulation Emergency Dscp Profile I ‘ - I
sip-monitorin,
. ning Refer Call Transfer disabled - l
translation-rules
. .
Figure 89: Session Agent for OnPrem PBX (Cont.)
Configuration | View Configuration & Q
security > - N
Modify Session Agent
[sessinn—mu(er ~ l
Reuse Connections I NONE - ]
access-control
account-config TCP Keepalive disabled - ]
filter-config TP Reconn Interval I o ] (Range:0.2.300)
Idap-confij .
Preentie Max Register Burst Rate I 0 ] (Range: 0.999999999)
local-policy
Rate Constraints
local-routing-config
No rate constraints to display. Please add.
media-profile
: Add
session-group SIP Profile [ | - ]
session-recording-group P lsup Profile I | . ]
session-recording-server
Kpml Interworking inherit - ]
session-translation
Kpmi2833 Iwf On Hairpin inherit - ]
sip-config
Precedence 0 ( Range: 0.4294967295)
sip-feature
sip-interface Monitoring Filters I ]

sip-manipulation Auth Attribute

Figure 90: Session Agent for OnPrem PBX (Cont.)
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Configuration | View Cenfiguration

security

B Q

Modify Session Agent

[ session-router

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config

media-profile

session-group

session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring
translation-rules

system

Auth Attribute

No auth attributes to display. Please add.

Session Recording Server

Session Recording Required [ enable

Hold Refer Reinwi O ensble

Send TCP Fin O enable

SIP Recursion Policy [ ‘ -
Sm lesi Match For Invite I

Sm lesi Match For Message I

Ringback Trigger none -
Ringback File I

Fax Servers [

Trigger Oos Alarm O ensble

Static TCP Source Port I o

I (Range: 0,1025_65535 )

b

Figure 91: Session Agent for OnPrem PBX (Cont.)
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e Configure the Session agent for PSTN Gateway as shown below.

security

View Configuration

is]

>

I session-router

-]

Q

Modify Session Agent

access-control
account-config
filter-config
Idap-config
local-policy

local-routing-config

media-profile

session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

Configuration |  View Configuration &
security >
~

I session-router

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config

media-profile

session-group

session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring

translation-rules

I [ Range: 0,1025..65535)

Description

Hostname [ 10.64. I
IP Address [ 10.64 l
Port [ 5060

e enable

App Protocal [ sip - I
Aop Type [ - I
Transport Method [ StaticTCP - I
Realm ID [ PSTN | - l
Egress Realm ID [ PSTN l

Figure 92: Session Agent for PSTN Gateway

Q
Modify Session Agent
Associated Agents
Constraints
Max Sessions.
Max Inbound Sessions
Max Outbound Sessions
Max Burst Rate
Max Inbound Burst Rate
Max Outbound Burst Rate
Max Sustain Rate
Max Inbound Sustain Rate
Max Outbound Sustain Rate
Min Asr
Cac Trap Threshald
Session Max Life Limit

Time To Resume

[ enable

[ o l (Range: 0.999999999)
[ 0 I (Range: 0.999999999)
[ 0 l (Range: 0.999999999)
i o I (Range: 0.999999999)
i 0 I (Range: 0.999999999)
[ o l (Range: 0.999999999)
[ o l (Range: 0.999999999)
[ 0 l (Range: 0.999999999)
[ 0 l (Range: 0.999999999)
[ o I (Range: 0.100)

[ 0 I (Range:0.99)

B l

[ o

l (Range: 0999999999 )

Figure 93: Session Agent for PSTN Gateway (Cont.)
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Configuration  View Configuration & Q

media-manage! Bl .
! eer ? Modify Session Agent
security > TrustMe [ enable
session-router ~
Stop Recurse I l
access-control
Local Response Map l ‘ - l
account-config
[ enzble
filter-config Ping Response =2
Idap-config In Manipulationid I ‘ - I
local-policy Out Manipulationid I ‘ . I
local-routing-config
Manipulation String I l
media-profile
Manipulation Pattern I I
session-agent
) Trunk Group
session-group
session-recording-group Max Register Sustain Rate I o I (Range: 0.999999999 )
session-recording-server
Invalidate Registrations O enable
session-translation
Rfc2833 Mode none - I
sip-config
Rfc2833 Payload I o I (Range: 096.127)
sip-feature
sip-interface Codec Policy I ‘ - I
sip-manipulation Emergency Dscp Profile I ‘ - I
sip-monitorin,
. ning Refer Call Transfer disabled - l
translation-rules
. .
Figure 94: Session Agent for PSTN Gateway (Cont.)
Configuration | View Configuration & Q
security > - N
Modify Session Agent
[sessinn—mu(er ~ l
Reuse Connections I NONE - ]
access-control
account-config TCP Keepalive disabled - ]
filter-config TP Reconn Interval I o ] (Range:0.2.300)
Idap-confij .
" & Max Register Burst Rate I 0 ] ( Range: 0.599999999)
local-policy
Rate Constraints
local-routing-config
No rate constraints to display. Please add.
media-profile
) Add
session-group SIP Profile [ | . ]
session-recording-group SIP Isup Profile I | . ]
session-recording-server
Kpml Interworking inherit - ]
session-translation
Kpmi2833 Iwf On Hairpin inherit - ]
sip-config
Precedence 0 (Range: 04294967295 )
sip-feature
sip-interface Monitoring Filters I ]

sip-manipulation Auth Attribute

Figure 95: Session Agent for PSTN Gateway (Cont.)
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Configuration View Cenfiguration @

security

>

I session-router

v I

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile

|
session-group
session-recording-group
session-recording-server
session-translation
sip-config
sip-feature
sip-interface
sip-manipulation
sip-monitoring
translation-rules

system

7.4.21

>

Figure 96: Session Agent for PSTN Gateway (Cont.)

Local Policy

Q

Modify Session Agent

Auth Attribute

No auth attributes to display. Please add.

Session Recording Server

Session Recording Required
Hold Refer Reinvite

Send TCP Fin

SIP Recursion Policy

Sm lesi Match For Invite
Sm lesi Match For Message
Ringback Trigger

Ringback File

Fax Servers

Trigger Oos Alarm

Static TCP Source Port

O enable

O ensble

O enable

none

| (Range: 0,1025.45535 )

e Local policy config allows for the Oracle E-SBC to route calls from one end of the network
to the other based on routing criteria.
Navigate to Configuration [ session-router [ local-policy.

e Configure local policy for Google CES, OnPrem PBX and PSTN Gateway as shown below.

Configuration View Configuration &

security
session-router ~
access-control

account-config

Idap-config

Tocal-routing-config

Local Policy
D& & Delete all Local Policy items

Select Action FromAddress © ToAddress & Description & Activate Time & Deactivate Time & State o
] 214 11214 PAX user 10 PSTN enabled
0 gTEs2 9I2852 PSTN 1o CUCM PBX enabled

Figure 97: Local Policy
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e Below Local Policy is used to route calls from OnPrem PBX to PSTN Gateway.

View Configuration @ Q

security

Modify Local Policy Entries

| session-router

access-control
account-config
filter-config

Idap-config

Tocal-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-contig

sip-feature

From Address

To Address

Source Realm

(>

[214 x| [ #1212 x

| PsTh x|

Description PBX user to PSTN
e enable
Parallel Forking O enable
Policy Priority none -
Policy Attributes
o
Select Action Next Hop Realm Action Terminate Recursion  Cost State App Protocol Lookup
I (m] 10.64 PSTN none disabled enabled sIP single

Figure 98: Local Policy routing from OnPrem PBX to PSTN Gateway

onfiguration |  View Configuration @&
security >
v

I session-router

access-control
account-config
filter-config

Idap-config
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

Q

Modify Local policy / policy attribute

Next Hop ['qum ‘ - 1
Reaim [ PSTN ‘ - }
Action none - }
Terminate Recursion [J enable

Cost [ °

State enable

App Protocol \ sIp - ‘I
Lookup single -
Next Key [

Auth User Lookup

|

Figure 99: Local Policy routing attributes towards PSTN Gateway
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e Below Local Policy is used to route calls from PSTN Gateway to OnPrem PBX.

onfiguration View Configuration ® Q Discard

secury > Modify Local Policy Entries Show Advanced

| session-router v

access-control From Address l ‘ "% ‘

account-config

To Address ‘ ‘ 972852 % || 972852 x
filter-config

Source Reaim
Idap-config
Tocal-policy Description PSTN to CUCM PBX

local-routing-config

|
|
[Pt ‘
|
|

media-profile ‘

session-agent State enable
session-group PoralFrking 0 enable
session-recording-group R o .
session-recording-server
Policy Attributes
session-translation n
sip-config Select Action Next Hop Realm Action Terminate Recursion  Cost State App Protocol Lookup Next Key

Figure 100: Local Policy routing Towards OnPrem PBX from PSTN Gateway

Configuration |  View Configuration m Q

security > . . . -
Modify Local policy / policy attribute
I session-router ~
access-control Next Hop I 10.80 | - I
account-config Realm I PSTN | - I
filter-config
Action none - I
Idap-config
X Terminate Recursion O enable
local-policy
Cost o ( Range: 0.999999999 )
local-routing-config
media-profile State enable
session-agent App Protocol I SIP - ||
session-group
Lookup single -
session-recording-group

session-recording-server

|
| |
|

. . Auth User Lookup
session-translation

Figure 101: Local Policy routing attributes towards OnPrem PBX
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7.4.22 SIP Manipulation

e Navigate to Configuration [1 session-router [ sip-manipulation.
e Configure SIP manipulation towards Google CES as shown below.

Configuration | View Configuration @ Q

access-control

Modify SIP Manipulation

account-config

filter-config . )
Name | GoogleManipulation

Idap-confi|

Description Manipulation on google side

local-policy

local-routing-config

Split Headers

session-agent

Join Headers

media-profile I ‘

session-group

session-recording-group CigRules

Add w
session-recording-server

. . Action Name Element Type

session-translation

changeRequri header-rule
sip-config

: changeTo header-rule
sip-feature

: AddcCallinfoHeader header-rule
sip-interface .

: changelocalport header-rule
sip-manipulation .

| : deltransport header-rule

sip-monitoring .

B delete_callinfo header-rule

Figure 102: SIP Manipulation towards Google CES

e Add a header-rule for Google CES.

Configuration View Canfiguration i) Q

media-manager >

Modlify SIP Manipulation

security >

I session-router VI I Name GoogleManipulation

access-control Description
account-config

filter-config

Idap-config Split Headers |

Manipulation on google sice ‘
Join Headers |

local-policy |

local-routing-config

CfgRules

media-profile

session-agent
Element Type

session-group uri header-rule

mime-rule

session-recording-group nlP header-rule
mime-isup-rule

session-recording-server

session-translation

sip-config

sip-feature

sip-interface

Figure 103: Header rule addition for SIP Manipulation towards Google CES

Rihost
mime-sdp-rule

iHeader
: changelocalport

H deltransport

i delete_callinfo
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e Below header rule is created to change Request-URI host and user parts towards Google

CES to us.telephony.goog:5672 and +1361880XXXX.

Configuration |  view Configuration

media-manager

security

I session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

Figure 104: SIP Manipulation towards Google CES Request URI

B Q

4 Modify Sip manipulation / header rule

>

VI Name changeRequri |
Header Name Request-URI |
Action | manipulate - |
Comparison Type pattern-rule - |
Msg Type any - |
Methods | (e x] [oemons x |
Match Value | |
New Value | |
CfgRules

Add -

ReqURI

AddURI

ype

element-rule

element-rule

local-routing-config
media-profile

session-agent

Configuration |  View Configuration [ia] Q
dia- . - . )
media-manager > Modify Sip manipulation / header rule / element rule
security b3
[ session-router V] Name ReqURI |
access-control Parameter Name | |
account-config
Type uri-host - |
filter-config
Action | replace - |
Idap-config
Match Val Type an -
local-policy i Y |

caccinn-orniin

Comparison Type

Match Value

New Value

case-insensitive

"us.telephony goog:5672"

Figure 105: SIP Manipulation towards Google CES change Request URI-host
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onfiguration View Configuration rE Q

access-control

Meadify Sip manipulation / header rule / element rule
account-config

filter-confj
€ Name [ AddURI }

Idap-config

Parameter Name Request-URI \
local-policy

Type uri-user - \
local-routing-config
media-profile Action replace - ‘
session-agent Match Val Type any - \
session-group

Comparison Type pattern-rule - }
session-recording-group

Match Value [ \
session-recording-server

New Value "+136188 \

session-translation

sip-config
sip-feature
sip-interface
sip-manipulation

Figure 106: SIP Manipulation towards Google CES change Request URI-user

e Below header rule is created to change TO header host part towards Google CES to IP
address of Google CES and user part with Google CES DID.

ConﬁguratiOn View Configuration ] Q

access-control

Madify Sip manipulation / header rule

account-config

filter-config

Name changeTo
Idap-config

Header Name To I
local-policy

Action manipulate - |
local-routing-config
media-profile Comparison Type pattern-rule - I
session-agent Msg Type any - I
session-group

Methods [ INVITE | | OPTIONS x
session-recording-group

Match Value [ |
session-recording-server
session-translation New Volue [ I
sip-config CfgRules
N Add -
sip-feature
. Action Name Element Type
sip-interface

changeToUser element-rule
| sip-manipulation

Figure 107: SIP Manipulation towards Google CES TO header
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Configuration |  View Configuration & Q

access-control

Meodify Sip manipulation / header rule / element rule
account-config

filter-config "
lame

changeToUser

Idap-config

Parameter Name To

local-policy

Type uri-user -

local-routing-config

media-profile Action

session-agent Match Val Type any -

session-group

Comparison Type case-sensitive -

session-recording-group

|
|
|
replace - I
|
|
|

Match Value l

session-recording-server

New Value

) ) I "+136188 i II
session-translation

sip-config
sip-feature

sip-interface

‘

Figure 108: SIP Manipulation towards Google CES — Change TO header user

e Below header rule is created to add Call-Info header towards Google CES with the Dialog
Flow API request along with the Conversation ID.

e Conversation on the Fly is set to True in Google CES using REST API. Conversation ID is
randomly generated by Oracle E-SBC for each call.

e New Valueis set to
"<http://dialogflow.googleapis.com/v2betal/projects/ccai-3898XX/conversations/OR_"+$CA
LL_ID.$0+">:purpose=Goog-ContactCenter-Conversation"
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http://dialogflow.googleapis.com/v2beta1/projects/ccai-3898XX/conversations/OR_%22+$CALL_ID.$0+%22%3e;purpose=Goog-ContactCenter-Conversation
http://dialogflow.googleapis.com/v2beta1/projects/ccai-3898XX/conversations/OR_%22+$CALL_ID.$0+%22%3e;purpose=Goog-ContactCenter-Conversation

Configuration | Vview Configuration @ Q

dia- - - . -
mecla-manager ? Modify Sip manipulation / header rule
security >
[sessim_mm_er - ] Name I Add(CallinfoHeader l
access-control Header Name Call-info l
account-config
Action add - l
filter-config
Comparison Type case-sensitive - l
Idap-config
Msg Type an -
local-policy i Y l
local-routing-config Methods I | INVITE x | l
dia-profil
mecia-protie Match Value I l
session-agent
New Value "<http://dialegflow.googleapis.com/v2Zbetal/projec l
session-group
CfgRules

session-recording-group
No rules to display. Please add.
session-recording-server
Add -
session-translation
sip-config

sip-feature

sip-interface

|
Figure 109: SIP Manipulation towards Google CES - Add Call-Info
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SIP Manipulation Participation Label:

e The transcript recording files stored in the Google CES bucket include two participant
roles "HUMAN_AGENT" and "END_USER".

e To map the participant roles to the transcripts generated, Google uses the participant
labels provided in the call-info header. Use the below rule only if Participant labels are
required in the setup.

e Sample call-info header with participant roles:

e Call-info:"<http://dialogflow.googleapis.com/v2betal/projects/ccai-389XX/conversations/O
R _"+$CALL_ID.$0+"?roles=HUMAN_AGENT,END_USER>;purpose=Goog-ContactCenter-Co
nversation”

Configuration View Configuration s Q

access-control

Meodify Sip manipulation / header rule
account-config

filter-confi
& MName | AddcCallinfoHeader_Participation Label |I

Idap-config

Header Name | Call-info |
local-policy

Action add -~ |
local-routing-config
media-profile Comparison Type case-sensitive - |
session-agent Msg Type | any - |
session-group —_—

Methods | [ INvITE % |
session-recording-group

Match Value | |
session-recording-server
session-translation New Value "<http://dialogflow.googleapis.com/v2betal/projec
sip-config CfgRules
sip-feature No rules to display. Please add.
sip-interface m

| sip-manipulation

Figure 110: SIP Manipulation towards Google CES - Add Call-Info for Participation Label

e Below header rule is created to delete the Google CES FQDN generated by Oracle E-SBC
during the creation of Conversation ID (this rule is applied only when Conversation on the Fly is
set to True in Google CES).
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Configuration |  View Configuration = Q

media-manager ’ Modify Sip manipulation / header rule
security >
[ session-router v] Neme delete_callinfo
access-control Header Name Call-info

account-config

Action find-replace-all
filter-config
Comparison Type pattern-rule
ldap-config
Msg Type any
local-policy
local-routing-config Methods \ | INVITE % ‘
dia-profil
media-protiie Match Value A(<http://-*){@us.telephony.goog)(-*)$
session-agent

New Value [ $1453

session-group

Figure 111: SIP Manipulation towards Google CES - Delete Call-Info host IP address
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e Below header rule is created to change the port number in the Request URI towards

Google CES.

Configuration|  View Configuration @
media-manager >
security >

I session-router vl

access-control

account-config

filter-config

Idap-config

local-policy

local-routing-config

media-profile

session-agent

session-group

session-recording-group

session-recording-server

session-translation

Q

Modify Sip manipulation / header rule

Name

Header Name

Action

Comparison Type

Msg Type

changelocalport

|
|

Request-URI
manipulate -
case-sensitive -

any

Methods

Match Value

New Value

CfgRules

Add -

Action Name

Element Type

I chnagetransportnumber

element-rule]

Figure 112: SIP Manipulation towards Google CES - Change Request URI Port number

View Configuration

media-manager >

security >

[session-romer

v ] l Name

access-control

account-config

filter-config

ldap-config

local-policy

local-routing-config

media-profile

session-agent

m Q

Modify Sip manipulation / header rule / element rule

chnagetransportnumber

Parameter Name

Type

Action

Match Val Type

Comparison Type

Match Value

New Value

uri-port -
replace -
any

case-sensitive -

|

l $REMOTE_PORT

Figure 113: SIP Manipulation towards Google CES — Change Request URI Port number

(Cont.)
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e Below header rule is created to delete the transport parameter in the Request URI towards
Google CES.

| Conﬁgurationl View Configuration &) Q

media-manager > Madify Sip manipulation / header rule
security >
I session-router vl Name deltransport \

access-control Header Name Request-URI }
account-config )

Action manipulate -
filter-config

Comparison Type [ case-sensitive - }
Idap-config

Msg Type any - }
local-policy
local-routing-config Methods ‘ INVITE x ‘ \
media-profile

Match Value
session-agent

New Value [ }
session-group

CfgRules
session-recording-group

Add
session-recording-server
Action Name Element Type

session-translation delparam element-rule

Figure 114: SIP Manipulation towards Google CES - Delete Transport parameter

Conﬁguration iew Configuration rE Q

access-control

Modify Sip manipulation / header rule / element rule
account-config

filter-confi
g Name delparam ‘

Idap-config

Parameter Name transport ‘
local-policy

Type uri-param - ‘
local-routing-config
media-profile Action delete-element - ‘
session-agent Match Val Type any v ‘
session-group

[Comparison Type case-sensitive -
session-recording-group

Match Value I ‘
session-recording-server

. i New Value
session-translation

sip-config
sip-feature
sip-interface
sip-manipulation

Figure 115: SIP Manipulation towards Google CES - Delete Transport parameter (Cont.)
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8 SIPINVITE To GOOGLE CES

8.1 SIP INVITE for SIPREC call

IINVITE sip:+136181 |@us. telephony.goog: 5672 SIP/Z,OI The INVITE Request-URI should include e.164 number obtained from Google
Via: S1P/2.0/TL5 192.65.  __ 15061;branch-zORGABKGLEongl030v0tbubt2n| anditshould have respective regional host name with SIP Signaling port :5672
From: sip:acmeSrc@192.65.° ilstag=fcde824a0f617ddcbfle98c90f7ead5l

To: <sips:+13618¢ @us.telephony.goog:5672; transport=tcp>

Call-ID: 44dd70a5480470e9£5932cb3£578484d020@us.telephony.goog
CSeq: 1080 INVITE

Contact: <sips:acmeSrc@182.65. 3:5061; transport=tcp>; +sip.src
Max-Forwards: 70

Recuire: siprec X i Google requires the Call-Info header, and it must contain a conversation ID. The conversation ID
Content-Type: multipart/mixed; boundary=unigue-boundary-1
Content-Length: 2237 is unique, and the format of the conversation ID follows the regex "[a-zA-Z][a-zA-Z0-9_-]*" and is
MIME-Version: 1.0 Pl for each call.

all-Info: <http://dialogflow.googleapis.com/vZbetal/projects/ccai-38 /conversations/|

R_44d 120>; purpose=Goog-ContactCenter-Conversation is.com/v2beta - APl endpoint
--unique-boundary-1 projects/ccai-3898XX - Google Cloud CCAl project ID
Content-Type: application/sdp conversations/OR_xxxx - The unique conversation session ID that is assigned for that each call
v=0

3562256 226213 IN IP4 192.65.7

* | The connection IP toward Google CCAl must be a public IP, not a private one.
T
~

c=IN IP4 192.65.°
tpmap:0 PCMU/8000 For SIPREC, there can be multiple media lines with a=sendonly, for SIP there will be a single media line with
tpmap:101 telephone-event/8000
a=fmtp:101 0-1¢

time:20 Encrypted SRTP and the allocated port range should be used (Port: 16384-32767) else CES will not receive audio.
a=label:23488M

a=crypto:1 AES CM 128 HMAC SHAl1 80 inline:1ZbRS1HLKuYJBT4ejRWElrWkdg4ZketOXmrtM8Jk
udio 20914 RTP/SAVP 0 10])
a=rtpmap:(0 PCMU/8000

tpmap:101 telephone-event/8000
mep:101 0-16

a=ptime:20

axptime: 150 /‘ It must be a supported crypto suite by Google. ‘

a=sendrecv

abel:234881076

a=sendonl
[mm inline:aUYfqWeUmgFDSeCQ65SVEUdmuNSbdvNCrugpaliD
Figure 116: SIPREC Call

8.2 SIP INVITE for GTP call

- The INVITE Request-URI should include e.164 number obtained from Google
INVITE sip:+13149. ____G@us.telephony.goog:5672 SIP/2.0|—
lvia- srp/lzj TS TS ‘l;O61¥bgangh:19h64bk‘ib6t]rn00OOEIUaih and it should have respective regional host name with SIP Signaling port :5672

From: <sip:+19728522631@€192.65. % _.___>;tag=dede37c9-7561-4937-a8b9-0ca72644801a
To: <sip:+13149_____3@us.telephony.goog>
Contact: <sip:9728522631€1%82.65." . .___:5061;transport=tls>

Call-ID: 02e58ba8-b22e-41ab-aa3d-d3e88a671clc

CSeq: 21261 INVITE

Allow: OPTIONS, INVITE, ACK, BYE, CANCEL, UPDATE, PRACK, REGISTER, SUBSCRIBE, NOTIFY, PUBLISH, MESSAGE, REFER
Supported: 100rel, timer, replaces, norefersub, histinfo

Session-Expires: 1800; refresher=uac

Min-SE: 90 Google requires the Call-Info header, and it must contain & conversation ID. The conversation
Max-Forwards: 69 1D is unique, and the format of the conversation 1D follows the regex "[a-zA-Z][a-zA-Z0-9_-]*"
User-Agent: FPBX-16.0.40.13(20.4.0) and is assigned for each call.
Content-Type: application/sd

e e o / dialogilow.googleapis.com/v2betal - APl endpoint

Content-Length: 405
|Fall-Info: <http://dialogflow.googleapis.com/v2betal/projects/ccai-389  /conversations| 3898XX - Google Cloud CCAl project 1D
OR_02e =0c>:purpose=Goog-ContactCenter-Conversation I conversations/OR_xxxx - The unique conversation session ID that is assigned for that each

v=0
o=- 1738828058 1738828058 IN IP4 192.65." _ . ___
s=Asterisk

[c=IN IP4 192.65.. ..__J ] ————— | The connection IP toward Google CCAl must be & public IP, not & private one. ‘

t=0 0

m=audio 21204 RTP/SAVP 0 8 101 107]

a-rtpmap:0 PCMU/ 8000 -

a=rtpmap:8 PCMA/8000 For GTP, there can be single media lines with a=sendrecv, for SIPREC there will be a multiple media line with
a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-16 a=sendonly

a=rtpmap:107 opus/48000/2 Encrypted SRTP and tha allocated port range should be used (Port: 16384-32767) else GES will not recaive audio.
a=fmtp:107 useinbandfec=1
a—maxptime:20

It must be a supported crypto suite by Google.
S=ptime:20 7

a=crypto:1 AES CM 128 HMAC SHAl BGIinline:yddFiG[4WVG=\C[EmGOHNx9d1V8CWUGUfdeGxOFS

Figure 117: GTP Call
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9 Oracle E-SBC Running configuration file

Attached is the Oracle E-SBC running configuration file.

-

Google_SIPREC_Runni
ng Config
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10 Summary of Tests and Results

Status Observation
(Passed or s
Failed etc)

ID Title Description Expected Results

SBC Configuration Verification

Refresh timer
using Update or
Re-Invite

1 SBC TLS connection Successful 4way PASSED TLS
Configuratio | setup. SBC initiates | handshake with handshake is
n Verification | TLS connection Google CES. verified
with CES Validate the right
certificates are
being negotiated.
SBC should be
loaded with GTSR1
cert for Google.
SBC should also
send the
certificate chain
when sending its
cert.
2 SBC TCP Keep Alive. Successful 3way PASSED
Configuratio | SBC will perform handshake and
n Verification | monitoring checks | thereafter
by attempting TCP | termination
Keep Alive to
ensure Network
Connectivity
3 SBC TCPlink is Persistent TCP PASSED
Configuratio | persistent. connection, we
n Verification | Establish calls, should establish a
send multiple calls | single connection
that should all use | and multiplex all
the same TCP calls over that
transport connection.
connection
4 SBC Session Timer every 900 secs the PASSED re-INVITE is
Configuratio | support. SBC SBC should refresh sent for
n Verification | should be initiator | the SIP session. Session
for the Session refresh
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Description Expected Results = Status Observation
(Passed or s
Failed etc)

5 SBC SIP Header Validate if the PASSED
Configuratio | Manipulation Google requested
n Verification | (call-info header) header

manipulation is
presentin the SIP
INVITE. Ensure
every SDP media
has a label.

6 SBC *SBCs may need All signaling in PASSED
Configuratio | further Header e.164 format
n Verification | manipulations

based on SIP stack
constraints. Verify
required
manipulation are
added in SBC to
support Google
CES Example:
FROM, TO header
manipulations
HOST part change
in headers etc..,

7 SBC SDES for SRTP. Validate the crypto PASSED
Configuratio | Configure the is successfully
n Verification | SDES parameters negotiated and

for crypto media is

negotiation for the | encrypted.

BYOT trunk All SBCs should
support SDES for
media encryption.

8 SBC DTLS for Media Validate the crypto NOT
Configuratio | Encryption. is successfully APPLICABLE
n Verification | Configure the negotiated and

DTLS parameters media is

for crypto encrypted.
negotiation for the | DTLS is not

BYOT trunk, supported by
certificate for Oracle and can be
DTLS must be skipped.

self-signed by the
SBC.
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ID

Title

Description

Expected Results

Status
(Passed or
Failed etc)

Observation
s

9 Inbound SIP OPTIONS. SBC | Verify SBC sends PASSED
send SIP options SIP OPTIONS every
every 60 seconds | 60 seconds and
responds with 200
OK
10 | Inbound Inbound call: Verify Call is PASSED
Calling Party established with
disconnects the audio and
call. Inbound transcripts from
siprec call, ensure | both participants
recordings are Verify call is
present, disconnected
disconnect call properly
from calling party
and confirm
proper disconnect
11 | Inbound Inbound call: Verify Call is PASSED
Called Party established with
disconnects the audio and
call. Inbound transcripts from

siprec call, ensure
recording are
present,
disconnect call
from called party
and confirm
proper disconnect

both participants
Verify call is
disconnected

properly
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Description

Expected Results

Status
(Passed or

Failed etc)

Observation

S

12 | Inbound Long duration Ensure siprec calls PASSED
call-Outbound stay up for an hour,
Call- 1 hour max. confirm transcripts
Long duration are present for
siprec call entire duration
13 | Inbound Long duration hold | Callis connected, PASSED
and resume (wait | we have two
until session active streams,
audit\session confirm once a
refresh occurs stream goes on
from DUT). Long hold, we receive
duration siprec corresponding
call, have the call signaling events,
placed on hold by | and that we no
agent, have call longer record
resume. Have transcripts for the
customer place on | participant on
hold then have call | hold.
resume.
14 | Inbound Handling Error Verify SBC handles PASSED
codes 603 decline. | Call rejected
User A Calls PSTN | properly
A
PSTN A rejects the
incoming call
15 | Inbound Inbound call hold Validate if media is PASSED Call
scenarios. Call present when recording is
starts out inactive | expected, confirm deactivated
for both signaling events using API
participants; modify sdp command.
session moves to properly, once call Audio during
active is move to active the inactive
validate media and state is not
transcripts recorded.
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Status Observations

Description

Expected

Results (Passed or
Failed etc)

16 | Inbound Inbound call hold Validate if PASSED Recording was
scenarios. call media is not present after
starts out as active | present deactivating
for both when conversation and
participants, expected, recording
session move to confirm resumed after
inactive, and signaling activating
transitions back to | events conversation via
active modify sdp API

properly,
once callis
moved to
active
validate
media and
transcripts

17 | Inbound Update. Validate Validate that PASSED Update is not
that update sent update prior sent, rather
prior to call to call re-INVITE
establishment do establishmen message is sent
not contain SDP tdo not from SBC every

contain SDP 900 seconds
as expected without SDP

18 | Inbound Update. Validate If SBC uses NOT re-INVITE
that updates post | update to APPLICABLE | message is sent
call establishment | modify from SBC every
contain SDP to sessions, 900 seconds
modify session ensure SDP without SDP

is included

19 | Inbound re-invites. Ensure Ensure PASSED re-INVITE is sent
re-invites that re-invites to Google CES as
modify session that modify part of session
include SDP session refresh, hold

include SDP scenarios

Property of TekVizion Labs
Page 79




ID Title Description Expected Status Observations
Results (Passed or
Failed etc)
20 | Inbound Codec Ensure we PASSED
negotiation. can prioritize
Ensure that g711 g/11as
u-law is preferred | preferred
codec codec, note
where SBC
configures
preferred
codec
21 | Inbound 3 way conference. | Determine PASSED
Determine requirements
requirements, , record all
record all leg. legs
22 | Inbound CES cloud project | Verify PASSED
setup. Establish project is
CES cloud project, | setup,
provision the functional
project witha GTP | testto
phone number for | confirm you
access (Create can connect
conversations/part | to the GTP
icipantsonthe fly | access
through SIP phone
headers) number
23 | Inbound CES cloud project | Verify NOT This test case is
setup. Establish project is APPLICABLE | not applicable for
CES cloud project, | setup, call recording
provision the functional
project witha GTP | test to
phone number for | confirm you
access can connect
(Pre-creation of to the GTP
conversations/part | access
icipants phone
) number
24 | Inbound Consultative PASSED

transfer.
Consultative
transfer from 1.
PSTN > User1 >
User2 2. PSTN >
User1 > PSTN user2
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Description

Expected
T E S

Status
(Passed or
Failed etc)

Observations

25 | Inbound Blind transfer. Blind PASSED
transfer from 1.
PSTN > User1 >
User2
2. PSTN > User1 >
PSTN user2

26 | Use PASSED
documentati
on to build
trunk using
self service
model

27 | Inbound call | Call starts out Inbound call PASSED
hold inactive for both hold
scenarios participants; scenarios
using A-law | session moves to using A-law
as codec active as codec

28 | Inbound call: | Inbound siprec Inbound call: PASSED
Called Party | call, ensure Called Party
disconnects | recording are disconnects
the call. present, the call.
using a a-law | disconnect call using a a-law
codec from called party codec

and confirm
proper disconnect

29 | Long Long duration Long PASSED re-INVITE
duration siprec call duration messages are
call-Outboun call-Outboun sent from SBC to
d Call- 1 hour d Call- 1 hour Google CES
max using max using every 15min (900
a-law codec a-law codec seconds)

30 | Inbound call: | Confirm call is "Verify Call is PASSED Testing
Configure processed within established conducted in US
trunkiin the region for with audio region
non-default | signaling and and
region, media that transcripts

corresponds to the | from both
region trunk was participants
provisioned in
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ID

31

Title

Participant
Labels test

Description Expected Status

Results (Passed or

Failed etc)

Configure callinfo | "Frist media PASSED
header to specify | stream

roles, ensure the HUMAN_AG

media streams ENT role and

align

Observations

When the roles
are set to
"HUMAN AGENT"
and "END USER,"

Call-Info:
<http://dialogflow.
googleapis.com/v
2betal/projects/c
cai-3898XX/conv
ersations/OR_XX
X?roles=HUMAN _
AGENT,END_USE
R>;purpose=Goo
g-ContactCenter
-Conversation
the transcript
shows the first
media stream
with the
participation role
as "HUMAN
AGENT," followed
by "END USER."

The transcript
indicates that
HUMAN AGENT
was listed first,
followed by the
END USER, in 5
out of 10
attempts.

32

DTLS test

NOT
APPLICABLE

33

Conference
TEST

Conference call Validate PASSED
between PSTN and | both-way
PBX users audio

Both-way audio
for all users was
present.

34

Validate Call
recording

PASSED
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