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1 Audience

This document is intended for the SIP Trunk customer’s technical staff and Value-Added
Reseller (VAR) having installation and operational responsibilities.

1.1 Introduction

This configuration guide describes configuration steps for Google CES Call Recording using
Oracle Enterprise Session Border Controller Acme Packet 4600 SCZ9.3.0 GA (Build 46)

1.1.1 TekVizion Labs

TekVizion Labs™ is an independent testing and verification facility offered by TekVizion, Inc.
TekVizion Labs offers several types of testing services including:

® Remote Testing — provides secure, remote access to certain products in TekVizion
Labs for pre-Verification and ad hoc testing.

e Verification Testing — Verification of interoperability performed on-site at TekVizion
Labs between two products or in a multi-vendor configuration.

® Product Assessment — independent assessment and verification of product
functionality, interface usability, assessment of differentiating features as well as
suggestions for added functionality, stress, and performance testing, etc.

TekVizion is a systems integrator specifically dedicated to the telecommunications industry. Our
core services include consulting/solution design, interoperability/Verification testing, integration,
custom software development and solution support services. Our services help service
providers achieve a smooth transition to packet-voice networks, speeding delivery of integrated
services. While we have expertise covering a wide range of technologies, we have extensive
experience surrounding our practice areas which include SIP Trunking, Packet Voice, Service
Delivery, and Integrated Services.

The TekVizion team brings together experience from the leading service providers and vendors
in telecom. Our unique expertise includes legacy switching services and platforms, and
unparalleled product knowledge, interoperability, and integration experience on a vast array of
VolP and other next-generation products. We rely on this combined experience to do what we
do best: help our clients advance the rollout of services that excite customers and result in new
revenues for the bottom line. TekVizion leverages this real-world, multi-vendor integration and
test experience and proven processes to offer services to vendors, network operators,
enhanced service providers, large enterprises and other professional services firms. TekVizion’s
headquarters, along with a state-of-the-art test lab and Executive Briefing Center, is located in
Plano, Texas.

For more information on TekVizion and its practice areas, please visit TekVizion Labs website.

2 SIP Trunking Network Components
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The network for the SIP Trunk reference configuration is illustrated below and is representative
of Google CES Call Recording with Oracle Enterprise Session Border Controller (E-SBC) Acme
Packet 4600 SCZ9.3.0 GA(Build46) configuration.
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Figure 1: SIP Trunk Lab Reference Network.

The lab network consists of the following components.

® Google CES cloud Environment
® QOracle E-SBC Acme Packet 4600
® OnPrem PBX
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3 Hardware Components

Oracle E-SBC Acme Packet 4600

4 Software Requirements

Oracle E-SBC Acme Packet 4600 SCZ 9.3.0 GA (Build46)

5 Google CES Certified Oracle E-SBC Versions

Table 1 - Google CES Certified Oracle E-SBC Version

Google CES Certified Oracle E-SBC Version

Oracle E-SBC 4600

SCZ 9.3.0 GA (Build46)

Oracle E-SBC 3900

SCZ 9.3.0 GA (Build46)

Oracle E-SBC 3900

SCZ 8.4.0 Patch 2 (Build 151)

6 Features

6.1 Features tested for Google CES Call Recording

Basic

Inbound calls

Call Hold and Resume
Call Transfer
Conference

6.2 Features Not tested for Google CES Call Recording

None

6.3 Caveats and Limitations

| DTLS

| DTLS towards Google CES is not tested

6.4 Failed Testcase

None
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Configuration

7.1 Configuration Checklist

Below are the steps that are required to configure Oracle E-SBC.

Table 1 — Oracle E-SBC Configuration Steps

Step Description Reference
Step 1 Media Manager Section 7.4.1
Step 2 Physical Interface Section 7.4.2
Step 3 Network Interface Section 7.4.3
Step 4 SIP Config Section 7.4.4
Step 5 System-Config Section 7.4.5
Step 6 SIP Monitoring Section 7.4.6
Step 7 HTTP Server Section 7.4.7
Step 8 Codec Policy Section 7.4.8
Step 9 Translation Rules Section 7.4.9
Step 10 Session Translation Section 7.4.10
Step 11 Session Recording Server Section 7.4.11
Step 12 Realm Config Section 7.4.12
Step 13 | Steering Pool Section 7.4.13
Step 14 SDES Profile Section 7.4.14
Step 15 | Media Sec Policy Section 7.4.15
Step 16 | TLS — Certificate Record Section 7.4.16
Step 17 | TLS — TLS Profile Section 7.4.17
Step 18 | Session Timer Section 7.4.18
Step 19 | SIP Interface Section 7.4.19
Step 20 | Session Agent Section 7.4.20
Step 21 Local Policy Section 7.4.21
Step 22 | SIP Manipulation Section 7.4.22
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7.2 IP Address Worksheet

The specific values listed in the table below and in subsequent sections are used in the lab
configuration described in this document are for illustrative purposes only.

Table 3 - IP Address Worksheet

Component | IP Address
Google CES
Signaling us.telephony.goog:5672
Media 74.125.X.X
OnPrem PBX
LAN IP Address | 172.16.X.X
Oracle E-SBC
LAN IP Address 10.80.X.X
WAN [P Address 192.65.X.X
7.3
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Google CES API Configuration

Below link can be referred to configure Google CES API configuration for Call recording.

https://cloud.google.com/contact-center/insights/docs/troubleshooting
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7.4 Oracle E-SBC Configuration
The following is the example configuration of Oracle E-SBC for Google CES Call Recording.
7.4.1 Media Manager

¢ Media-Manager handles the media stack required for SIP sessions on the E-SBC. Media
Manager is configured as shown below
¢ Navigate to Configuration > media-manager - media-manager

l| Configuration | View Configuration I Q

I bl V] Modify Media Manager
codec-policy
I media-manager I State enable I
media-policy Flow Time Limit I 86400 | (Range: 0.999999999)
realm-confi .
= Initial Guard Timer I 300 I (Range: 0.999999999)
steering-pool
Subsq Guard Timer I 300 I (Range: 0.999999999 )
security b3
TCP Flow Time Limit I 86400 I (Range: 0.999999999)
session-router >
system N TCP Initial Guard Timer I 300 I (Range: 0.999999999)
TCP Subsq Guard Timer I 200 I (Range: 0.999999999 )
Hnt Rtcp [J enable
Algd Log Level I NOTICE - I
Mbcd Log Level I NOTICE - I
Options I ‘

Figure 2: Media Manager Configuration.

|Conﬁguration I View Configuration m Q

media-manager -
[ E "I Modify Media Manager
codec-policy
Red Max Trans ‘ 10000 | (Range:0.50000)
media-manager
Red Sync Start Time ‘ 5000 | (Range: 04294967295 )
media-policy
(Range: 0.4294967295)
resim-config Red Sync Comp Time ‘ 1000 |
steering-pool [ Media Policing enable l
security > Max Signaling Bandwidth ‘ 10000000 | (Rangs: 7100010000000
session-router >
Max Untrusted Signaling ‘ 100 | (Range:0.100)
system 3
Min Untrusted Signaling ‘ 30 | (Range: 0.100)
Dos Guard Window ‘ 5 | (Range:1.30)
Untrusted Minor Threshold ‘ 0 | (Range:0.100)
Untrusted Major Thresheld ‘ 0 | (Range:0.100)
Untrusted Critical Threshold (o | (Range:0.100)

Figure 2.1: Media Manager Configuration.
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Configuration |  view Configuration m Q

media-manager - -
[ = e Modify Media Manager
codec-policy
- Trusted Critical Threshold I 0 I (Range: 0.100)
m Arp Minor Threshold 0 (Range: 0.100)
media-policy
reslm-config Arp Major Threshold I 0 l (Range:0.100)
steering-pool Arp Critical Threshold [ 0 I {Range: 0.100)
securit:
e 3 Tolerance Window I 30 I (Range: 0.999999999)
session-router >
Untrusted Drop Threshold I 0 I (Range:0.100)
system >
Trusted Drop Threshold I 0 I (Range: 0.100)
‘Ad Monitor Window I 30 I (Range: 5.3600)
Trap On Demote To Deny O enable
Trap On Demote To Untrusted [ enable
Syslog On Demote To Deny [ enable
Sysiog On Demote Ta Untrusted [ enable
Anonymous Sdp [0 enable
Reactive Transcoding [0 enable
Translate Non Rfc2833 Event O enable
[)(mde Fax Max Rate - I]

I 14400

Figure 2.2: Media Manager Configuration (Cont.)

Property of TekVizion Labs

Page 11




7.4.2 Physical Interface

¢ Navigate to Configuration > system - phy-interface.
o Configure Physical interface towards Google CES, OnPrem PBX and PSTN Gateway as
shown below.

ORACLE Enterprise Session Border Controller

Dashboard [ETSPENN  Monitorand Trace  Widgets  System

4600_sbc1  10.35.32.46  SC79.5.0 GA (Build 46)

Cpnﬁguraﬁon View Configuration ] Q €y Venfy B s

media-manager > Phy Interface Show Configuration
security »
session-router >
oL & & Delete all Phy Interface items. Search Q ‘
system v
[Select Action Name Operation Type = Port ¢ Slot Virtual Mac ¢ m" ¢ AutoNe
fraud-protection
O ! Googlenterface Media 0 0 enabled  enabled
host-route
O i PSTN-Interface Media 2 0 enabled enabled
http-client
htip-server

network-interface

ntp-config

phy-interface

Figure 3: Physical Interfaces.

e The interface designated towards Google CES is named as s0p0 (Slot 0, port 0).

Configuration |  View Configuration ) Q
media-manager :
e g Modify Phy Interface
security >
session-router > Name ‘ Google-Interface |
system e Operation Type ‘ Media - |
fraud-protection - ‘ 0 | (Range: 0.5)
host-route .
Slot ‘ 0 | (Range:0)
http-client .
Virtual Mac ‘ |
http-server
network-interface Admin State enable I
ntp-conﬁg Auto Negotiation Gl
-interface ;
Duplex Mode ‘ FULL - |
redundancy-config .
Speed ‘ 100 = |
resource-monitor-profile
Wancom Health Score ‘ 50 | (Range: 0.100)
snmp-community
5 Network Alarm Threshold
spl-config
‘ Ok ‘ ‘ Back ‘
v All

Figure 3.1: Physical Interface towards Google CES (Cont.)
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e The interface designated towards PSTN Gateway and OnPrem PBX are named as sOp2
(Slot 0, port 2).

Eonﬁguration| View Configuration

m Q

dia- :
i & Modify Phy Interface
security >
session-router > Name | PSTN-Interface ‘
system N Operation Type | Media - ‘
fraud-protection Port | = ‘ (Range:0.5)
host-route
Siot | 0 ‘ (Range: 0)
http-client
Virtual Mac | ‘
http-server
network-interface Admin State enable l
ntp-config Auto Negotiation enable
-interface
Duplex Mode | FULL - ‘
redundancy-config
Speed | 100 - ‘
resource-monitor-profile
Wancom Health Score ‘ (Range: 0.100)

snmp-community
spl-config

Show All

Network Alarm Threshold

| Back ‘

|50

Figure 3.2: Physical Interface towards PSTN Gateway and OnPrem PBX.

7.4.3 Network Interface

Navigate to Configuration > system > network-interface.

[ ]
¢ Configure network interface towards Google CES, OnPrem PBX and PSTN Gateway as

shown below

Configuration | View Configuration

media-manager >
security >
session-router >
system ~

fraud-protection
host-route
http-client

http-server

| network-interface |

m Q

Network Interface

o & 4 Delete all Network Interface items S|
Select Action Name & SubPortld & Description & Hostname < IP Address &

O : Google-Interface 0 sbc10.tekvizionlabs.com 192.65.

O PSTN-Interface 0 10.80.7 77

Figure 4: Network Interfaces.
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o Configure Network interface towards Google CES as shown below.

View Configuration

onfiguration|

m Q

dia- .
B g Modify Network Interface
security >
session-router > Name ‘ Google-Interface ‘ - |
system v T ‘ 0 | (Range: 0.4095)
fraud-protection
Description
host-route
http-client
Rty vey Hostrame sbelD. |
network-interface
IP Address ‘ 192.65. - |
ntp-config
Pri Utility Addr |
phy-interface
redundancy-config Sec iRy A0 ‘ |
resource-monitor-profile Netmask ‘ 255.255.255128 |
snmp-community ’Sateway ‘ 192.65 I|
\J i
Figure 4.1: Network Interface towards Google CES.
Conﬁguration View Configuration i) Q
media-manager by

security

session-router

b ~ Gw Heartbeat

Modify Network Interface

l system

fraud-protection
host-route

http-client

http-server

ntp-config

phy-interface
redundancy-config
resource-monitor-profile

snmp-community

lsme enable I
~

Heartbeat | 10 ‘ (Range: 0.65535 )
Retry Count | 3 ‘ (Range: 065535 )
Retry Timeout | 3 ‘ (Range: 1.65535)
Health Score | 0 ‘ (Range: 0.100)
~ Bfd Config

State O enable

Health Score | 0 ‘ (Range: 0100
Options ‘ ‘

Bfd Session

Figure 4.2: Network Interface towards Google CES (Cont.)
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onﬁgumtion View Configuration @ Q

media-manager
security

session-router

system

fraud-protection
host-route
http-client

http-server

ntp-config

phy-interface
redundancy-config
resource-monitor-profile
snmp-community
spl-config
system-config

trap-receiver

Modify Network Interface
Bfd Session

No bfd session to display. Please add

DNS IP Primary ‘ 2888 ||
DNS IP Backup! ‘ |
DNS IP Backup2 ‘ |
DNS Domain ‘ tekvizionlabs.com |
DNS Timeout ‘ n |
DNS Max Td ‘ 86400 |
Signaling Mtu ‘ Q |
HIP IP List ‘ ‘m‘ |
ICMP Address ‘ ‘m‘ |

55H Address ‘

Tunnel Config

Range:1.999999999)

Range: 20.2073600)

Range: 0,576..4096 )

Figure 4.3: Network Interface towards Google CES (Cont.)

e Configure the Network interface towards OnPrem PBX and PSTN Gateway as shown

below

| Configuration I View Configuration @

media-manager
security

session-router

>

>

>

[ system

Vl

fraud-protection

host-route

http-client

ntp-config

phy-interface
redundancy-config
resource-monitor-profile
snmp-community
spl-config
system-config

trap-receiver

Q

Modify Network Interface

‘ (Range: 0.4095 )

‘ (Range: 045535 )

‘ (Range: 045535 )

IName | PSTN-Interface ‘ - ‘ I
Sub Port Id | o

Description ‘

Hostname | ‘
[\PAddness | 10.80° I
Pri Utility Addr | ‘
Sec Utility Addr | ‘
Netmask | 255.255.255.0 ‘
Gateway | 10.80

~ Gw Heartbeat
[ State enable ]
Heartbeat | 10

Retry Count | 3

Retry Timeout | z

‘ (Range: 1.65535)

Figure 4.4: Network Interface towards OnPrem PBX and PSTN Gateway.
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|Conliguration| View Configuration

media-manager
security

session-router

@

>

I system

fraud-protection
host-route
http-client
http-server
network-interface
ntp-config
phy-interface
redundancy-config
resource-monitor-profile
snmp-community
spl-config
system-config

trap-receiver

Q

Modify Network Interface
~ Bfd Config

State

Health Score
Options.

Bfd Session

No bfd session to display. Please add.

DNS IP Primary
DNS IP Backup?
DNS IP Backup2

DNS Domain

O enable

I (Range: 0.100)

|

DNS Timeout

DNS Max Tl

Signaling Mtu

HIP IP List

ICMP Address

Range: 30.2073600)

Range: 0,576.4096 )

I | 10.80.

I | 10.80.

|
|
|
|
l Range: 1.999999999)
|
|
|
|

Figure 4.5: Network Interface towards OnPrem PBX and PSTN Gateway (Cont.)

7.4.4 SIP Config
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Navigate to Configuration - session-router - sip-config for SIP configuration as shown

below.

| Configuration | iew Configuration =] Q
media-manager
e g Modify SIP Config
security »
I session-router ~ I State ® enable
access-control Diskow Wareperenicy & enzble
account-config
Home Realm ID | Google | - ‘
filter-config
Egress Reaim ID | | - ‘
Idap-config
Nat Mode | None - ‘
local-policy
local-routing-config Registrar Domain * ‘
media-profile Registrar Host B ‘
session-agent N
Registrar Port | 5060 ‘ (Range: 002585535 )
session-group
Init Timer | 500 ‘ { Range: 0999999999
session-recording-group
Max Timer | 4000 ‘ (Range: 0.999999999 )
session-recording-server
session-translation Trans Expire | 3z ‘ (Range: 02147473 )
nitial I Trans Expire | 0 ‘ (Range: 0.2147473 )
sip-feature | - o -
Invite Expire | 180 | (Range: 0.999999999 )
sip-interface
Session Max Life Limit | a ‘
sip-manipulation
. - Enforcement Profile | | - ‘
sip-monitoring
translation-rules Emergency Dscp Profile | | - ‘
system > Red Max Trans | 10000 ‘ {Rang=: 0.50000)
Opsons | [mevcudprengenen x \
. .
Figure 5: SIP-Config.
|Conﬁguraticn| View Configuration =) Q
media-manager = .
@ g Modify SIP Config
security .
ISIPMEssagELEn 65535 I {Range: 085535 )
I session-router ~ J
Enum Sag Match [ enable
access-control
account-config Extra Method Stats [ enable
filter-config Extra Enum Stats [ enable
\dap-config Registration Cache Limit 0 ( Range: 0.999999999)
local-policy
Register Use To For Lp [ enable
local-routing-config
Refer Src Routing [ enable
media-profile
. Atcf Stn Sr | |
session-agent
session-group Atcf Psi Dn | |
session-recording-grou
A Arct Route To Sccas [ enable
session-recording-server
Eatf St St | |
session-translation
Sag Lookup On Redirect [ enable
[] enzble

Set Disconnect Time On Bye

Figure 5.1: SIP-Config (cont.)
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|Conﬁgura nnl Wlew Configuration =)

|15

media-manager B -
28 ’ Modify SIP Config
seurity > Refer Reinvite No Sdp L enaoie
[ session-router ~ ] Msp Bye Timer ‘ 5 | (Range: 040 )
access-control
Transcoding Realm ‘ - |
account-config
Transcoding Agents
filtter-config
Idap-config Create Dynamic Sa [ enable
Iocal-policy Node Funcrionality ‘ P-CSCF - |
local-routing-config
Match SIP Instance [ enable
media-profile
5 Sa Routes Stats [ enable
session-agent
[ enable
session-group Sa Routes Traps
session-recording-group [ i [ enable
2 SIP Reason Mapping
session-recording-server Add Ue Location In Pani | inheri - |
session-translation
Hold Emergency Calls For Loc Info ‘ 0 | (Range: 0_4294067295 )
| Retry After Upan Offfine ‘ 0 | ( Range: 0.999999999)
. . .
Figure 5.2: SIP-Config (cont.)
Configuration| View Configuration IS Q
media-manager B -
= > Modify SIP Config
security >
- Hold Calls For Loe Info | ) | (Range: D_4294967295 )
[sesswn—murer ~ l
access-control Retry After Upon Offiine | 0 | (Range: 0.999999999)
account-config [ Reg Reject Response Upon Offfine | 505 |]
filter-config
Hold Invite Calls For Loc info | a | (Range: 04294967295 )
Idap-config
Caxhe Lox info Bxgive | » | ( Rangs: 04204047205 )
local-policy
_ Msg Hold For Loc Info a (Range: 0.30)
local-routing-config
media-profile Npi Upon Register | inherit - |
session-agent Start Hold Timer Event | AAR - |
session-group
Hist To Div For Cause 380 | inherit - |
session-recording-group
Anonymize History For Untrusted [ enable
session-recording-server
session-translation Asymm Preconditions Evs Swh Support [0 enable
Sms Report Timeout | 2 | ( Range: 1100000 )
sip-festuwe User Agent | |
sip-interface
Precondition Enhancement [ enable
sip-manipulation
Precondition Med Enhancement [ enable
sip-monitoring
Internal 503 Threshold a (Rang=: 0100 )
translation-rules
system 3 Internal 503 Lower Threshold | 40 | (Range: 1.95)
503 Alarm Monitoring Time

| (Range: 5.400)

7.4.5 System-Config

Figure 5.3: SIP-Config (cont.)
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¢ Navigate to Configuration > system-> system-config for system configuration as
shown below.

Configuration View Canfiguration s Q
media-manager = -
e 4 Modify System Config
security 3
session-router 3 Hostname Oracle
[ system - l Description SBC Connecting PSTN SIP Trunk to Google
fraud-protection
host-route
http-client Location | Plano TX ‘
hitp-server Mib System Contact | ‘
network-interface
Mib System Name | ‘
ntp-config
Mib System Location | ‘
phy-interface
redundancy-config Acp TLS Profile | | - ‘
resource-monitor-profile Disable Garp Out Of Subnet [] enable
SNMp-community —
[ SNMP Enabled 8 enable ]
spl-config
Enable SNMP Auth Traps [ enabie
Enable SNMP Syslog Notify [ enable
trap-receiver
Enable SNMP Monitor Traps [ enable
. .
.
Figure 6: System-Config
|Conﬁgurario_r] View Configuration ] Q
edia-r . .
Lo 2 Modify System Config
securit:
Y 2 Enable SNMP Syslog Notify [ enable
session-router >
Enable SNMP Monitor Traps [ enable
[ system ~ ]
Enable SNMP TLS Srtp Traps [0 enable
fraud-protection
host-roule Enable Env Monitor Traps [ enzble
hitp-client Enable Mblk_tracking [ enatle
http-server I Enable L2 Miss Report B enable I
network-intarface Syslog Servers
ntp-config No syslog server to display. Please add.
redundancy-config
System Log Level ‘ WARNING -
resource-monitor-profile
snmp-community Process Log Level ‘ NOTICE -
sph-config ~ Collect
Sample Interval ‘ 5 | (Range:1.120)
trap-receiver )
Push Interval ‘ 5 | (Range: 1.120)
Boot State [0 enable

Figure 6.1: System-Config (Cont.)
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vercatemn | @ Q

edi .
i & Modify System Config
security 3
~ Config Backup
session-router >
] Admin State [ enzble
system ~
fraud-protection IIntENEI | weekly - |]
host-route Retry Interval | 5 | (Range:5.30)
hitp-client e | 5 | (Rang==2.10)
http-server
Push Failure Alarm & enable

network-interface
Push Receiver

ntp-config
Mo push receiver to display. Please add.

redundancy-config

resource-monitor-profile
~ Comm Monitor

SNMp-community

state [ enable
spl-config

Sbe Grp Id | a | (Range: 0.999999999 )
trap-receiver TLS Profile | | . |

Iqus Enable & enable ]

Interim QoS Update [ enable

Moanitor Collector

Figure 6.2: System-Config (Cont.)

o  [Configuration ]| ew confizuration ] Q

media-manager : -
8 L Modify System Config
security >
N [] enable
session-router ¥ S O .
Monitor Collector
system ~
No monitor collector to display. Please add.
fraud-protection
host-route “
http-client Options | ‘
hitp-server
enable
network-interface Cal Tiace o
ntp-config Default Gateway | 0000 ‘
phy-interface [ B oo l
Restart
redundancy-config et Tt | p ‘ (Range: 0.65535)
resource-monitor-profile
e | o ‘ (Range: 065535 )
snmp-community

HTTP Timeout | 5 ‘ (Range:0.20)
spl-config

| |!ymn-m|ﬁg| Reserved Nsep Session Capacity | 0 ‘ (Rangs:0.100 )

Figure 6.3: System-Config (Cont.)
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| Conﬁgurationl iew Configuration

media-manager
security

session-router

I system

fraud-protection

host-route

http-client

http-server

network-interface

ntp-config

phy-interface

redundancy-config

resource-monitor-profile

SnMp-community

spl-config

trap-receiver

s Q

L4 Modify System Config

>

b Source Routing [ enable

Vl Debug Timeout 0 ( Range: 0_65535)
Excc Chk Pt O enable
Log TLS Key [ enable
Pho Rake Pkt ‘ o ‘ (Range:0_32768)
Pho Rake Burst ‘ 0 ‘ { Range: 01024 )
Defauilt V& Gateway ‘ : ‘
Ipwé Signaling Mu ‘ 1500 ‘ ( Range: 1280.4096 )
Ipva Signaling Mtu ‘ 1500 ‘ ( Rang=: 576_4096 )
Directory Cleanup

No directory cleanup to display. Please add or upload directory cleanup.
=N K=
SNMP Rate Limit ‘ 0 ‘ ( Rang=:0.9999)
Httpcient Max Total Conn ‘ 500 ‘ ( Range: 02147485647 )
Hitpclient Max Cpu Load ‘ 70 ‘ { Rang=:30.90)
Hitpcient Cache Size Multiplier ‘ 16 ‘ ( Range: 4.50)
HTTP ClearDead Conn Timer ‘ 0 ‘ { Range: 030084400 )
[ enable

Resource Monitoring

Figure 6.4: System-Config (Cont.)

7.4.6 SIP Monitoring

¢ Navigate to Configuration > session-router - sip-monitoring and configure SIP
monitoring for capturing trace as shown below.

| Configuration I wiew Configuration

media-manager

security

m Q

2 Madify SIP Monitoring

I session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

sip-manipulation

>
v] Match Any Filter B enable
Sae M enzble
Short Session Duration ‘ 0
Menitoring Filters ‘ |E|
Interesting Events
Mo interesting event to display. Please add.
=
Trigger Window 30

Range: 0.999999999 )

Range: 0.999999999 )

Figure 7: SIP Monitoring.
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7.4.7 HTTP Server

¢ Navigate to Configuration > system - http-server and configure HTTP Server for
GUI access to Oracle SBC as shown below.

|Conﬁguratio-n| View Configuration @ Q

resource-maonitor-profile

SnMp-community

| ( Range: 1.65535 )

HTTP interface List

media-manager 5
7 & Modify HTTP Server
security >
session-router > Name wancoms |
[ system ~ ] o B enzble
fraud-protection
Realm | ‘ - |
host-route
IP Address | |
http-client
B o
network-interface HTTP Port | 80
ntp-config HTTP Strict Transport Security Policy 0 enable
phy-interface
HTTPS State [0 enable
redundancy-config
HTTPS Port

|443

| [ Range:1.65535 )

||RE5T)(||GUIX‘

7.4.8 Codec Policy

Figure 8: HTTP Server.

o Navigate to Configuration > media-manager - codec-policy and configure codec
policy for Google CES as shown below.

| Conﬁgl_.lratio-n] View Configuration [} Q

[ media-manager ~ ]

|

media-manager

media-policy

realm-config

steering-pool

security >

session-router »

system >

Modify Codec Policy Entries

Name

Allow Codecs

Add Codees On Egress

Order Codecs

Google

‘lF’(MUxHPCMAx‘

‘lF’(MUxHPCMAx‘

“F’(MUxHPCMAx‘

Packetization Time ‘ 20

Force Ptime [ enable

Secure Dtmf Cancellation O enatle

DrrmfIn Aucio ‘ gisabled = |
Tone Detection ‘ |
Tone Detect Renegotiate Timer ‘ 500

| ( Range: 5032000 )

7.4.9 Translation Rules

Figure 9: Codec Policy for Google CES.
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¢ Navigate to Configuration > session-router - translation-rules and configure
translation rules for Google CES as shown below.

e Translation rule is created to send E.164 number format towards Google CES.

|Cunﬁguratim I iew Coniguration © Q

media-manage: >

Translation Rules
>

B e

Select Acton M ¢ OutputHeader Type 5 Outpurt Hesder Vaiue

O §  addpius) called-header add

called-heager sore02
O i addoksi request-uri dd request-uri S011502

$012142425989502

i removeplus!_called-header delete <ol called-header 5182
o
o

Figure 10: Translation Rule to add send E.164 towards Google CES.

7.4.10 Session Translation

Navigate to Configuration - session-router > session-translation. The translation
rules configured in Section 7.4.9 is mapped to Google CES is shown below.
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vnctgrn | B Q

Ed- - - .
media-manages 2 Session Translation
security >
session-router ~
[ X R Delete all Sesslon Translation tems
access-control

Belect Action Id =
account-config

| addplus]
filter-config

O removeplus]

ldap-config

local-paolicy

local-routing-config

media-profile

spssion-agent

session-group

session-recording-group

session-recording-sarver

session-translation

Figure 11: Session Translation towards Google CES.

7411
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Session Recording Server

o Navigate to Configuration > session-router > session-recording-server and select

the destination as Google FQDN

e SIPREC profile for Google CES is created using the Session Recording Server

|Conﬁguration I View Configuration ) Q

adie L Modify Session Recording Server
security >
[ session-router ~ ] Name GoogleCCAI
access-control Description GoogleCCAl
account-config
filter-config
Idap-config Reaim ‘ Google ‘ = |
]ﬂ(d|-po"i[y Mode ‘ selective - |
local-routing-config
Destination ‘ us.telephony.goog ‘ - |
media-profile
— ‘ 5877 | Range: 102465535 )
session-agent
session-group Transport Method ‘ StaticTLS - |
session-recording-group Force Parity [] enable
| e |
session-translation
Ping interval ‘ &0 | Range: 04204067295 )
sip-config
Refresh Interval ‘ 0 {Range:0.£0)
sip-feature
Figure 12: Session Recording Server towards Google CES.
7.4.12 Realm Config
¢ Navigate to Configuration > media-manager - realm-config.
e Realm Config towards Google CES is shown below.
l(‘_nnfiguration View Configuration ® Q
media-manager "I Realm Config
codec-policy
media-manager
[} A & D 1 Reals
media-policy
@ ot Acton et < Omcrpton o [ e Resm it M Mtk
J— O  Googe Google-Interface 0.4 ensbled enabled
[m] PSTN PSTN-Interface:0.4 enabled enatled
security >

Figure 13: Realm Config towards Google CES.
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Configuration|  View Configuration

@

Q

[ media-manager

V]

codec-palicy
media-manager
media-policy
|
steering-pool
security
session-router

system

Modify Realm Config

I Identifier Google ||
Description
Addr Prefix 0.0.00

Network Interfaces

| Google-Interface:0.4 x

Media Realm List

| ( Range: 0999999999 )

Mm In Realm enable
Mm In Network enable
Mm Same Ip enable
QoS Enable enable
Max Bandwidth 1]
Max Priority Bandwidth o

Parent Realm

DNS Realm

Media Policy

| ( Range: 0.999999999)

"|

Figure 13.1: Realm Config towards Google CES (Cont.)

| Conliguration I iew Configuration

B Q

[ media-manager

rcodec-policy
media-manager
media-policy
| rimeme]
steering-pool
security
session-router

system

VI Modify Realm Config

I Media Sec Policy | SRTP | - |I
RTCP Mux [0 enable
Ice Profile | | - |
Teams Fqdn | |
> i [0 enable
Teams Fqdn In Uri
>
SDP Inactive Only [0 enable
>
DTLS Srtp Profile | | - |
Srtp Msm Passthrough [0 enable
Class Profile

Figure 13.2: Realm Config towards Google CES (Cont.)

|C0nfiguration I View Configuration

=}

[ media-manager

VI

codec-policy

media-manager

Q

Modify Realm Config

Out Session Translations

o

media-policy

Selact Action Out Session Translation id State
O | addplusl enabled

steering-pool

Figure 13.3: Realm Config towards Google CES (Cont.)

Property of TekVizion Labs

Page 26




View Configuration

i)

[ media-manager

codec-palicy

media-manager

media-policy

Q

~ I Modify Realm Config

Displaying 1- 1of 1
In Manipulationid

[om Manipulationid

GoogleManipulation

(Range: 0.4294967295)

Average Rate Limit I 0 ]
steering-pool
Access Control Trust Level I high - ‘
security
) Max Inbound Per Session Burst Rate l 0 ] (Range:1.999999999)
session-router
system Burst Rate Window Per Session I ' ] (Range:1.999999999)
Dos Action At Session I none - ]
Invalid Signal Threshold I o ] (Range: 0.4294967295)
Maxirmum Signal Threshold I 0 ] (Range: 04294967295 )
Untrusted Signal Threshold I 0 ] (Range: 0.4294967295 )
Nat Trust Threshold I o ] (Range: 0.45535)
Max Endpoints Per Nat I o ] (Range: 0.65535)
Nat Invalid Message Threshold I o ] (Range: 0..65535)
Wait Time For Invalid Register I 0 ] (Range: 0,4.300)
Deny Period I 30 \ (Range: 0.4294967295 )
Figure 13.4: Realm Config towards Google CES (Cont.)
Configuration | view Configuration i) Q
[ e ~ l Modify Realm Config
codec-policy

media-manager

media-policy

steering-pool

security
session-router

system

Session Max Life Limit

Untrust Cac Failure Threshold

b}

o

ISubs:ripﬁon id Type

END_USER_NONE

] (Range: 04294967295 )

M I

Trunk Context

Early Media Allow

Enforcement Profile

Additional Prefixes

-

|
|

| .

|
|
|
|
|
|
|

|
|
d
l
|

Restricted Latching none
Options [
SPL Options [
Delay Media Update O enable
Refer Call Transfer disabled - ]
Hold Refer Reinvite 0 enable
Refer Notify Provisional none - ]
Dyn Refer Term O enable
[(ndacPuh:y Google | . ]]

Figure 13.5: Realm Config towards Google CES (Cont.)
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Configuration|  ViewConfiguration [

[ media-manager v]

codec-policy

media-manager

media-policy

steering-pool

security >
session-router >
system >

Q
Modify Realm Config

Codec ManiP In Realm

O enable

l Codec ManiP In Network

enable I

RTCP Policy

Constraint Name

Session Recording Server

Session Recording Required

SIP Profile

Flow Time Limit

Initial Guard Timer

Subsq Guard Timer

TCP Flow Time Limit

TCP Initial Guard Timer

TCP Subsq Guard Timer

SIP Isup Profile

QoS Constraint

O enable

| ( Range: -1.2147483647 )

| ( Range: -1.2147483647 )

| ( Range: -1.2147483647 )

| ( Range: -1.2147483647 )

| ( Range: -1.2147483647 )

| ( Range: -1.2147483647 )

Figu

¢ Realm Config towards OnPrem PBX and PSTN Gateway is shown below.

re 13.6: Realm Config towards Google CES (Cont.)

|Conﬁguration I View Configuration ]

Q

I media-manager

"I Modify Realm Config

codec-policy
media-manager

media-policy

steering-pool

security
session-router

system

| | PSTN-Interface:0.4 x

Media Realm List

I Identifier PSTN ‘I
Description
3 Addr Prefix | 0000 ‘
> Network Interfaces l

‘ ( Range: 0.999999999)

Mm In Realm enable
Mm In Network enable
Mm Same Ip enable
QoS Enable enable
Max Bandwidth | o
Max Priority Bandwidth | o

‘ ( Range: 0999999999

Figure 14: Realm Config towards OnPrem PBX and PSTN Gateway.
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View Configuration ]

Q

l media-manager

Modify Realm Config

codec-policy

media-manager

media-policy

steering-pool
security
session-router

system

Media Sec Policy I RTP ‘ - I
RTCP Mux O enable
lee Profile I ‘ - I
Tearns Fadn I l
>
Teams Fqdn In Uri [ enable
>
SDP Inactive Only [ enable
>
DTLS Srtp Profile I ‘ - I
Srtp Msm Passthrough O enable
Class Profile

In Session Translations

No in session translation list to display. Please add

Qut Session Translations

[}

Belect Action Qut Session Translation Id

o 3

removeplus]

State

enabled

Figure 14.1: Realm Config towards OnPrem PBX and PSTN Gateway.

=]

|Com"igura i nl View Configuration

Q

[ media-manager

7]

Modify Realm Config

codec-policy
media-manager
media-policy
|
steering-pool
security
session-router

system

In Manipulationid

Out Manipulationid

Average Rate Limit

Access Control Trust Level
3 Max Inbound Per Session Burst Rate
> Burst Rate Window Per Session

Dos Action At Session

Irvalid Signal Threshold

Maximum Signal Threshold

Untrusted Signal Threshold

Nat Trust Threshold

Max Endpoints Per Nat

Nat Invalid Message Threshold

‘Wait Time For Invalid Register

Deny Period

(Range: 0.4204967295)

J
)
° l
none - ]
[ 30 ] (Range: 1.999999999)
[ 1 ] (Range: 1.999999999)
none - ]
[ 0 ] (Range: 04294967295 )
[ 0 ] (Range: 04294967295 )
[ 0 ] (Range: 04294967295 )
[ ] ] {Range: 0.65535)
[ 0 ] { Range: 0.65535 )
[ Q ] (Range: 065535 )
[ 0 ] (Range: 04.300)
[ 20 ] (Range: 04294967295 )

Figure 14.2: Realm Config towards OnPrem PBX and PSTN Gateway.
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|C0nliguration| View Configuration

[ media-manager

- ] Modify Realm Config

rcodec-palicy
media-manager
media-policy
—
steering-poal
security
session-router

system

Subscription Id Type

END_USER_NONE

Trunk Context

Early Media Allow

Enforcement Profile

|
|
|
|
|

>
Additional Prefies
b4
N Restricted Latching none -
Options l
SPL Options l
Delay Media Update [ enable
Refer Call Transfer disabled - l
Hold Refer Reinvite [ enable
Refer Notify Provisional none - l
Dyn Refer Term [J enable
Codec Policy Google | . l
Codec ManlP In Realm [J enable
l Codec ManlP In Network enable ]

Figure 14.3: Realm Config towards OnPrem PBX and PSTN Gateway Cont.

|Conﬁguration I iew Configuration

iz}

I media-manager

]

codec-palicy
media-manager
media-policy
steering-poal
security
session-router

system

Q

Modify Realm Config

Session Recording Server

I | Googleccat x

Session Recording Required

SIP Profile

Flow Time Limit

Initial Guard Timer

Subsq Guard Timer

TCP Flow Time Limit

TCP Initial Guard Timer

TCP Subsq Guard Timer

O enable

-]

I (Range:

1

|

[-
E
E
B
B
E

l ( Range:

l (Range:

I (Range:
I (Range:

I ( Range:

12147483647 )

12147483647 )

12147483647 )

12147483647 )

12147483647 )

12147483647 )

Figure 14.4: Realm Config towards OnPrem PBX and PSTN Gateway Cont.

7.4.13 Steering Pool
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¢ Navigate to Configuration > media-manager - steering-pool.
e Steering pool allows configuration to assign IP address, ports, and a realm.
e Steering Pool Configuration towards OnPrem PBX and PSTN Gateway are shown

Configuration |  view Configurstion i} Q @ ver|
A — ’I Steering Pool K
codec-policy
medis-manags
n & & h
‘media-policy
bickect Action P Address & StartPort 5 EndPort & ResimiD G Network ntarface G Port Allocaion Strstegy
realm-config
O § s 50000 9099 psTH PSTN-Interface0.4 mixed
steering-pool
O i e 20000 59999 Googie Google-Intertace:0.4 mixed
security >

Figure 15: Steering Pool.
e Steering Pool Configuration towards Google CES is shown below.

Configuration|  view Configuration B Q

media-manage -
[ ) l V] Modify Steering Pool
codec-policy
media-manager 1P Address | 192657 |
media-policy Start Port | 20000 | Range: 065535 )
realm-confi 5
= End Port | 39999 | Range: 065535 )
| steering-pool
Realm ID Google ‘ - |
security 3
. Network Interface Google-Interface:0.4 ‘ - |
session-router >
system 5 Port Allocation Strategy | mixed - |

Figure 15.1: Steering Pool towards Google CES.

e Steering Pool Configuration towards Onprem PBX & PSTN is shown below

Configuration View Configuration @ Q

media-manage -
I " o e ] Modify Steering Pool
codec-policy
media-manager IP Address ‘ 10,8013 50 |
media-policy Start Port ‘ 50000 | (Range: 0.65535)
realm-confi .
E End Port ‘ 55999 | (Range: 0.65535)
steering-pool
Reaim ID ‘ PSTN ‘ . |
security >
Network Interface ‘ PSTN-Interface:0.4 ‘ - |
session-router >
system 3 Port Allocation Strategy ‘ mixed - |

Figure 15.2: Steering Pool towards Google CES.

7.4.14 SDES Profile

¢ Navigate to Configuration > Security > media-security > sdes-profile and configure
SDES profile as shown below.
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(Configuration]  view conevation B Q
[[secus ity -]

authentication

Sdes Profile

@ Vet

|

authentication-profile

cert-status-profile o

Select Action Mame

SDES

SrpEnorypt o

AES_CM_128_HMAC_SHA1 80 enabled enabled

SITCP Encryme [

enabled disabled

‘same-as-ingress

certificate-record

factory-sccounts

ke 3
ipsec >
-

e

Figure 16: SDES Profile for TLS.

View Configuration

(Configuration)

authentication-profile

cert-status-profile

certificate-record

factory-accounts

ke

ipsec

local-accounts

media-security
ditis-srip-profile
media-sec-policy

|

sipura-profile

[password-policy

security-config

ssh-config

ssh-key

tis-global

tis-profile

=]

Q

Modify Sdes Profile

Name | SDES |
Crypto List | | AES_CM_128_HMAC_SHA1 80 x |
Srtp Auth enable
Srtp Encrypt enable
SrTCP Encrypt enable
MKk [0 enable

Egress Offer Format

Use Ingress Session Params

Options

Key

Salt

Srtp Rekey

Lifetime

On Re Invite

| same-as-ingress

| (Range: 0,20.48)

7.4.15 Media Sec Policy

Figure 16.1: SDES Profile for TLS.

¢ Navigate to Configuration 2> security > media-security > media-sec-policy and
configure media security policy as shown below.
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Eonﬁguration I View Configuration

]

=

vl

admin-security

auth-params

authentication

>

Q

Media Sec Policy

[«

Delete all Mediz Sec Palicy items

authentication-profile pelect Action  Name o Pass Through & Options &
cert-status-profile o RTP disabled
certificate-record o SRTP disabled
factory-accounts
ke >
ipsec >
local-accounts
I media-security v l
dtis-srtp-profile
. . . .
Figure 17: Media Security Policy
|Conﬁguration| View Configuration @ Q
[ security VI i _ .
Modify Media Sec Policy Entries
admin-security 3
auth-params Name | RTP |
authentication
Pass Through [0 enable
authentication-profile
Options. ‘ ‘
cert-status-profile
certificate-record ~ Inbound
factory-accounts Profile | ‘ . |
ke > [ Mode | rtp . I
ipsec >
Pratocol none - |
local-accounts
Hide Egress Media Update [0 enable
media-security w ]
dtls-srtp-profile ~ Outbound
media-sec-policy, Profile | ‘ . |
sdes-profile [M = | - - ||
sipura-profile
Protocol none

nassword-poliry

Figure 17.1: Media Security Policy for RTP.

SDES profile created in Section 7.4.14 is associated with Media Security Policy for SRTP

below.
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Onﬁguration \iew Configuration K& Q

[ security V] . ] )
Modify Media Sec Policy Entries
admin-security 3
auth-params [Nam ‘ T “
authentication
Pass Through [ enable
authentication-profile
Options ‘
cert-status-profile
certificate-record ~ Inbound
factory-accounts Profile ‘ SDES | = |
ke > Mode srip . |
ipsec >
- Pratocol ‘ sdes - |
local-accounts
Hide Egress Media Update O enable
[ media-security ~ ]
dtis-srip-profile ~ Outbound
e Profile ‘ sDes | - |
sdes-profile . o . |
sipura-profile
Pratocol ‘ sdes - |
nascward-naliey

Figure 17.2: Media Security Policy for SRTP.

7.4.16 TLS - Certificate Record

o Certificate Record are configuration elements on Oracle SBC which captures information
for a TLS certificate such as common-name, key-size etc.
¢ Navigate to Configuration - security > certificate-record.
e Create a certificate record for Oracle E-SBC as shown below.
o Select the Certificate record and Click Generate icon to generate CSR.
o Get the CSR signed and click Import to import the signed certificate.
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Configuration |  View Configuration @ Q

media-manage - e
! o ? Modify Certificate Record
Ise{urily ~ I
authentication-profile Name sbcl0 |
certificate-record Country | us |
tis-global
State | Texas |
tis-profile
Locality | Plano |
session-router >
Organization tekvizionlabs |
system 3
Unit tekvizion |
Commen Name sbcl0.tekvizionlabs.com |
Key Size | 2048 = |

Alternate Name |

Trusted enable

Key Usage List | | digitalSignature x ‘ | keyEndipherment x | |
Extended Key Usage List | |M| | clientAuth x | |
Key Algor | rsa - |
Digest Algor sha256 - |
Ecdsa Key Size | p256 > |

Figure 18: Create Certificate Record for Oracle E-SBC

] | [Z] sbel ‘ us ‘ Texas Plano tekvizionlabs tekvizion sbcl0 tekvizionlabs.com
O » e us MA Burlington Engineering

@ Copy

W Delete

Bl Generate

B import

Figure 18.1: Import Certificate Record for Oracle E-SBC
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o Download the Google certificate via link https://pki.goog/roots.pem

o Create a certificate record GTS Root R1 for Google CES.

onnguration View Configuration r"u Q

media-manages . .
! il ’ Modify Certificate Record
[ security v]
authentication-profile Name ‘ GTS_Root]
certificate-record Country ‘ us
tis-global
State ‘ MA
tis-profile
Locality Burlington
session-router >
Organization Engineering
system b3

Common Name ‘

Key Algor ‘ rsa -
Digest Algor sha256 -
Ecdsa Key Size ‘ p256 -

Unit ‘ |

(Cert Status Profile List ‘

Figure 18.2: Create Certificate Record for Google GTS Root R1 certificate

¢ Right click on the Certificate Record and Click Import. Import the root certificate stored in
the local machine and click Import as shown below.

Import Certificate x

Format
try-all -
| Import Method ® File |
() Paste
Certificate File Mo file selected
‘ T, upload |

Figure 18.3: Import Google GTS Root R1 certificate.
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o Similarly create other certificate records for the SBC leaf certificate and the Certificate
Authority Root certificate, ensuring the entire certificate chain from leaf to root is present
as shown below. The following certificate-records are required on the Oracle SBC to
connect with Google CES.

Configuration | vewcongwaoen 13 Q. @ very
(o 2 Tes . [ sonzen e bzcom )

7.4.17 TLS - TLS Profile

Figure 18.4: Certificate Records.

A TLS profile configuration on the SBC allows for specific certificates to be assigned.
Navigate to Configuration >security -> tls-profile
Create a TLS profile for Google CES as shown below.

(Configuration]  vevcontemn B Q

>

TLS Profile
)

ooa o

[Select Action  Neme = End Entity Certificate © Trusted Ca Certificates & Cipher List < Verify Degth © Mutusl Authenticate: TLS Version

O ¢ mnseoc w0 GaDacoy_Root CA_G2 GoDsady_Seeurs CA_GIGTS Roatl  DEFAULT 0 r— s

Figure 19: TLS Profile.
¢ Intermediate Certificates and Google GTS Root R1 certificate is added for TLS
exchange.
Wiew Configuration ) Q
mexia-ianeger g Modify TLS Profile
[ security ~ ]
authentication-profile Name | TLSBYOC ‘
certificate-record End Entity Certificate sbcl0 ‘ it ‘
-glotal Trusted Ca Certificates ‘ GoDaddy_Root_CA_G2 x |
B-profie ‘ GoDaddy_Secure CA_G2 x | | GTS_Rootl x |
session-router -
Cipher List | ‘ DEFAULT x ‘

access-control ——— b
e Verify Depth | 10 ‘ (Range: 0.10)
filter-config Mutual Authenticate [] enable
1dap-config TLS Version

| tisv13

Figure 19.1: TLS Profile
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7.4.18 Session Timer

o Navigate to Configuration > session-router > session-timer-profile.
e Configure session timer for Google CES as shown below.

Vewcowgmon | @ | Q @ v
sassion-group —
e Session Timer Profile ShowC

session-recarding-group

session-recording-server

Select Action Name Session Expires o MinSe o Force Reinvite = Request Refresher = Response Refresher <
S O i SessionTimer 1800 100 disabled

Figure 20: Session Timer

7.4.19 SIP Interface

¢ Navigate to Configuration - session-router - sip-interface.

Configuration |  View Configuration B Q — °

media-manager >

SIP Interface

security >

[ session-route

Select Action State ResimiD 3 Description % Cariers & Trans Bxpire. & Initial lew Trars Expire
¢-config
0O § enabled GOOGLE o
fiter-config
[} enabied PSTN Gateway a
dap-config
Tocal-palicy

Tocal-routing-config

media-profile

sip-config

sip-feature

G==)

Figure 21: SIP Interface.

e Create SIP interface towards PSTN Gateway and OnPrem PBX by adding SIP Ports as
shown below

ViewConfiguration  [F  QQ
media-manager > Modify SIP Interface E
security >
[sgssmn-mmer v ] State ensble
access-control Resim 1D PSTN -
Cer=— Description PSTN & OnPrem PEX
filter-config
Idap-config
local-policy SIP Ports
local-routing-config o
media-profile Select Action Address = Port = Transport Protocal 2 TLS Profile o Allow Anonymous
session-agent o H 1080 5060 TP agents-only

Figure 21.1: SIP Interface for PSTN &OnPrem PBX (Cont.)
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View Configuration @
media-manager 3
security by

~

I session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server

session-translation

Q

Modify SIP Interface

Initial Inv Trans Expire \ 0 I {Range: 0.2147473)

Session Max Life Limit [ 0 I

Proxy Mode [ . l

Redirect Action [ - I

Nat Traversal none - l

Nat Interval [ 0 I (Range: 1.999999999 )

TCP Nat Interval [ %0 l (Range: 0.999999999)
[ Registration Caching enable l

Min Reg Expire [ 200 I (Range: 0.999999999 )

Registration Interval [ 2600 I (Range: 1.999995999)

[Rnutz]’nhgslrar nable ]

Secured Network [ ensble

Figure 21.2: SIP Interface for PSTN &OnPrem PBX (Cont.)

media-manager

security

5]

I session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

sip-feature

Q
Modify SIP Interface

Trust Mode

I( Range: 0.990999999)

] (Range: 0.999999959
] (Range: 0.999999999 )

] (Range: 0.999999959 )

] (Range: 0.999999959

] (Range: 0.999999999 )

(Range: 0,1025.65535)

|

l Max Nat Interval [ 3600
Nat Int Increment. [ 10
Nat Test Increment I 30
SIP Dynamic Hnt [ enakle
TCP Max Nat Interval I 3600
TCP Nat Int Increment [ 10
TCP Nat Test Increment I 30
TCP SIP Dynamic Hrit O enable

[sm Recurse | 401,407 I

Port Map Start [ v}
Port Map End 0

In Manipulationid

‘Out Manipulationid

(Range: 0,1025.65535)

|
|
|

-

|
|
|
|

Figure 21.3: SIP Interface for PSTN &OnPrem PBX (Cont.)
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Configuration|  View Configuration

media-manager

security

&

>

Q

Modify SIP Interface

- Rfc2833 Payload 101 (Ra
session-router ~
access-control Rfc2833 Made transparent - l
account-config R se Map [ . l
filter-config
Local Response Map [ - I
Idap-config
B Sec Agree Feature O enable
local-policy
~ Enforcement Profile -
local-routing-config
media-profile Emergency Dscp Profile [ - I
session-agent [ TCP Keepalive — . I
session-group
I Add SDP Invite [ both = I
session-recording-group
Add SDP In Msg [ I
session-recording-server
session-translation P Early Media Header [ disabled - I
sip-config P Early Media Direction [ I
sip-feature
- Add SDP Profiles [ | PCMU)-(H PCMA x | l
Ardd SND Drnfiloe In e [ I

Figure 21.4: SIP Interface for PSTN &OnPrem PBX (Cont.)

Configuration |  View Configuration

media-manager

security

@&
>

>

I session-router

v]

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

sip-feature

Q

Modify SIP Interface

[Session Timer Profile

I SessionTimer

Session Recording Server

Session Recording Required

Service Tag

Reg Cache Route

Diversion Info Mapping Mode

Atcf lesi Match

SIP Recursion Policy

Asymmetric Preconditions

Asymmetric Preconditions Mode

Sm lesi Match For Invite

Sm lesi Match For Message

S8hr Profile

Ringback Trigger

|

[ enable

[ enable

none

|

|

] enable

send-with-nodelay

none

Figure 21.5: SIP Interface for PSTN &OnPrem PBX (Cont.)
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o Create SIP interface towards Google CES by adding SIP Ports as shown below

(Configuration) =~ vewcostiguaton [ Q
e te Modify SIP Interface Shef
security >
[ ‘session-router ~ I [State enable
access-control eakn 0 Google =
account-config [bescription GOOGLE
fiter-config
Idap-config
local-policy SIPPorts
local-routing-config D
media-profile kelect Action  Address - Port ¢ Transport Protocal 2 TLSProfie = Allow Anomymeus. -
session-agent 0 i s s061 s TLsBvOC agents-only

Figure 22: SIP Interface for Google CES

W View Configuration =] Q

media-manager -
® ? Modify SIP Interface
security > N e
Initial Inv Trans Expire ‘ 0 ‘ (Range: 02147473)
[ session-router vl
Session Max Life Limit ‘ 0 ‘
access-control
Proxy Mode -
account-config
filter-config Redirect Action ‘ = ‘
1dap-config Nat Traversal alwiays - ‘
local-policy
? Nat Interval ‘ 3500 ‘ Range: 1.999999999)
local-routing-config
TCP Nat Interval ‘ %0 Range: 0.999999999)
media-profile
session-agent Registration Caching [ enable
session-group Min Reg Expire ‘ 200 ‘ Range: 0.999999999)
session-recording-group Registration Interval ‘ 2600 ‘ Range: 1.999999999 )
session-recording-server
Route To Registrar [ enable
session-translation
. . Secured Network O enable
sip-config
Uri Fqdn Do
sip-feature SIEE o ‘ ‘

| e ‘ ‘

sip-manipulation
SPL Options ‘ ‘

Figure 22.1: SIP Interface for Google CES (Cont.)
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|ConﬁEration | View Configuration

media-manager

security

=]

>

[ session-router

access-control
account-config
filter-config

ldap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

Isip-interface

Q

Modify SIP Interface

Range: 0.999999999)

(Range: 0.999999999)

(Range: 0.999999999)

] (Range: 0999999999 )

] (Range: 0.999999999 )

] (Range: 0999999999 )

Trust Mode all - ‘
Max Nat Interval [ 3600 ]
Nat Int Increment. [ 0 ]
Nat Test Increment [ 320 ]
SIP Dynamic Hnt O enable
TCP Max Nat Interval [ 3600
TCP Nat Int Increment [ 10
TCP Nat Test Increment [ 30
TCP SIP Dynamie Hrt O enable

[ Stop Recurse [ 401,407
Port Map Start [ 0
Port Map End [ 0
In Manipulationid [ -

Out Manipulationid

(Range: 0,1025.65535)

J
] (Range: 01025.65535)
|
l
l

Figure 22.2: SIP Interface for Google CES (Cont.)

media-manager

security

[Configuration|  view Configuration

@

>

[ session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

sip-feature

Q

Modify SIP Interface

( Range: 96.127)

[ Add SDP Profiles

Rfc2B33 Payload [ o ]
Rfe2833 Mode transparent - ]
Response Map [ | - ]
Local Response Map [ | - ]
Sec Agree Feature O enable
Enforcement Profile [ | = ]
Emergency Dscp Profile [ | - ]
TCP Keepalive enabled - ]
Add SDP Invite l both - ]
Add SDP In Msg [ ]
P Early Media Header [ disabled - ]
P Early Media Direction [ ]
\ [ Pemu x| ’l
[ 1

Figure 22.3: SIP Interface for Google CES (Cont.)
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onfiguration View Configuration

media-manager

security

m Q

>

Modify SIP Interface

[ session-router

- |

Session Timer Profile SessionTimer

VI

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-manipulation

Session Recording Server ‘

Session Recording Required O enable

Service Tag

Reg Cache Route [ enable

Diversion Info Mapping Mode none - ‘
Atef lesi Match

SIP Recursion Policy ‘ ‘ - ‘
Asymmetric Preconditions O enable

[Asymmer.n: Preconditions Mode ‘ send-with-nodelay - I
Sm lesi Match For Invite ‘ ‘
Sm lcsi Match For Message ‘ ‘
S8he Profile ‘ = ‘
Ringback Trigger none - ‘

Figure 22.4: SIP Interface for Google CES (Cont.)

7.4.20 Session Agent

e Session-agents are config elements which are trusted agents which can send/receive
traffic from the SBC with direct access to trusted data path.

¢ Navigate to Configuration - session-router - session-agent.

o Configure Session Agent for Google CES as shown below.

Configuration |  view Configurstion
media-manager

security

l session-router

access-control
account-config
fiter—config
Idap-config
local-policy
local-routing-config

media-profile

=

Q

Session Agent

o & & e
frelect Action  Hostname = P Address = Port = state = AppProtocsl = RealmiD = Description
[a] 1064172 064172 5060 ensbled sp PSTN

[=] 72182018 2162918 5060 enabled sip PSTN Free PBX 2
=] 172162956 72162956 5060 enabled sip PSTN Free PEX 1
[u] us:telephony goog 5672 ensbled s Google

Figure 23: Session Agent.
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Configuration
media-manager
security
session-router

access-control
account-config
filter-config
Idap-config

local-policy

media-profile
session-agent

session-group

View Configuration i

local-routing-config

session-recording-group

Q

Modify Session Agent

Hostname us.telephony.goog |
IP Address | |
Port | 5672 |
State enable

App Protocol | SIP |
App Type | |
Transport Method | StaticTLS |
Realm ID | Google |
Egress Realm ID | |

Range: 0,)025..65535 )

Figure 23.1: Session Agent for Google CES (Cont.)

session-translation

Configuration View Configuration i) Q
media-manage . .
' o ? Modify Session Agent
security 3
[Lmse Routing enable ]
[ session-router v]
| ]

access-control

Ping Method | OPTIONS |
account-config
filter-config Ping Interval | &0 |
Idap-config Ping Send Mode | keep-alive - |
local-policy

Ping All Addresses [ enable
local-routing-config

Ping In Service Response Codes |
media-profile N

[_nad Balance DNS Query | hunt - I
session-group Options ‘ ‘
session-recording-group i | |
session-recording-server

Media Profiles ‘

Figure 23.2: Session Agent for Google CES (Cont.)

r|C onfiguration |

media-manager

security

View Configuration @&

Isessinn—muter

access-control

account-config

filter-config

Q,
Modify Session Agent

Out Session Translations

[

Select Action Out Session Translation Id

[m} H addplus1

State

enabled

Figure 23.3: Session Agent for Google CES (Cont.)
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Configuration | View Configuration

m Q

security > - R
Modify Session Agent
[ session-router ~
[Ping Response enable ]
access-control
In Manipulationid [ | - I
account-config
fitter-contig Out Manipulationid [ | - I
Idap-config Manipulation String [ I
local-poli
local-policy Manipulation Pattern [ I
local-routing-config
Trunk Group [ I
media-profile
( Range: 0999999999 )
| ’ Max Register Sustain Rate [ 1] l
session-group Invalidate Registrations O enable
session-recording-group RIC2853 Mode none - I
session-recording-server
Rfc2833 Payload [ 0 I (Range: 096.127)
session-translation
Codec Palicy [ | = I
sip-config
sip-feature Emergency Dscp Profile [ | - I
sip-interface Refer Call Transfer [ disabled - I
sip-manipulation
P sl Refer Notify Provisional [ none - I
sip-monitoring
Reuse Connections [ NONE - I
translation-rules
TCP Keepalive [ enabled -
system >
Figure 23.4: Session Agent for Google CES (Cont.)
onfiguration |  wiew Configuration & Q
security > - .
Modify Session Agent
[ session-router v]
TCP Reconn Interval 60 (Range:0.2.500)
access-control
account-config Max Register Burst Rate [ 0 I (Range: 0.999999999 )
filter-config Rate Constraints
Idap-config Mo rate constraints to display. Please add.
local-routing-config
SIP Profile I ‘ = l
media-profile
| ’ SIP Isup Profile I ‘ - I
session-group Kpmi Interworking inherit -
session-recording-group Komi2833 iwf On Hairpin inherit -
session-recording-server
Precedence I 0 I (Range: 04204967295 )
session-translation
Monitoring Filters
sip-config
sip-feature Auth Attribute
sip-interface No auth attributes to display. Please add.
sip-manipulation “
sip-monitoring
Session Recording Server I
translation-rules
[ enakle

system

» Session Recording Required

Figure 23.5: Session Agent for Google CES (Cont.)
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o Configure the Session Agent for OnPrem PBX as shown below

Configuration|  view Configuration

security

B Q

I session-router

Modify Session Agent

~
access-control Hostname | 172162 ‘
account-config 1P Address | 7216, ‘
filter-config Port | 5060 ‘ Range: 002565535 )
Idap-config
State ensble
local-policy
local-routing-config bis | 2Ly M ‘
media-profile App Type | - ‘
Transport Method | StaticTCP - ‘
session-group
Reaim ID | PSTN ‘ - ‘
session-recording-group
Egress Realm ID | ‘ = ‘
session-recording-server
session-translation Description e ERKll
sip-config
Figure 24: Session Agent for OnPrem PBX
|Conﬁgumtion| View Configuration [ia) Q
security >

I session-router

Modify Session Agent

access-control
account-config
filter-config
Idap-config
local-policy

local-routing-config

media-profile

session-group
session-recording-group
session-recording-server
session-translation

sip-config

Loase Routing enable l

Response Map | | - ‘
Ping Method | OPTIONS ‘
Ping Interval | 60 ‘
Ping Send Mode | keep-alive - ‘
Ping All Addresses enable

Ping In Service Response Codes | ‘
Load Balance DNS Query | hunt - ‘
Options | ‘
SPL Options. | ‘
Media Profiles

Range: 0.999999999)

Figure 24.1: Session Agent for OnPrem PBX (Cont.)
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e © | Q

security >

Modify Session Agent
[ session-router ~
[nghspﬂnse enable ]

access-control

In Manipulationid | -
account-config
filter-config Out Manipulationid | -
Idap-config Manipuilation String

Manipulation Pattern

local-routing-config

l l
l l
l l
o l l
| |
l l

Trunk Group

media-profile
Max Regfster Sustain Rate 0 (Range: 0.999999999)

session-group Invalidate Registrations [ enable
session-recording-group RI2853 Mode none . l
session-recording-server

Rfc2833 Payload l 0 l (Range: 096.27)
session-translation

Codee Paliey l | - l
sip-config
sip-feature Emergency Dscp Profile [ | - l
sip-interface Refer Call Transfer [ disabled - l
sip-manipulation

Refer Notify Provisional none -
sip-monitoring

Reuse Conneactions [ NONE - l
translation-rules

ITCP Keepalive [ none - ﬂ

vstem

Figure 24.2: Session Agent for OnPrem PBX (Cont.)

Configuration| vewCenfigurston [ Q

security > . B
Modify Session Agent
session-router ~

Kpmi Ir 3 inherit - l
access-control

Kpmi2833 Iwf On Hairpin inherit -
account-config

Range: 04294967295

filter-config Precedence [ 0 I (Range )
Idap-config Monitoring Filters [ I
local-policy

Auth Attribute
local-routing-config

No auth attributes to display. Please add.

i— =1
session-group Session Recording Server
session-recording-group

Session Recording Required O enable
session-recording-server

Hold Refer Reinvite O enable
session-translation

N Send TCP Fin [ enable

sip-config
sip-feature SIP Recursion Policy l | - I
sip-interface Sm lesi Match For Invite [ I
sip-manipulation

Sm lcsi Match For Message [ I
sip-monitoring

Ringback Trigger none - I

translation-rules

Figure 24.3: Session Agent for OnPrem PBX (Cont.)
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o Configure the Session agent for PSTN Gateway as shown below.

onfiguration wiew Configuration

security

@

>

session-router

“]

Q

Modify Session Agent

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile

| (o]
session-group
session-recording-group

session-recording-server

Hostname ‘ 10.64172 |
1P Address ‘ 10.64172 |
Port ‘ 5060 |
State enable

App Protocol ‘ SIP - |
App Type ‘ - |
Transport Method ‘ StaticTCP - |
Reaim ID ‘ PSTN ‘ - |
Egress Realm ID

‘ PSTN

Range: 0,1025.65535)

Figure 25: Session Agent for PSTN Gateway.

|Conﬁguration| View Configuration I\a]
security >

lsessinn-muler

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
(onzeent)
session-group
session-recording-group
session-recording-server
session-translation

sip-config

Q

Modify Session Agent

l Loose Routing enzble ]

Response Map | | - |
Ping Method | OPTIONS |
Ping Interval | 60 |
Ping Send Made | keep-alive - |
Ping All Addresses enable

Ping In Service Response Codes | |
Load Balance DNS Query | hunt - |
Options | |
SPL Options | |
Media Profiles

Range: 0.999999999)

Figure 25.1: Session Agent for PSTN Gateway (Cont.)
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Configuration View Configuration &
security >
I session-router ~

Q

Modify Session Agent

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface
sip-manipulation
sip-monitoring

translation-rules

Out Manipulationid

Manipulation String

Manipulation Pattern

Trunk Group

4

(Range: 0.999999999)

l (Range: 096.127)

Max Register Sustain Rate V]
Inwalidate Registrations O enable

[ Rfc2833 Mode transparent - l I
Rfc2833 Payload I 0

’CDdacPo‘icy I Gaogle | - ]
Emergency Dscp Profile I | - l
Refer Call Transfer I disabled - l
Refer Notify Provisional I none - l
Reuse Connections I NONE - l

ITCF Keepalive I none - l]

Figure 25.2: Session Agent for PSTN Gateway (Cont.)

Configuration|  view Configuration

media-manager

security

1]

l session-router

access-control

account-config

filter-config

Idap-config

local-policy

local-routing-config

media-profile
=

session-group

session-recording-group

session-recording-server

session-translation

sip-config

sip-feature

sip-interface

sip-manipulation

sip-monitoring

Q

Modify Session Agent

Kpmi Interworking

Kpmi2823 Iwf On Hairpin

inherit

d

inherit

-

Precedence

Monitoring Filters

Auth Attribute

No auth attributes to display. Please add.

Session Recording Server
Session Recording Required

Hald Refer Reinvite

Send TCP Fin

SIP Recursion Policy

Sm lesi Match For Invite
Sm lesi Match For Message

Ringback Trigger

[ 0

I ( Range: 04254967295 )

|

|

[ enzble

O enable

[ enable

|
|
|

none

Figure 25.3: Session Agent for PSTN Gateway (Cont.)

7.4.21 Local Policy
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e Local policy config allows for the SBC to route calls from one end of the network to the
other based on routing criteria.

e Navigate to Configuration - session-router - local-policy.

o Configure local policy for Google CES, OnPrem PBX and PSTN Gateway as shown

below.

media-manage >

[Configuration | vevcomtain @ Q

Local Policy
security >
[ ‘session-router - ]
D& & < ol Local Poicy e ch
access-control
Select Action  From Address To Address. & ‘Source Reaim 2 Description ¢ Deactvate Time State
account-config
D * 214 +1214 PSTN PEX user to PSTN nabled
firter-contig
[m] 9728522625 PSTN PEX2 2918 abled
18ap-contg
0 9728522631 9728522655 PSTN PEX 2956 bles
[a) 9728522667 9728522668 PSTN PSTN to CUCM PBX cnatled

Figure 26: Local Policy

e Below Local Policy is used to route calls from OnPrem PBX to PSTN Gateway.

Configuration I View Configuration @

media-manager >
security >
[ session-router v ]

‘access-control
account-config
filter-config
Idap-config

|
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

Q

Modify Local Policy Entries

From Adaress =

To Address 214 x | | 214 x

Source Reaim PSTN x

Description PBX user to PSTN

Sa enabl

Parabel Forking 0 enable

Policy Priority none -

Policy Attributes
o

kelect Action  Next Hop Realm Action Terminate Recursion Cost App Protocol Lookup
(] 10.64172 PSTN nane disabled 0 SIP single

Figure 26.1: Local Policy routing from PBX to PSTN

|Conﬁguration | View Configuration

media-manager

security

@

>

>

[ session-router

VI

access-control
account-config
filter-config
Idap-config
local-routing-config
media-profile
session-agent
session-group

session-recording-group

session-recording-server

Q

Modify Local policy / policy attribute

Next Hop | 10.64172 | - ‘

Realm | PSTN | - ‘

Action none = ‘

Terminate Recursion [0 enable

Cost | 0

State enable

App Protocal | s . ‘

Loakup single - ‘

Next Key | ‘
|

Auth User Lookup

Figure 26.2: Local Policy routing Towards PSTN Gateway.
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Below Local Policy is used to route calls from PSTN Gateway to OnPrem PBX.

Configuration View Configuration @ Q
 — o Modify Local Policy Entries
security >

[stssmrwuuter v] From Address x
access-control To Address 97285, e
account-config

Source Realm PSTN x |
filter-config —
\dap-config Deseription PBX 2056
local-routing-config
media-profile Stane enable
session-agent Parallel Forking. O enzble
sesslon-group Policy Priaeity none -
session-recording-grou
e Policy Attributes

session-recording-server n
session-translation Seiect Action  NextHop Reaim Action Terminate Recursion Cost State App Protocal Lookup
sip-config o i e PSTN nane disabled 0 ensbled single

Figure 26.3: Local Policy routing Towards PBX Gateway.

| Configuration I View Configuration [ Q

session-recording-group

dia- - - .
e ? Modify Local policy / policy attribute
security >
Isession-router Vl Next Hop | 17216, | - ‘
access-control Reaim | PSTN | . ‘
account-config
Action none = ‘
filter-config
Terminate Recursion 0 enable
Idap-config
Cost | 0
local-routing-config Isme enable ]
media-profile App Protocol | - ‘
session-agent
Loolup single - ‘
session-group
Next Key | ‘

session-recording-server

Auth User Lookup

Figure 26.4: Local Policy routing Towards PBX Gateway.

7.4.22 SIP Manipulation
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¢ Navigate to Configuration > session-router - sip-manipulation.
o Configure SIP manipulation towards Google CES as shown below.

Join Headers

|Conﬁguration I View Configuration @ Q
e — 4 Modify SIP Manipulation
security >
l session-router - ] I Name GoogleManipulation I
access-control Description Manipulation on google side
account-config ‘
filter-config
Idap-config Split Headers |
local-policy |

local-routing-config
media-profile

session-agent

CfgRules

Add -

Action Name Element Type
session-group changeRequri header-rule
session-recording-group changeFromlIP header-rule
session-recording-server changeToURIhost header-rule
session-translation AddCallinfoHeader header-rule
sip-config changelocalport header-rule
sip-feature deltransport header-rule
sip-interface delete_callinfo header-rule
| sip-manipulation
Figure 27: SIP Manipulation towards Google CES.
e Add a header-rule for Google CES
|Configuration| View Configuration @ Q,
dia- . : .
R Y Modify SIP Manipulation
security b ]
lseﬁmmm, V] I Name GoogleManipulation
access-control Description Manipulation on google side
account-config
filter-config
Idap-config Split Headers ‘ ‘
local-policy
Jain Headers ‘ ‘
local-routing-config
CfgRules
media-profile
: i
session-agent
P e
E ] uri header-rule
| mime-rule
session-recording-group nip header-rule
mime-isup-rule
session-recording-server Rlhost header-rule
mime-sdp-rule
session-translation Header header-rule
sip-config changelocalport header-rule
sip-feature deltransport header-rule
delete_callinfo header-rule

sip-interface

| | sip-manipulation |

Figure 27.1: SIP Manipulation towards Google CES.

o Below header rule is created to change Request-URI host and user parts towards
Google CES to us.telephony.goog:5672 and +1361880XXXX.
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View Configuration

|Configuration I

media-manager

security

=]

l session-router

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation

sip-config

Q

Modify Sip manipulation / header rule

Name changeRequri ‘
Header Name ‘ Request-URI ‘
Action ‘ manipulate - ‘
Comparison Type ‘ pattern-rule - ‘
Msg Type any - ‘
Methods ‘ | INVITE x | | OPTIONS x ‘
Match Value ‘ ‘
New Value ‘ ‘
CfgRules
Add -

ame
ReqURI

AddURI

lype

element-rule

element-rule

Figure 27.2: SIP Manipulation towards Google CES- To change Request URI

Configuration|  view Configuration i) Q
dia- . .
S ’ Modify Sip manipulation / header rule / element rule
security 3
[ session-router v] Name ‘ RegURI
access-control Parameter Name ‘
account-config
Type ‘ uri-host -
filter-config
Action ‘ replace -
Idap-config
Match Val Type an -
local-policy s ‘ Y

local-routing-config
media-profile

session-agent

Comparison Type

Match Value

New Value

‘ case-insensitive

"us telephony goog:5672"

accin

Figure 27.3: SIP Manipulation towards Google CES — To change Request URI-host.
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Eonfigu rationl View Configuration @ Q

media-manager > Modify Sip manipulation / header rule / element rule
security b )

[ session-router v] Name | G b ‘
access-control Parameter Name | Request-URI ‘
account-config R

Type uri-user - ‘
filter-config
Action | replace - ‘
Idap-config
N Match Val Type any - ‘
local-policy
local-routing-config Comparison Type | pattern-rule - ‘
media-profile Match Value | ‘
session-agent
New Value "+13618809831" ‘

Figure 27.4: SIP Manipulation towards Google CES — Change Request URI-user.

o Below header rule is created to change FROM header IP address towards Google CES
to IP address of Oracle SBC.

Eonﬁguration | View Configuration I\ Q

media-manager = =
! ger 4 Madify Sip manipulation / header rule
security >
[ session-router "l Name changeFromlP ‘
access-control Header Name ‘ FROM ‘
account-config N
Action ‘ manipulate - ‘
filter-config
Comparison Type pattern-rule - ‘
Idap-config
) Msg Type any hd ‘
local-paolicy
local-routing-config Methods ‘ | INVITE x | | OPTIONS x ‘
RReda: pHOTRe Match Value ‘ ‘
session-agent
New Value ‘ ‘
session-group
CfgRules
session-recording-group
Add -
session-recording-server
Action __Name
session-translation changelP element-rule
sip-config changetofor element-rule
sip-feature
sip-interface
sip-manipulation

Figure 27.5: SIP Manipulation towards Google CES — Change FROM header.
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onfiguration View Configuration @ Q
media-manage . . .

! ger ’ Modify Sip manipulation / header rule / element rule
security »

[session-muter v] Hame changelP |
access-control Parameter Name | |
account-config

Type uri-host - |
filter-config

Action | replace - |
Idap-config

Match Val Type an - |
local-policy ¥
local-routing-config Comparison Type pattern-rule - |
media-profile Match Value | |
session-agent

[ New Value | SLOCAL IP ]

Figure 27.6: SIP Manipulation towards Google CES — Change FROM header uri-host.

e Match value : To:sips:"us.telephony.gooqg":5672:trasnaport=tls

o New Value : To:<sips:"+1361880XXXX@us.telephony.goog":5672;trasnaport=tis>

|Conﬁguration I View Configuration @ Q
media-manage - -
! ger ’ Modify Sip manipulation / header rule / element rule
security »

I session-router v] Narne changetofor |
access-control Parameter Name | |
account-config 5

Type uri-user - |
filter-config

Action | replace - |
|dap-config

Match Val Type an - |
local-policy g

Comparison Type case-sensitive hd |

local-routing-config
media-profile

session-agent

Match Value

New Value

To:<sips:"us.telephony.goog 5672 trasnaport=tls>

To:<sips:"+13618809831@us telephony.goog"5672;1 |

Figure 27.7: SIP Manipulation towards Google CES — Change FROM header uri-user.
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o Below header rule is created to change TO header host part towards Google CES to IP

address of Google CES and user part with Google CES DID

|Conl‘iguration I View Configuration @
media-manager >
security >
v

lsessmn-rcur.er

access-control
account-config
filter-config

Idap-config

local-policy
local-routing-config
media-profile
session-agent
session-group
session-recording-group
session-recording-server
session-translation
sip-config

sip-feature

sip-interface

sip-manipulation

Q

Modify Sip manipulation / header rule

changeTeURIhost

Name
Header Name To

Action ‘ manipulate

Comparison Type

pattern-rule

Msg Type any -
Methods ‘ |W| [ orTions x
Match Value ‘
New Value
CfgRules
Add -

Action Name
changelURlhost

changeToURIhost

Element Type
element-rule

element-rule

Figure 27.8: SIP Manipulation towards Google CES — Change TO header.

[Configuration View Configuration B Q
dia- 5 - N .
e } Modify Sip manipulation / header rule / element rule
security >
lsession-rcur.er v] Mame changelURlhost |
access-control Parameter Name | |
account-config .
Type uri-host - |
filter-config
Action | replace - |
Idap-config
Match Val Type an -
local-policy i . |
local-routing-config Comparison Type pattern-rule - |

media-profile Match Value |
session-agent
New Value “us.telephony.goog”
accin

Figure 27.9: SIP Manipulation towards Google CES — Change TO header uri-host.
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media-manager

security

Configuration|  View Configuration

[ session-router

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile

session-agent

Q

Modify Sip manipulation / header rule / element rule

Mame changeToURIhost ‘
Parameter Name To ‘
Type uri-user - ‘
Action | replace - ‘
Match Val Type any - ‘
Comparison Type case-sensitive - ‘
Match Value | ‘
l New Value "+13618809831" I

Figure 27.10: SIP Manipulation towards Google CES — Change TO header uri-user.

e Below header rule is created to add Call-Info header towards Google CES with the

Dialog Flow API request along with the Conversation ID.
o Conversation on the Fly is set to True in Google CES using REST API. Conversation
ID is randomly generated by Oracle SBC for each call.

o New Value is set to "<http://dialogflow.qgooqgleapis.com/v2betal/projects/CES-
389811/conversations/OR "+$CALL ID.$0+">;purpose=Goog-ContactCenter-

Conversation"

media-manager

security

|Conﬁguration | View Configuration

&

Iseﬁsmn-muter

access-control
account-config
filter-config
Idap-config
local-policy
local-routing-config
media-profile
session-agent

session-group

session-translation
sip-config
sip-feature

sip-interface

sip-manipulation

session-recording-group

session-recording-server

Q

Modify Sip manipulation / header rule

Name | AddCallinfoHeader |
Header Name Call-info |
Action add - |
Comparison Type case-sensitive - |
Msg Type any - |
Methods ‘ |W ‘
Match Value | |
New Value "<http://dialogflow.googleapis.com/v2betal/projec |
CigRules

No rules to display. Please add.

Figure 27.11: SIP Manipulation towards Google CES — Add Call-Info.

o Participation Label:
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o The transcript recording files stored in the Google CES bucket include two
participant roles "THUMAN_AGENT" and "END_USER".

o To map the participant roles to the transcripts generated, Google uses the
participant labels provided in the call-info header. Use the below rule only if
Participant labels are required in your setup.

o Sample call-info header with participant roles:

= Call-info: "<http://dialogflow.googleapis.com/v2beta1/projects/CES-
389811/conversations/OR_"+$CALL _ID.$0+"?roles=sHUMAN_AGENT,END _
USER>;purpose=Goog-ContactCenter-Conversation"

| Configuration I View Configuration i Q

access-control

Modify Sip manipulation / header rule
account-config

filter-confi
€ Name ‘ AddCallinfoHeader_Participation Label |

ldap-config

Header Name ‘ Call-info |
local-policy

Action add - |
local-routing-config
media-profile Comparison Type case-sensitive - |
session-agent Msg Type ‘ any - |
session-group —_—

Methods ‘ | INVITE x ‘
session-recording-group

Match Value ‘ |
session-recording-server
sesslon-transiation New Value "<http://dialogflow.googleapis.com/v2betal/project

sip-config CfgRules

sip-feature No rules to display. Please add.

sip-interface m

Figure 27.12: SIP Manipulation towards Google CES — Add Call-Info for Participation
Label.

o Below header rule is created to delete the Google CES FQDN generated by Oracle SBC
during the creation of Conversation ID (this rule is applied only when Conversation on
the Fly is set to True in Google CES).
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Configuration View Configuration & Q
media-manager 4 Modify Sip manipulation / header rule
security »
session-router o Name delete_callinfo
access-control Header Name Call-infe
account-config -
Action find-replace-all -
filter-config
Comparison Type pattern-rule -
ldap-config
Msg Type any -
local-policy
local-routing-config Methods I ‘ INVITE % ‘
dia-profil
mesEPeTE Match Value A(<http://.")(@us elephony.goog)
session-agent
New Value I $1483
session-group

Figure 27.13: SIP Manipulation towards Google CES — Delete Call-Info host IP address.

¢ Below header rule is created to change the port number in the Request URI towards Google
CES.

Configuration|  View Configuration @ Q

media-manager 4 Modify Sip manipulation / header rule
security >
I session-routet Vl Name changelocalport I

access-control Header Name Request-URI I
account-config

Action [ manipulate - |
filter-config

Comparison Type [ case-sensitive - |
Idap-config

Msg Type any - |
local-policy
local-routing-config Methods i ‘
media-profile

Match Value
session-agent

NewValue [ |
session-group

CfgRules
session-recording-group

Add

session-recording-server

Action  Name Element Type
RSSO o l : chnagetransportnumber element—rulel

Figure 27.14: SIP Manipulation towards Google CES — Change Request URI Port number.
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View Configuration I:E Q

e e 2 Modify Sip manipulation / header rule / element rule
security >
[session-rou‘ter - ] l Name chnagetransportnumber Il
access-control Parameter Name [ ‘
account-config i
Type uri-port - ‘
filter-config
Action replace - ‘
Idap-config
Match Val Type any - ‘
local-policy
local-routing-config Comparison Type i case-sensitive - ‘
media-profile Match Value i ‘
session-agent
New Value [ $REMOTE_PORT ‘

Figure 27.15: SIP Manipulation towards Google CES — Change Request URI Port number.

o Below header rule is created to delete the transport parameter in the Request URI
towards Google CES.

Configuration|  View Contiguration I Q

media-manager ? Modify Sip manipulation / header rule
security >
[ session-router V] Name deltransport I

access-control Header Name Request-URI I
account-config )

Action I manipulate - |
filter-config

Comparison Type I case-sensitive - I
ldap-config

Msg Type any - I
local-policy
local-routing-config Methods | INVITE x | ‘
media-profile

Match Value I I
session-agent

New Value I |
session-group

CfgRules
session-recording-group

Add =

session-recording-server

Action MName Element Type
session-translation

delparam element-rule

Figure 27.16: SIP Manipulation towards Google CES — Delete Transport parameter.
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Conﬁguratian View Configuration rE Q

access-control

Modify Sip manipulation / header rule / element rule
account-config

session-translation

filter-confij
& [Name delparam ‘

Idap-config

[Parameter Name transport ‘
local-policy

[Type uri-param - ‘
local-routing-config
media-profile Action delete-element - ‘
session-agent Match Val Type any - ‘
session-group

[Comparison Type case-sensitive -
session-recording-group

Match Value [ ‘
session-recording-server

New Value [ ‘

sip-config

sip-feature

sip-interface

sip-manipulation

Figure 27.17: SIP Manipulation towards Google CES Cont. — Delete Transport parameter.
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8 SIP INVITE To Google CES

8.1 SIP INVITE for SIPREC call

IIWITE ip:+136188098310us. telephony.goog: 5672 515/2_0] The INVITE Request-URI should include e.164 number obtained from Google
Via: S1P/2.0/705 102.65.79.223:5061;branch-z0hGAbRatfongl03ov0tbubt2n0| and it should have respective regional host name with SIP Signaling port :5672
From: sip:acmeSrc@192.65.79.223;tag=fc4e824a0£617ddcbfle98c80£f7ead51
To: <sips:+13618809831@us.telephony.goog:5672;transport=tcp>
Call-ID: 44dd70a5480470e9£5932cb3£578484d020@us.telephony.goog
CSeq: 1080 INVITE

Contact: <sips:acmeSrc@192.65.79.223:5061;transport=tcp>;+sip.src
Max-Forwards: 70

Require: siprec Google requires the Call-Info header, and it must contain a conversation ID. The conversation ID
Content-Type: multipart/mixed; boundary=unique-boundary-1 . N . .
Content-Length: 2237 is unique, and the format of the conversation ID follows the regex "[a-zA-Z][a-zA-Z0-9_-]*" and is
MIME-Version: 1.0 » assigned for each call.

all-Info: <http://dialogflow.googleapis.com/v2betal/projects/ccai-389811/conversations/
._44dd70a5480470e3£5932cb3f578484d020>; purpose=Goog-ContactCenter-Conversation

dialogflow.googleapis.com/v2betal - APl endpoint

~--unique-boundary-1 projects/ccai-389811 - Google Cloud CCAI project ID
Content-Type: application/sdp

conversations/OR_xxxx - The unique conversation session ID that is assigned for that each call

v=0

o=- 3562256 226213 IN IP4 192.65.79.223

g=—
c=IN 1P4 192.65.79.223) ———————* ‘ The connection IP toward Google CCAl must be a public IP, not a private one.
t=0

[m=audio 20910 RTP/SAVP 0 101
c=IN 1P4 192.65.19.223 \
a=rtpmap:0 PCMU/8000 For SIPREC, there can be multiple media lines with a=sendonly, for SIP there will be a single media line with

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-1¢

a=ptime:20 Encrypted SRTP and the allocated port range should be used (Port; 16384-32767) else CES will not receive audio.
a=label:23458M

a=crypto:1 AES CM 128 HMAC SHAl 80 inline:1ZbRS1HLKuYJ8T4ejRWElrWkdg4ZketOXmrtMsJk
=audic 20914 RTE/SAVE 0 103
a=rtpmap:0 PCMU/8000
a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16€

a=ptime:20

a=maxptime:150 ‘
a=label:234881076

a=sendonl il
[E=ctypto:1 AES CM 128 HMAC SHAL 60)inline:aUYfqWeUmgFDSeCQ65SVEU4muHIbdvNCmugpaliD

a=sendrecv

It must be a supported crypto suite by Google. |

Figure 28: SIPREC call

8.2 SIP INVITE for GTP call

The INVITE R t-URI should include e.164 by btained fi G it d
[[NVITE sip:+131494454656us. telephony.goog: 5672 S1B/2.0———— | | i A T e e

Viar STP/2.0/TL5 102.65.70.223:5001 branch=z9hGAERIBEErn0000e]0aih| 1t should have respective regional host name with SIP Signaling port :5672
From: <sip:+19728522631@192.65.79.223>;tag=d6de37c9-7561-4937-a8b9-0ca72644801a

To: <sip:+1314%445469@us.telephony.goog>

Contact: <s3ip:9728522631@192.65.79.223:5061;transport=tls>

Call-ID: 02e58bas-b22e-41a5-aa3d-d3e88a671clc

CSeq: 21261 INVITE

Allow: OPTIONS, INVITE, ACK, BYE, CANCEL, UPDATE, PRACK, REGISTER, SUBSCRIBE, NOTIFY, PUBLISH, MESSAGE, REFER
Supported: 100rel, timer, replaces, norefersub, histinfo

Session-Expires: 1800; refresher=uac

Min-SE: 90 Google requires the Call-Info header, and it must contain a conversation ID. The conversation
Max-Forwards: €9 ID is unique, and the format of the conversation ID follows the regex "[a-gA-Z][a-zA-Z0-9_-]*"
User-Agent: FPBX-16.0.40.13(20.4.0) and is assigned for each call.

Content-Type: application/sdp ) ) ;
Content-Length: 405 / ms!f:g?lmg:)logfeapus.com/vzosra1-APl enupelnt

IEall-Info: <http://dialogflow.googleapis.com/v2betal/projects/ccai-389811/conversations)| 389811 - Google Cloud CCAI project ID
/OR_02e58ba8-b22e-41la5-aa3d-d3e88a671c0c>; purpose=Goog-ContactCenter-Conversation I ‘OR oxx - The uniq session ID that is assigned for that each call
v=0

=- 1738828058 1738828058 IN IP4 192.65.79.223
s=Asterisk
Ic:IN IP4 192.65.79.223 ] JE— ‘ThenennantioanmwamGcogleCDAImuslbeapunlich, not a private one.

t=0 0

[r=audic 21204 RTP/SAVE 0 & 101 107

a=rtpmap:0 PCMU/S000 \

e e RO o For GTP, there can be single media lines with a=sendrec, for SIPREC there will be a multiple media line with
a=rtpmap:101 telephone-event/8000 N

a=fmtp:101 0-16 S aercanly

a=rtpmap:107 opus/48000/2 Encrypted SRTP and the allocated port range should be used (Port: 16384-32767) else CES will not receive audio.

a=fmtp:107 useinbandfec=1

It must be a supported crypto suite by Google. ‘

Figure 29: GTP call

9 Oracle E-SBC Running configuration
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Attached is the Oracle E-SBC running configuration.

]
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10Summary of Tests and Results

ID Title

Description

SBC Configuration Verification

Expected Results

Status
(Passed
or Failed
etc)

Observations

1 SBC TLS connection Successful 4way PASSED | TLS
Configuration | setup. SBC handshake with handshake is
Verification initiates TLS Google CES. verified

connection with Validate the right

CES certificates are
being negotiated.
SBC should be
loaded with
GTSR1 cert for
Google.
SBC should also
send the certificate
chain when
sending its cert.

2 SBC TCP Keep Alive. Successful 3way PASSED
Configuration | SBC will perform handshake and
Verification monitoring checks | thereafter

by attempting TCP | termination
Keep Alive to

ensure Network

Connectivity

3 SBC TCP link is Persistent TCP PASSED
Configuration | persistent. connection, we
Verification Establish calls, should establish a

send multiple calls | single connection
that should all use | and multiplex all
the same TCP calls over that
transport connection.
connection

4 SBC Session Timer every 900 secs the | PASSED | Re-INVITE is
Configuration | support. SBC SBC should sent for
Verification should be initiator | refresh the SIP Session

for the Session session. refresh
Refresh timer

using Update or

Re-Invite

5 SBC SIP Header Validate if the PASSED
Configuration | Manipulation (call- | Google requested
Verification info header) header

manipulation is
present in the SIP
INVITE. Ensure
every SDP media
has a label.
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signed by the SBC.

6 SBC *SBCs may need All signaling in PASSED
Configuration | further Header e.164 format
Verification manipulations

based on SIP stack
constraints. Verify
required
manipulation are
added in SBC to
support Google
CES Example:
FROM, TO header
manipulations
HOST part change
in headers etc..,

7 SBC SDES for SRTP. Validate the crypto | PASSED
Configuration | Configure the is successfully
Verification SDES parameters | negotiated and

for crypto media is

negotiation for the | encrypted.

BYOT trunk All SBCs should
support SDES for
media encryption.

8 SBC DTLS for Media Validate the crypto NOT
Configuration | Encryption. is successfully SUPPOR
Verification Configure the negotiated and TED

DTLS parameters | mediais

for crypto encrypted.
negotiation for the | DTLS is not
BYOT trunk, supported by
certificate for DTLS | Oracle and can be
must be self- skipped.

call. Inbound siprec
call, ensure
recordings are
present,
disconnect call
from calling party
and confirm proper
disconnect

transcripts from
both participants
Verify call is
disconnected

properly

9 Inbound SIP OPTIONS. Verify SBC sends PASSED
SBC send SIP SIP OPTIONS
options every 60 every 60 seconds
seconds and responds with
200 OK
10 | Inbound Inbound call: Verify Call is PASSED
Calling Party established with
disconnects the audio and
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11 | Inbound Inbound call: Verify Call is PASSED
Called Party established with
disconnects the audio and
call. Inbound siprec | transcripts from
call, ensure both participants
recording are Verify call is
present, disconnected
disconnect call properly
from called party
and confirm proper
disconnect
12 | Inbound Long duration call- | Ensure siprec calls | PASSED
Outbound Call- 1 stay up for an hour,
hour max. Long confirm transcripts
duration siprec call | are present for
entire duration
13 | Inbound Long duration hold | Call is connected, PASSED
and resume (wait we have two active
until session streams, confirm
audit\session once a stream
refresh occurs from | goes on hold, we
DUT). Long receive
duration siprec call, | corresponding
have the call signaling events,
placed on hold by | and that we no
agent, have call longer record
resume. Have transcripts for the
customer place on | participant on hold.
hold then have call
resume.
14 | Inbound Handling Error Verify SBC PASSED
codes 603 decline. | handles Call
User A Calls PSTN | rejected properly
A
PSTN A rejects the
incoming call
15 | Inbound Inbound call hold Validate if mediais | PASSED | Call recording
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scenarios. Call
starts out inactive
for both
participants;
session moves to
active

present when
expected, confirm
signaling events
modify sdp
properly, once call
is move to active
validate media and
transcripts

is deactivated
using API
command.
Audio during
the inactive
state is not
recorded.
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ID

Title

Description

Expected Results

Status

(Passed or
Failed etc)

Observation
(3

16 | Inbound Inbound call hold Validate if media is PASSED Recording
scenarios. call present when was not
starts out as active | expected, confirm present
for both signaling events after
participants, modify sdp deactivating
session move to properly, once call conversatio
inactive, and is moved to active n and
transitions back to | validate media and recording
active transcripts resumed

after
activating
conversatio
n via API

17 | Inbound Update. Validate Validate that PASSED REINVITE
that update sent update prior to call message is
prior to call establishment do sent from
establishment do not contain SDP as SBC every
not contain SDP expected 900

seconds
without
SDP

18 | Inbound Update. Validate If SBC uses update NOT REINVITE
that updates post to modify sessions, | APPLICABLE | message is
call establishment | ensure SDP is sent from
contain SDP to included SBC every
modify session 900

seconds
without
SDP

19 | Inbound re-invites. Ensure Ensure re-invites PASSED REINVITE
re-invites that that modify session is sent to
modify session include SDP Google
include SDP CES as part

of session
refresh,
hold
scenarios

20 | Inbound Codec negotiation. | Ensure we can PASSED
Ensure that g711 prioritize g711 as
u-law is preferred preferred codec,
codec note where SBC

configures
preferred codec
21 | Inbound 3 way conference. | Determine PASSED

Determine

requirements,
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requirements,
record all leg.

record all legs

22

Inbound

CES cloud project
setup. Establish
CES cloud project,
provision the
project with a GTP
phone number for
access (Create
conversations/parti
cipants on the fly
through SIP
headers)

Verify project is
setup, functional
test to confirm you
can connect to the
GTP access phone
number

PASSED

23

Inbound

CES cloud project
setup. Establish
CES cloud project,
provision the
project with a GTP
phone number for
access (Pre-
creation of
conversations/parti
cipants

)

Verify project is
setup, functional
test to confirm you
can connect to the
GTP access phone
number

NOT
APPLICABLE

This test
case is not
applicable
for call
recording

24

Inbound

Consultative
transfer.
Consultative
transfer from 1.
PSTN > User1 >
User2 2. PSTN >
User1 > PSTN
user?2

PASSED

25

Inbound

Blind transfer.
Blind transfer from
1. PSTN > User1 >
User2

2. PSTN > User1 >
PSTN user2

PASSED

26

Use
documentatio
n to build
trunk using
self service
model

PASSED

27

Inbound call

Call starts out

Inbound call hold

PASSED
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hold inactive for both scenarios using A-
scenarios participants; law as codec
using A-law session moves to
as codec active
28 | Inbound call: | Inbound siprec call, | Inbound call: PASSED
Called Party | ensure recording Called Party
disconnects are present, disconnects the
the call. disconnect call call. using a a-law
using a a-law | from called party codec
codec and confirm proper
disconnect
29 | Long Long duration Long duration call- PASSED REINVITE
duration call- | siprec call Outbound Call- 1 messages
Outbound hour max using a- are sent
Call- 1 hour law codec from SBC to
max using a- Google
law codec CES every
15min (900
seconds)
30 | Inbound call: | Confirm call is "Verify Call is PASSED Testing
Configure processed within established with conducted
trunk in non- | the region for audio and in US
default signaling and transcripts from region
region, media that both participants
corresponds to the
region trunk was
provisioned in
31 | Participant Configure call info | "Frist media PASSED When the
Labels test header to specify stream roles are
roles, ensure the HUMAN_AGENT setto
media streams role and "HUMAN
align AGENT"
and "END
USER,"
Call-Info:
<http://dialo
gflow.googl|
eapis.com/v
2beta1/proj
ects/CES-
389811/con
versations/
OR_0e39f4
2930cb0ab
bOaba6241
e11d83467r
oles=HUMA
N_AGENT,
END_USER
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>;purpose=
Goog-
ContactCen
ter-
Conversatio
n the
transcript
shows the
first media
stream with
the
participation
role as
"HUMAN
AGENT,"
followed by
"END
USER." It
showed
5/10
attempts.
The call-id
in the call-
info header
is sent with
hyphen sign

32

DTLS test

Not Supported

33

Conference
TEST

Conference call
between PSTN
and PBX users

Validate both-way
audio

PASSED

Both-way
audio for all
users was
present.

34

Validate Call
recording

PASSED
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