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1 Audience

This document is intended for the SIP Trunk customer’s technical staff and Value-Added
Reseller (VAR) having installation and operational responsibilities.

1.1 Introduction

This configuration guide describes configuration steps for Google CES Agent Handoff using
AudioCodes VE SBC 7.60A.100.022.

1.1.1 TekVizionLabs

TekVizionLabs™ is an independent testing and verification facility offered by TekVizion, Inc.
TekVizion Labs offers several types of testing services including:

e Remote Testing - provides secure, remote access to certain products in TekVizion
Labs for pre-Verification and ad hoc testing.

e \Verification Testing — Verification of interoperability performed on-site at TekVizion
Labs between two products or in a multi-vendor configuration.

e Product Assessment - independent assessment and verification of product
functionality, interface usability, assessment of differentiating features as well as
suggestions for added functionality, stress, and performance testing, etc.

TekVizion is a systems integrator specifically dedicated to the telecommunications industry.
Our core services include consulting/solution design, interoperability/Verification testing,
integration, custom software development and solution support services. Our services help
service providers achieve a smooth transition to packet-voice networks, speeding delivery of
integrated services. While we have expertise covering a wide range of technologies, we have
extensive experience surrounding our practice areas which include SIP Trunking, Packet Voice,
Service Delivery, and Integrated Services.

The TekVizion team brings together experience from the leading service providers and vendors
in telecom. Our unique expertise includes legacy switching services and platforms, and
unparalleled product knowledge, interoperability, and integration experience on a vast array of
VoIP and other next-generation products. We rely on this combined experience to do what we
do best: help our clients advance the rollout of services that excite customers and result in new
revenues for the bottom line. TekVizion leverages this real-world, multi-vendor integration and
test experience and proven processes to offer services to vendors, network operators,
enhanced service providers, large enterprises and other professional services firms. TekVizion's
headquarters, along with a state-of-the-art test lab and Executive Briefing Centre, is located in
Plano, Texas.

For more information on TekVizion and its practice areas, please visit TekVizion Labs website.
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http://www.tekvizion.com/

2 SIP Trunking Network Components

The network for the SIP Trunk reference configuration is illustrated below and is representative
of Google CES Agent Handoff with AudioCodes VE SBC 7.60A.100.022.

{——)sIP Trunk

TekVizion : Google

CCAI /DF API
4
TPAPI

AudioCodes VE SBC 7.60A.100.022

Figure 1: SIP Trunk Lab Reference Network
The lab network consists of the following components:

e Google CES cloud Environment
e AudioCodes VE SBC 7.60A.100.022
e PSTN Gateway
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3 Hardware Components

e AudioCodes VE SBC running on ESXi host version 6.7.0

4 Software Requirements

e AudioCodes VE SBC version: 7.60A.100.022

5 Certified AudioCodes VE SBC Version

Table 1 - AudioCodes VE SBC Versions

Google CES - Verified version

AudioCodes VE SBC | 7.60A.100.022

6 Features

6.1 Caveats and Limitations

DTLS DTLS towards Google CES is not tested

6.2 Failed Testcase

e None
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7 Configuration

71  Configuration Checklist

Below are the steps that are required to configure AudioCodes VE SBC.

Table 2 - AudioCodes VE SBC Configuration Steps

Step Description Reference
Step 1 Network Interface IP Section 7.4.1
Step 2 | Configure TLS Context for Google CES Section 7.4.2
Step 3 | Configure Media Realms Section 7.4.3
Step 4 | Configure SIP Signaling Interfaces Section 7.4.4
Step 5 | Configure Proxy Sets and Proxy Address Section 7.4.5
Step 6 | Configure Coders Section 7.4.6
Step7 | Configure IP Profiles Section 7.4.7
Step 8 | Configure IP Groups Section 7.4.8
Step 9 | Configure Media Security Section 7.4.9
Step 10 | Configure IP to IP Call Routing Section 7.4.10
Step 11 | Configure Message Manipulation Rules Section 7.4.11
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7.2 |P Address Worksheet

The specific values listed in the table below and in subsequent sections are used in the lab
configuration described in this document are for illustrative purposes only.

Table 3 - IP Address Worksheet

Component | IP Address

Google CES

Signaling us.telephony.goog:5672
Media 74.125.X.X
AudioCodes VE SBC

LAN IP Address 10.80.X.X

WAN IP Address 192.65.X.X
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7.3 Google CES API Configuration

Below link can be referred for troubleshooting Google CES API configuration for Agent
Handoff.

https://docs.cloud.google.com/contact-center/insights/docs/troubleshooting
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https://docs.cloud.google.com/contact-center/insights/docs/troubleshooting

7.4  AudioCodes VE SBC Configuration

The following is the configuration of AudioCodes VE SBC for Google CES Agent Handoff.
7.4.1 Network Interface IP

o Navigate to SETUP menu [/ IP NETWORK tab [ CORE ENTITIES folder [] IP Interfaces.
e Configure IP Interfaces for PSTN Gateway and Google CES as shown below.

QCaudiocodes Soe  Rear  Adorse (B mmn- @

sbcl2 tekvizion! . 0 Entity, parameter, value

£} NETWORK VIEW IP Interfaces (2)

CORE ENTITIES v I .
| [ vew] ro IS Baet o1 - Show 10 recods per page
IP Interfaces (2)

Ethernet Devices (2) INDEX NAME APPLICATION TYPE INTERFACE MODE P ADDRESS PREFIX LENGTH DEFAULT GATEWAY PRIMARY DNS SECONDARY DNS ETHERNET DEVICE
Ethernet Groups (15) 0 PSTN OAMP + Media+ Cont _ 1Pv4 Manual 10.80.11.48 2 1080111 10.850.12 0000 vian 1
Google CCAI Media + Control IPv4 Manual 192,65 27 192.65. 8888 0000 vian2

Physical Ports (4)

Figure 2: IP Interfaces
7.4.1.1 Configure LAN and WAN VLANs

e Navigate to SETUP menu 1 IP NETWORK tab 7 CORE ENTITIES folder [1 Ethernet
Devices.
e Configure VLANs for LAN and WAN interfaces as shown below.

QCaudiocodes seTup

sbei2 rekvizion!.

{3 NETWORK VIEW Ethernet Devices (2)
-M e m -] Page 1 of 1 Show 10w records per page

IP Interfaces (3)

[rr——— INDEX NAME VLAN ID UNDERLYING INTERFACE TAGGING MTU
Ethernet Groups (15) L] LAN 1 GROUP_1 Untagged 1500
Physical Ports (4) 1 WAN 1 GROUP_2 Untagged 1500

Figure 3: VLAN Configuration

7.4.1.2 Configure Network Interfaces

e Navigate to SETUP menu [ IP NETWORK tab [ CORE ENTITIES folder [1 IP Interfaces.
e Configure the IP Network interfaces for PSTN Gateway and Google CES as shown below.

QCaudiocodes - @

sbcl2 tekvizion! . O Entity, parameter, value

£ NETWORK VIEW IP Interfaces (2)

CORE ENTITIES VI -
| [ New ] e RS .
IP Interfaces (2)

Ethernet Devices (2) INDEX | NAME APPLICATIONTYPE | INTERFACE MODE P ADDRESS PREFIX LENGTH DEFAULT GATEWAY  PRIMARY DNS SECONDARY DNS ETHERNET DEVICE
Ethernet Groups (15) o PSTN OAMP + Media+ Cont _ IPv4 Manal 10:80.11.48 21 1080.11.1 10.85.0.12 0000 vian 1
Physical Ports (4) Google CCAI Media + Control 1Pv4 Manual 19265 27 19265 8588 0000 vianz

Figure 4: Network Interface Configuration
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7.4.2 Configure TLS Context for Google CES

To establish a secure TLS connection between the AudioCodes VE SBC and Google CES, the
TLS context must be configured accordingly.

7.4.2.1 Create a TLS Context for Google CES

e Navigate to SETUP menu (1 IP NETWORK tab (1 SECURITY folder (1 TLS Contexts.
e Configure TLS context for Google CES as shown below.

moud iocodes SETUP MONITOR TROUBLESHOOT Save Actions v ]:r? Admin~

Mediant VE SBC IP NETWORK 0O Entity, parameter, value

® SRD Al v

{2 NETWORK VIEW TLS Contexts (2)

) N .
CORE ENTITIES m o Page1  of1 Show 10 v records per page

SECURITY
INDEX NAME TLS VERSION DTLS VERSION CIPHER SERVER
0 Default TLSV1.0 TLSV1.1 and TLSv1 2 DTLSV1.0 and DTLSV1.2 DEFAULT
Default CA Bundle [ Google CCAI TLSv1.2 DTLSV1.0 and DTLSV1.2 DEFAULT

Figure 5: TLS Context for Google CES

texts [Google CCAI]

GENERAL 0ocspP

Index OCSP Server Disable N
Name + | Google CCAI OCSP Interface - v View
TLS Version e TLSv1.2 v Primary OCSP Server 0.0.0.0

DTLS Version DTLSV1.0 and DTLSw1.2 v Secondary OCSP Server 0.0.0.0

Cipher Server DEFAULT QCSP Port 2560

Cipher Client DEFAULT OCSP Default Response Reject v
Cipher Server TLS 1.3 TLS_AES_256_GCM_SHA384:TLS_CHACHA20_P

Cipher Client TLS 1.3 TLS_AES_256_GCM_SHA384.TLS_CHACHA20_P

Key Exchange Groups X25519:P-256:P-384:X448

Strict Certificate Extension Validation  Disable v

DH key Size 2048 v

TLS Renegotiation Enable v

Use default CA Bundle Disable v

Figure 6: TLS Context for Google CES (Cont.)
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7.4.2.2 Generate a CSR and Obtain the Certificate from a Supported CA

e Navigate to SETUP menu (1 IP NETWORK tab (1 SECURITY folder (1 TLS Contexts.
e In the TLS context page, select the Google CES TLS context index row and click on
Change Certificate option.

QCaudiocodes

sbcl2 tekvizionl

{2} NETWORK VIEW TLS Contexts (2)

CORE ENTITIES A .
+ New m o Page 1 of1 Show 10% records per page

SECURITY ~ |
INDEX NAME TLS VERSION DTLS VERSION CIPHER SERVER
0 detaun TEIATES SO D TmiE

DefeuleCABundle I 1 Google TLSv1.2and TLsvi 3 DTLSV1.0 and DTLSV1 2 DEFAULT |
SNIHo-TLS Context Mapping (0)
Firewall (1) #1 [Google]
Security Settings
T A
e GENERAL ocsp
DNS A Name » Google 0CSP Server Disable
[ ~ TLS Version Lsv OCSP Interface
DTLS Version DTLSV1 Dand DTLSV1 2 Primary OCSP Server
HTTP PROXY A~
Cipher Server Secondary OCSP Server
AAA SERVERS A Cipher Client ocsp port 2560
HACHA20_POLY1305_SHA2S6:TLS_AES =
MDA CLUSTER ~ Cipher Server TLS 1.3 _CHACHAZ0_POLY1305_SHA256:TLS_AES._1 OCSP Default Response Rejec
Cipher Client TL5 1.3 s 1 CHACHA20_POLY1305_SHA256:TLS_AES_1
ADVANCED ~
Key Exchange Groups.
Strict Certificate Extension Vall... Disable
DHkey Size 2048
TLS Renegotiation Enable
Use default CA Bundle Disable
Security Level

Certificate Information Change Certificate Trusted Root Certificates

Figure 7: Change Certificate for CSR Generation

e Fill the required details in the Change Certificates link such as ‘Common Name’(CN),
Private Key Format, Private key size, and Click Generate Private Key.

QCaudiocodes

sbei2 rekvizionl...

3 NETWORK VIEW (®) TLS Context [#1] > Change Certificates
CORE ENTITIES N
SECURTY v |

TLS Contexts @) CERTIFICATE SIGNING REQUEST / GENERATE SELF-SIGNED CERTIFICATE REQUEST

Default CA Bundle
SNIHO-TLS Context Mapping (0)
Firewall (1) 12l Unit [OU]

‘ommon Name [CN] sbel 2 tekvizionlabs.com

Security Settings

r ~
LT acality or city e [L1
LaE N State [5T]
WEB SERVICES A~ elC
HTTP PROXY ~ Alternative Name [SAN! EMAIL A
AAA SERVERS ~ 2nd Sudject tive Name [SAN] AL v
MEDIA CLUSTER A 3¢ Subject Alternative Name [SAN] EMAIL .
ADVANCED ~ fth Subject Alternatve Name [SAN] AL v
‘GENERATE NEW PRIVATE KEY
RSA v
48 v

Figure 8: CSR Generation for Google CES TLS Context
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e Click on “Create CSR” to generate the CSR and get it signed by certificate authority.

moud]ocodes MONITOR TROUBLESHOOT

sbclZ.tekvizionl...

{2t NETWORK VIEW Create CSR

After creating the CSR, copy the text below (including the BEGIN/END lines) and send it to your Certification Authority for signing.
CORE ENTITIES & ~ t!

SECURITY v
TLS Contexts (2)

Default CA Bundle
SNI-to-TLS Context Mapping (0)
Firewall (0)

Security Settings

QUALITY A
DNS ~ 1 - END CERTIFICATE REQUEST-----
WEB SERVICES A

Figure 9: CSR Generation for Google CES TLS Context (Cont.)
7.4.2.3 Upload the AudioCodes VE SBC Certificate

o Navigate to SETUP menu [ IP NETWORK tab [ SECURITY folder [1 TLS Contexts.
In the TLS context page, select the Google CES TLS context index row and click on Change
Certificate option.

e Scroll further down and opt for Load Device Certificate File to upload the AudioCodes VE
SBC certificate to it.

QCaudiocodes MONITOR  TROUBLESHOOT Restart Actions LY amn-

Mediant VE SBC IP NETWORK £ Entity, parameter, value

£ NETWORK VIEW Important: generation of private key is a lengthy operation during which the device service may be affected.

Generate Private Key
CORE ENTITIES A

| SECURITY v |

TLS Contexts (2)

Default CA Bundle

UPLOAD CERTIFICATE FILES FROM YOUR COMPUTER

Private key pass-phrase (optional)
SNI-to-TLS Context Mapping (0)

Firewall (0) Send Private Key file from your computer to the device.
Security Settings The file must be in either PEM or PFX (PKCS#12) format.
QUALITY & Note: Replacing the private key is not recommended but if it's done, it should be over a physically-secure network link.
DNS A Load Private Key File
A
VSSRGS Send Device Certificate file from your computer to the device.
The file must be in textual PEM format.
HTTP PROXY A
l Load Device Certificate File ‘
AAA SERVERS A

Figure 10: SBC Certificate Upload
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Upload Intermediate Certificates:

e Navigate to SETUP menu 7 IP NETWORK tab (7 SECURITY folder [ TLS Contexts
e In the TLS context page, select the Google CES TLS context index row and click on Trusted
Root Certificates option.

mOUdiOCOdeS MONITOR TROUBLESHOOT Restart Actions = o, Admin~

Mediant VE SBC IP NETWORK O Entity, parameter, value

® SRD Al v

GENERAL ocsp
ﬁ:} NETWORK VIEW
Name * Google CCAl OCSP Server Disable
CORE ENTITIES A TLS Version * TLSv12 OCSP Interface = View

SECURITY V) DTLS Version DTLSV1.0 and DTLSv1.2 Primary OCSP Server 0.0.0.0
i FAULT 0.0.0.0
TLS Contexts (2) Cipher Server DEFAUL Secondary OCSP Ser. 0.0.0.0

Default CA Bundle Cipher Client DEFAULT OCSP Port 2560

SNI-to-TLS Context Mapping (0) Cipher Server TLS 1.3 TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1 OCSP Default Respo. Reject
Firewall (0) Cipher Client TLS 1.3 TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1
Security settings Key Exchange Groups X25519:P-256:P-384:X448
QUALITY ~ Strict Certificate Ex... Disable
— A DH key Size 2048
TLS Renegotiation Enable
WEB SERVICES N
Use default CA Bundle Disable
HTTP PROXY A
AAA SERVERS A
MEDIA CLUSTER A Certificate Information >> Change Certificate >> Trusted Root Certificates >>

Figure 11: Trusted Root Certificates

e Within the Trusted Root Certificates page, click the Import button and import the
Intermediate Certificates.

QCaudiocodes SeTup

sbcl2 tekvizion... O Entity, parameter, value

{2} NETWORK VIEW @ TLS Context [#1] >|Trusted Root Certificates

~
CORE ENTITIES i+ ce Pagez of2 0w View11-130f 19 w Export || Remove
| SECURITY v I
INDEX SUBJECT ISSUER EXPIRES

TLS Contexts (2)
Default CA Bundle

SNI-to-TLS Context Mapping (0) I‘u Go Daddy Root Certificate Autho The Go Daddy Group, Inc. Fri, 30 May 2031 01:30:00 GMT

Firewall (1) 13 Go Daddy Secure Certificate AUt G Daddy Root Certficate AUING Sat, 03 May 203101:30:00 GMT

Security Setings

QUALITY A
DNS ~
WEB SERVICES A~

Calamtad Daws 40

Figure 12: Import Trusted Root Certificates

Property of TekVizionLabs
Page 13



7.4.2.4 Upload Google Trusted Root Certificate

e Download the Google Root Certificates from the following link https://pki.goog/repository/
and select the label GTS Root R1 only.
Navigate to SETUP menu [ IP NETWORK tab [ SECURITY folder [] TLS Contexts.

e In the TLS context page, select the Google CES TLS context index row and click on the
Trusted Root Certificates option.

e Within the Trusted Root Certificates page, click the Import button and load Google Root
Certificate as shown below.

moudiocodes MONITOR TROUBLESHOOT Actions ~ Admin ~
sbci2.tekvizionl... O Entity, parameter, value
£} NETWORK VIEW (®) TLS Context [#1] > Trusted Root Certificates
CORE ENTITIES s View e Pager of2 o o 0 Vew11-200120
SECURITY v
l ] INDEX SUBJECT ISSUER EXPIRES
) [0 GTS Root R1 GTS Root R1 Sat, 21 Jun 2036 18:30:00 GMT |

Default CA Bundle

SNI-to-TLS Context Mapping (0)
Firewall (0)

Security Settings

QUALITY A
DNS A
WEB SERVICES ~

Figure : GTS Root R1 Certificate
7.4.3 Configure Media Realms

e Navigate to SETUP meu [] SIGNALING & MEDIA tab [ CORE ENTITIES folder [ Media

Realms.
e Configure Media Realms for PSTN Gateway and Google CES as shown below.

QCaudiocodes SEfGell  vonor wn acons- (W
bt 2 tekvizion! . SIGNALING & MEDIA 0 Emity, parameter, value
£ TOPOLOGY VIEW Media Realms (2)
CORE ENTITIES v ] -
I m (] Page of 1 Show 10w records per page
SRDs (1)
JIA 5 le]
SIP Interfaces (2) INDEX NAME 1PVA INTERFACE NAME UDF PORT RANGE START [“E\J(zh::\FR OF MEDIA SESSION UDP PORT RANGE END DEFAULT MEDIA REALM
NENRE— 0 PSTN_MR PSTN 6000 100 6399 Yes
Prosy Set=(@) Google CCAl Google CCAl 7000 100 7399 No
IP Groups (2)

Figure : Configure Media Realms
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7.4.4 Configure SIP Signaling Interfaces

e Navigate to SETUP menu [ SIGNALING & MEDIA tab [T CORE ENTITIES folder [1 SIP
Interfaces.
e Configure SIP Signaling Interfaces for PSTN Gateway and Google CES.

Google CES:

[Google CCAI]
Index 1 Media Realm ® | #1[Google CCAI] v | View
Name *  Google CCAl Direct Media Disable v
! Topology Location e Up hd MSRP TCP Port 0
(
Network Interface +  #2[Google CCAI] v | View MSRP TLS Port 0
Application Type SBC v
UDP Port . 0 SECURITY
TCP Port 5060
TLS Context Name * | #1[Google] h
TLS Port 5061
TLS Mutual Authentication o Enable ~
H SCTP Port [
Message Palicy . - v | View
SCTP Secondary Network Interface . - v  View
User Security Mode Not Configured v
Additional UDP Ports
Enable Un-Authenticated Registrations Not configured v
Additional UDP Ports Mode Always Open v
Max. Number of Registered Users -1
Encapsulating Protocol No encapsulation e
Enable TCP Keepalive «+ Enable v ]

Figure 15: SIP Signaling Interfaces for Google CES

SCTP Secondary Network Interface . v  View

User Security Mode Not Configured v
Additional UDP Ports
Enable Un-Authenticated Registrations Not configured v
I
| Additional UDP Ports Mode Always Open v
| Max. Number of Registered Users -1
Encapsulating Protocol No encapsulation v
Enable TCP Keepalive e Enable v
Used By Routing Server Not Used ~
Pre-Parsing Manipulation Set .- v | View
CAC Profile . - v | View
CLASSIFICATION
Classification Failure Response Type 500
Pre-classification Manipulation Set ID -1
Call Setup Rules Set ID -1
Classify By Registration DB Enable v

Figure 16: SIP Signaling Interfaces for Google CES (Cont.)
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PSTN Gateway:

[PSTN]

GENERAL

Index
Name
Topology Location

Network Interface

~

e« PSIN

.
#®
&l
9q

- | View

Application Type

UDP Port

TCP Port.

TLS Port

SCTP Port.

SCTP Secondary Network Interface
Additional UDP Ports

Additional UDP Ports Mode

. v View

Always Open v

MEDIA
IMedia Realm #2 [PSTN_MR] v | View
Direct Media isable v
MSRP TCP Port 0
MSRP TLS Port 0
SECURITY
TLS Context Name . v
TLS Mutual Authentication v
Message Policy . v | View
User Security Mode Not Configured v
Enable Un-Authenticate: Not configured v

Figure 17: SIP Signaling Interfaces for PSTN Gateway

SCTP Secondary Network Interface

Additional UDP Ports

\ Additional UDP Ports Mode
Encapsulating Protocol
Enable TCP Keepalive

| Used By Routing Server
Pre-Parsing Manipulation Set

CAC Profile

CLASSIFICATION

Classification Failure Response Type
Pre-classification Manipulation Set ID
Call setup Rules Set ID

Classify By Registration DB

Figure 18: SIP Signaling Interfaces for PSTN Gateway (Cont.)

. v  View

Always Open

No encapsulation

Disable

Not Used
. - v  View
. - v View

500

1

-1

Enable

User Security Mode

Not Configured

Enable Un-Authenticated Registrations Not configured

Max. Number of Registered Users
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7.4.5 Configure Proxy Sets and Proxy Address

e Navigate to SETUP menu 1 SIGNALING & MEDIA tab [1 CORE ENTITIES folder [ Proxy
Sets.

e Configure proxy sets for PSTN Gateway and Google CES as shown below.

QCaudiocodes SEURN)  vonor

sbet2rekvionl_ SIGNALING & MEDIA O Envity, parameter, value
£} TOPOLOGY VIEW Proxy Sets (2)
CORE ENTITIES v ] -

( o BB o —

SRDs (1

Media Realms (2) [ PSTN_PS DefaultSAD (#0) PSTN 60 Disable

Proxy Sets 2) 1 Google CCAI SIPREC DefaultSRD (#0] Google CCAI &0 Homing Enable

IP Grouos (2)

Figure : Configurations of Proxy Sets

Google CES:

PSTN Gateway:

[Google CCAI SIPREC]
GENERAL REDUNDANCY
Index 1 Redundancy Mode e Homing v
( Name e | Google CCAI SIPREC Proxy Hot Swap Mode o Enable v
SBC IPv4 SIP Interface e #1[Google CCAI] v View Proxy Load Balancing Method « Random Weights v
TLS Context Name = #1[Google] - Min. Active Servers for Load Balancing 1
I
KEEP ALIVE FDUEED
Proxy Keep-Alive o Using OPTIONS v Classification Input 1P Address only v
H Proxy Keep-Alive Time [sec] o 60 DNS Resolve Method o SRV v
Keep-Alive Failure Responses Accept DHCP Proxy List Disable h
Success Detection Retries 1 TCP/TLS Connection Reuse Use Global Setting v
Success Detection Interval 10 TLS Remote Subject Name
Failure Detection Retransmissions 1 Peer Host Name Verification Mode Use Global Settings v
In-Call Route Mode Disable w

Figure 20: Proxy Set Configuration of Google CES

[PSTN_PS]

GENERAL REDUNDANCY

Index 2 Redundancy Mode v
Name | PSTN_PS Proxy Hot Swap Mode Disable v
SBC IPv4 SIP Interface o | #2PsTN] v | View Proxy Load Balancing Method Disable o
TLS Context Name o - Min. Active Servers for Load Balancing 1
KEEP ALIVE ADVANCED

Proxy Keep-Alive | Using OPTIONS - Classification Input IP Address only v
Proxy Keep-Alive Time [sec] . 60 DNS Resolve Method v
Keep-Alive Failure Responses Accept DHCP Proxy List Disable v
Success Detection Retries 1 TCP/TLS Connection Reuse Use Global setting v
Success Detection Interval 10 TLS Remote Subject Name

Failure Detaction Retransmissions 1 Peer Host Name Verification Mode Use Global Settings v

In-Call Route Mode Disable v

Figure 21: Proxy Set Configuration of PSTN Gateway
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Proxy Address Configuration:

e Navigate into SETUP menu 1 SIGNALING & MEDIA tab [ CORE ENTITIES folder (1 Proxy
Sets.

e Select the Google CES SIPREC Proxy Set and add the Proxy Address by clicking Proxy
Address items>> and +New.

mQu d iOCOdeS SETUP MONITOR

sbci2 rekvizionl...

TROUBLESHOOT Sav Restart

SIGNALING & MEDIA

{2} TOPOLOGY VIEW

I CORE ENTITIES v I GENERAL REDUNDANCY
SRDs (1) SRD  DefaultSRD View Redundancy Mode .
SIP Interfaces (3) Name ® PSTN_PS Proxy Hot Swap Mode Disable
Media Realms (3) SBC IPv4 SIP Interface * PSTN Proxy Load Balancing Me. Disable
EED 15 Contet e p———
IP Groups (3)
CODERS & PROFILES N KEEP ALIVE ADVANCED
SBC A Proxy Keep-Alive ® Using OPTIONS Classification Input IP Address only
Proxy Keep-Alive Time [sec] * 90 DNS Resolve Method
SIP DEFINITIONS A
Keep-Alive Failure Respon. Accept DHCP Proxy List Disable
MESSAGE MANIPULATION A~ Success Detection Retries 1 TCP/TLS Connection Reuse Use Global Setting
MEDIA A Success Detection Interval 10 TLS Remote Subject Name:
Failure Detection Retrans... =1 Peer Host Name Verificati... Use Global Settings
INTRUSION DETECTION A
In-Call Route Mode Disable
SIP RECORDING 2 Reliable Connection Failu Disable
PROXY ADDRESS TYPE
10.64. 5060 TCP

Figure 22: Proxy Address Configuration

e Enter the Google FQDN as proxy Address in the Google Proxy set and select transport
type as TLS

TROUBLESHOOT

QCaudiocodes

sbci2.tekvizionl...

£} TOPOLOGY VIEW @ Proxy Sets [#1] > Proxy Address (1)

[ CORE ENTITIES v ]
+ New

ss [us.telephony.goog:5672]

SRDs (1)
SIP Interfaces (3) INDEX
Media Realms (3) 0 GENERAL
Proxy Sets (3)
P Groups (3) #0 [us.telep Index 0
Proxy Address o ustelephony
CODERS & PROFILES ~
GENERAL Transport Type e TS v
SBC ~
) proyAdds Proxy Priority 0
SIP DEFINITIONS N Transport Ty
Proxy Random \ o
MESSAGE MANIPULATION ~ Proxy Priorig
Proxy Randc
MEDIA ~

Figure 23: Proxy Address Configuration of Google CES
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e Select the PSTN Proxy Set and add the Proxy Address by clicking Proxy Address X
items>> and +New.

e Enter the PSTN gateway IP as Proxy Address in the PSTN proxy set and select transport as
TCP.

QCaudiocodes

sbci2.tekvizionl...
43 TOPOLOGY VIEW () Proxy Sets [#2] > Proxy Address (1)
[10.64. 5060]
| CORE ENTITIES .
SRDs (1)
SIP Interfaces (3) INDEX GENERAL
Media Realms (3) 0
Proxy Sets (3) Index 0
e #0[10.64.1
IP Groups (3) [ Proxy Address e 1064 5060
CODERS & PROFILES ~ Transport Type e TCP v
GENERAL
SBC A Proxy Priority 0
Proxy Addre
SIP DEFINITIONS ~ Transport T Proxy Random Weight 0
MESSAGE MANIPULATION ~ RieyiEuon
Proxy Rand:

Figure 24: Proxy Address Configuration of PSTN Gateway
7.4.6 Configure Coders

e Navigate to SETUP menu [ SIGNALING & MEDIA tab [1 CODERS & PROFILES folder [
Coder Groups.
e Configure the required Codecs as shown below.

moudiOCOdeS SETUP MONITOR TROUBLESHOOT Actions C_j Admin @

Mediant VE SBC SIGNALING & MEDIA O Entity, parameter, value

® SRD  All v

£} TOPOLOGY VIEW Coders Groups (1)
CORE ENTITIES A
m ] Page 1 of 1 Show 10 ™ records per page
| CODERS & PROFILES v ‘
INDEX NAME
IP Profiles (3)

X 0 AudioCodersGroups_0
Coder Settings

#0[AudioCodersGroups_0] m V

Allowed Audio Coders Groups (1)

Allowed Video Coders Groups (0)

SBC A GENERAL
Name * AudioCodersGroups_0
SIP DEFINITIONS A
MESSAGE MANIPULATION A
MEDIA A

Coders Table 4 items >>

Figure 25: Coders Configurations
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QCaudiocodes SEupl non

sbei2.tekvizion!... SIGNALING & MEDIA

O Entity, parameter, value

£} TOPOLOGY VIEW @ Coders Groups [#0] > Coders Table (2)
BE5lEEILED ~ o Page of 1 Show 10% records per page
[ CODERS & PROFILES v I
INDEX NAME PTIME RATE PAYLOAD TYPE SILENCE SUPPRESSION CODER SPECIFIC

IP Profiles (3) 0 S71Uaw 2 54 0 Disable

Coder Settings 1 GT11Alaw 20 64 8 Disable

‘Alowed Audio Coders Groups (1) #0[G.711U-aw]
Allowed Video Coders Groups (0)

Figure 26: Coders Configurations (Cont.)

To Set a preferred coder for the Google CES:

e Navigate to the SETUP menu [ SIGNALING & MEDIA tab (1 CODERS & PROFILES folder
71 Allowed Audio Coders Groups.

a:oud iocodes SETUP | MONITOR  TROUBLESHOOT

Mediant VE SBC SIGNALING & MEDIA

Restart Lf Admin~ @

O Entity, parameter, value

£} TOPOLOGY VIEW Allowed Audio Coders Groups (1)
CORE ENTITIES A
[ o RS Page 1 of1 - Show 10 records per page
| CODERS & PROFILES v |
INDEX NAME
1P Profiles (3)
0 G711 I
Coder Settings

Coders Groups (1)

#0[G711]

Allowed Video Coders Groups (0)

SBC ~ GENERAL

Name * G711
SIP DEFINITIONS A
MESSAGE MANIPULATION N

| Allowed Audio Coders 1 items >:|

Figure 27: Coders Configurations (Cont.)

e Click +New and configure a new Allowed Audio Coders Group for Google CES with the
preferred Codec list.

e Assign the configured Allowed Audio Coders Group to the respective Google CES IP
Profile.

q:oudiocodes SETUP MONITOR TROUBLESHOOT

Mediant VE SBC SIGNALING & MEDIA

® SRD Al

0 adrmin
[;1 Admin~

O Entity, parameter, value

£} TOPOLOGY VIEW (®) Allowed Audio Coders Groups [#0] > Allowed Audio Coders (1)
CORE ENTITIES A
o Page 1 of 1 Show 10 v records per page

| CODERS & PROFILES v |

P Profiles (3) INDEX CODER USER-DEFINED CODER

rofiles
) 0 6711 U-law

Coder Settings

Coders Groups (1) #0
‘ Allowed Audio Coders Groups (1)

Figure : Coders Configurations (Cont.)
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7.4.7 Configure IP Profiles

e Navigate to SETUP menu [ SIGNALING & MEDIA tab (7 CODERS & PROFILE folder (1 IP
Profiles.
e |P Profile configuration for Google CES and PSTN Gateway are shown below.

moudn;codes SETUP MONITOR TROUBLESHOOT

sbel2 rekvizion. SIGNALING & MEDIA

£} TOPOLOGY VIEW IP Profiles (2)

A~ -
CORE ENTITIES m (] Page1  of1 Show 10 records per page
CODERS & PROFILES A

INDEX NAME

IP Profiles 2) | 0 PSTN_IP

N

Coder Settings 3 Google CCAL_IP

Coders Groups (1)

Figure 29: IP Profile Configurations

PSTN Gateway IP:

GENERAL SBC SIGNALING
Index 1 PRACK Mode Transparent v
Name = | PSTN_IP P-Asserted-Identity Header Mode Asls v
Created by Routing Server Diversion Header Mode Asls v
Used By Routing Server Not Used v History-Info Header Mode Asls v
Session Expires Mode Transparent v
MEDIA SECURITY SIP UPDATE Support Supported v
SBC Media Security Mode » | Not Secured v Remote re-INVITE Supported e
Symmetric MKI Disable - Remote Delayed Offer Support Supported v
MKl Size 0 MSRP re-INVITE/UPDATE Supported v
SBC Enforce MKI Size Don't enforce v MSRP Offer Secup Role Actpass e
SBC Media Security Method SDES ~ MSRP Empty Message Format Defaulc h

Figure 30: IP Profile Configurations of PSTN Gateway

Remote Multiple Early Dialogs According to Operation Mode v
SBC REGISTRATION
Remate Multiple Answers Mode Disable v
! User Registration Time 0
I Remote Early Media RTP Detection Mode By Signaling v
NAT UDP Registration Time -1
Remote RFC 3960 Support Not Supported v
B NAT TCP Registration Time -1
Remote Can Play Ringback Yes '
| UnRegister on WebSocket Disconnect Enable
( Generate RTP None e
SBC FORWARD AND TRANSFER
SBC MEDIA
Remote REFER Mode Regular
3 SDP Subsequent Responses Mode Handle All ~
Remote Replaces Mode Standard
Mediation Mode RTP Mediation v
Play RBT To Transferee No
- Extension Coders Group . - v | View
Remote 3xx Mode Transparent
Allowed Audio Coders * | #0[GI11] v | View I
Send Header for Transfer None
Allowed Coders Mode Restriction ™

Figure 31: IP Profile Configurations of PSTN Gateway (Cont.)
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Allowed Video Coders . v | View

SBC HOLD
I Allowed Media Types
Remote Hold Format Transparent v
Direct Media Tag
Reliable Held Tone Source Yes v
RFC 2833 Mode Asls v
Play Held Tone No v
i RFC 2833 DTMF Payload Type 0
‘
Alternative DTMF Method Asls v
SBC FAX
Send Multiple DTMF Methods Disable v
Receive Multiple DTMF Methods Disable v Fax Coders Group O v | View
1 Adapt RFC2833 BW to Voice coder BW Disabled v Fax Mode Asls v
SDP Ptime Answer Remote Answer v Fax Offer Mode All coders v
Preferred PTime 0 Fax Answer Mode single coder v
Use Silence Suppression Transparent ~ Remote Renegotiate on Fax Detection Transparent M
RTP Redundancy Mode Asls v Fax Rerouting Mode Disable v
RTCP Mode Transparent v

Figure 32: IP Profile Configurations of PSTN Gateway (Cont.)

Jitter Compensation Disable v MEDIA
ICE Mode Disable v Broken Connection Mode Disconnect ~
SDP Handle RTCP Don't Care v No RTP Mode Disconnect v
RTCP Mux Not Supported v Media IP Version Preference only IPv4 v
RTCP Feedback Feedback Off v RTP Redundancy Depth Disable v
Re-number MID Disable v
Voice Quality Enhancement Disable v LOCAL TONES
Switch Coder Upon Voice Quality Disable v
Local Ringback Tone Index -1
Max Opus Bandwidth 0
Local Held Tone Index -1
Generate No-Op Packets Disable v
Ennanced PLC Disable v
SBC Multiple Coders Not Supported v
SBC Allow Only Negotiated PT Disable v
Add Media IP Change Header Disable v

Figure 33: IP Profile Configurations of PSTN Gateway (Cont.)

SBC Precondition Not Supported hd
BFCP IP from Audio Media According to Global Parameter v
Remove EXTMAP Disable v

QUALITY OF SERVICE

RTP IP DiffServ 46

RTP Video Diffserv -1

Signaling DiffServ 24
{ Data DiffServ 0

JITTER BUFFER

Dynamic Jitter Buffer Minimum Delay [msec] 10
Dynamic Jitter Buffer Optimization Factor 10
Jitter Buffer Max Delay [msec] 300

Figure 34: IP Profile Configurations of PSTN Gateway (Cont.)
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Google CES:

[Google CCALIP]

GENERAL SBC SIGNALING
Index 2 PRACK Mode Transparent v
Name » | Google CCALIP P-Asserted-Identity Header Mode Asls v
{ Created by Routing Server Diversion Header Mode Asls v
Used By Routing Server Not Used v History-Info Header Mode Asls v
Session Expires Mode e Supported v
MEDIA SECURITY SIP UPDATE Support Supported v
SBC Media Security Mode o | Secured * Remote re-INVITE Supported s
Symmetric MKI Disable o Remote Delayed Offer Support Supported v

Figure 35: IP Profile configurations of Google CES

s [Google CCAIIP]

- e Rout 0 Operatic
[EF( Remove Crypto Lifetime inSDP o  Yes v] Keep! g Routing Headers peration Mode e
] Keep User-Agent Header According to Operation Mode v
[ SBC Remove Unknown Crypto N v
| Use Initial Incoming INVITE for Re-INVITE Disable v
Crypto Suites Group . v | View 6
Handle X: No v
En(r”_;;[ on on RTCP Packets Asls v
| v
t . 1SUP Variant w2 v
SBC EARLY MEDIA
Max Call Duration [min] 0
Remote Early Media supported v
Broken Signaling Connection Mode Ignore v
Remote Multiple 18x supported v
| Disconnect In-Dialog Subscribe Failure Enable v
Remote Early Media Response Type v

Remote Multiple Early Dialogs

Remote REFER Mode Regular v
SDP Subsequent Responses Mode Handle All v

Fi Remote Replaces Mode Standard v
Mediation Mode RTP Mediation v

I Play RET To Transferee No v
s Extension Coders Group . - v  View

5 Remote 3xx Mode Transparent v

[AHowed Audio Coders * #0[G711] v | View I

3 Send Header for Transfer None A
" Allowed Coders Mode Restrictior v
Allowed Video Coders . - v View

SBC HOLD

Figure 37: IP Profile Configurations of Google CES (Cont.)
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[Google CCALIP]

Allowed Video Coders . - v | View

SBC HOLD
Allowed Media Types

Remote Hold Format Transparent v
Direct Media Tag

Reliable Held Tone Source Yes v
RFC 2833 Mode Asls v

Play Held Tone No v
RFC 2833 DTMF Payload Type 0
Alternative DTMF Method Asls v

SBC FAX
Send Multiple DTMF Methods Disable A
Receive Multiple DTMF Methods Disable v Fax Coders Group . - v | View
Adapt RFC2833 BW to Vaice coder BW Disabled v Fax Mode Asls v
SDP Ptime Answer Remote Answer v Fax Offer Mode All coders v
preferred PTime 0 Fax Answer Mode Single coder v
Use Silence Suppression Transparent v Remote Renegotiate on Fax Detection Transparent v
RTP Redundancy Mede Asls v Fax Rerouting Mode Disable v
RTCP Mode Transparent v

Figure 38: IP Profile Configurations of Google CES (Cont.)

Jitter Compensation Disable ~ MEDIA
\ ICE Mode Disable v Broken Connection Mode Disconnect e
SDP Handle RTCP Don't Care v No RTP Mode Disconnect -
RTCP Mux Not Supported M Media IP Version Preference only Ipva v
| RTCP Feedback Feedback Off v RTP Redundancy Depth Disable v
! Re-number MID Disable v
Voice Quality Enhancement Disable v LOCAL TONES
Switch Coder Upon Voice Quality Disable v
Local Ringback Tone Index -1
) Max Opus Bandwidth 0
Local Held Tone Index -1
Generate No-Op Packets Disable v
1 Enhanced PLC Disable v
SBC Multiple Coders Not Supported v
SBC Allow Only Negotiated PT Disable v
Add Media IP Change Header Disable ~

Figure 39: IP Profile Configurations of Google CES (Cont.)

[Google CCALIP]

Remove CSRC Disable A
SBC Precondition Not Supported v
BFCP IP from Audio Media According to Global Parameter v
Remove EXTMAP Disable v

QUALITY OF SERVICE

RTP IP DiffServ 46

RTP Video DiffServ -1
I Signaling DiffServ 24

Data DiffServ 0

JITTER BUFFER

Dynamic Jitter Buffer Minimum Delay [msec] 10

Dvnamic litter Buffer Onfimizarion Factor 10

Figure 40: IP Profile Configurations of Google CES (Cont.)
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7.4.8 Configure IP Groups

e Navigate to SETUP menu 1 SIGNALING & MEDIA tab (7 CORE ENTITIES folder 1 IP

Groups
e |P Groups Config towards Google CES and PSTN Gateway are shown below.

¢OUdiOCOd@S SETUP MONITOR TROUBLESHOOT a Admin « @

sbci2.tekvizioni... SIGNALING & MEDIA 0 Entity, parameter, value

{2t TOPOLOGY VIEW IP Groups (2)

CORE ENTITIES v ] -
Edit m Page 1 of 1 Show 10% records per page X

SRDs (1)
SIP Interfaces (7} 5B MEDIA SIPGROUP  CLASSIFY BY Ir::;::g ELE‘;S::ENU
Media Realms (2) INDE)  NAME SRO TP ;g&gEAHON PROXYSET 1P PROFILE REALM NAME PROXY SET MANIPULATIC  MANIPULATI
Proxy Sets (2) SET. SET
IP Groups (2) 0 PSTN_IPG DefaultSRC  Server B2BUA PSTN_PS PSTN_IP PSTN_MR Enable 3 3
1 Google CCALN [l DefaultSRL  Server B2BUA Google CCAISI Google CCALIl Google CCAI ustelephony.s Enable 2 2
rAnEDE 9 noncn cc ~

Figure 41: IP Group Configurations

e Select the respective Proxy Set, IP Profile, Media Realm and Media TLS Context for Google IP
Group and enter Google FQDN as SIP Group Name.

s [Google CCAIIPG]

ndex QoE Profile - v  View
Name | Google CCALIPG Bandwidth Profile . - v View
Topology Location s Up v User Voice Quality Report Disable v
Type Server v

Proxy Set = | #1[Google CCAI SIPREC] v | View MESSAGE MANIPULATION

P Profle *| #2[Google CCALIR] v | iew Inbound Message Manipulation Set .2

Media Realm © #1[Google CCA v | View Outbound Message Manipulation Set .2

nternal Media Realm . - v | View Message Manipulation User-Defined String 1

Contact User Message Manipulation User-Defined String 2

SIP Group Name = | us.telephony goog Proxy Keep-Alive using IP Group settings Disable v
Created By Routing Server
Used By Routing Server Not Used v SBC REGISTRATION AND AUTHENTICATION

Proxy Set Connectivi
ad v Max. Number of Registered Users 1

Registration Mode User Initiates Registration v

Figure 42:IP Group Configurations of Google CES

P Groups [Google CCALIPG] - X

VIGA- INUIHIDCH U1 RegISte! o0 USer = r
Registration Mode User Initiates Registration v

SBC GENERAL
Dedicated Connection Mode Disable v

Classify By Proxy Set Enable v User Stickiness Disable v

Validate Source IP Disable hd User UDP Port Assignment Disable v

[ SBC Operation Mode e B2BUA v ] Authentication Mode User Authenticates v
SBC Client Forking Mode Sequential v Authentication Method List
CAC Profile o v | View SBC Server Authentication Type According to Global Parameter v

Figure 43: IP Group Configurations of Google CES (Cont.)
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[Google CCAL IPG]

SBC PSAP Mode Disable v
Route Using Request URI Port Disable A
Media TLS Context & | #1[Google] v
Keep Original CalHiD No v
Dial Plan . v | View
Call Setup Rules Set ID 1

Tags

SBC Alternative Routing Reasons Set . v | View
Teams Local Media Optimization Handling None v
Teams Local Media Optimization Initial Behavior | DirectMedia v
Teams Local Media Optimization Site

Teams Direct Routing Mode Disable v
Metering Remote Type Regular h
Report Metering Enable v

Figure 44: IP Group Configurations of Google CES (Cont.)

Select the respective Proxy Set, IP Profile and Media Realm for PSTN Gateway IP Group and
enter the PSTN Gateway IP as SIP Group name.

SRD #0 [DefaultSRD) -

GENERAL QUALITY OF EXPERIENCE
ndex 0 QOE Profile . v | View
Name = | PSTN_IPG Bandwidth Profile . v | View
s Up ™ User Voice Quality Report Disable v

Type Server v

Proxy Set ®  #0[PSTN_PS] v | View MESSAGE MANIPULATION

P Profile ® | #OIPSTNIP] v | Ve Inbound Message Manipulation Set e 3

Media Realm | #0[PSTN_MR] v | View Outbound Message Manipulation Set .3

nternal Media Realm . v View Message Manipulation User-Defined String

Contact Use Message Manipulation User-Defined String 2

SIP Group Name Proxy Keep-Alive using IP Group settings Disable v

Figure 45: IP Group Configurations of PSTN Gateway

SBC GENERAL
Dedicated Connection Mode
Classify By Proxy Set Enable v User Stickiness
Validate Source IP Disable v User UDP Port Assignment
I SBC Operation Mode s B2BUA v ] Authentication Mode
SBC Client Forking Mode Sequential ~ Authentication Method List
CAC Profile . - v | View SBC Server Authentication Type
SIP Source Host Name OQAuth HTTP Service .
Username As Client
ADVANCED Password As Client .
Username As Server
Local Host Name
Password As Server .
Teams Registration Mode
UUI Format Disable v
Always Use Src Address No v

Disable v
Disable v
Disable v
User Authenticates v
According to Global Parameter v

v | View
Disable v

Figure 46: IP Group Configurations of PSTN Gateway (Cont.)
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SBC ADVANCED

Source URI Input

Destination URI Input

SIP Connect N

SBC PSAP NV Disable
Route Usi ng Request URI Port Disable
Media TLS Context * #0 [defaul)
Keep Original Cal-ID No

Dial Plan .
Call Setup Rules Set ID 1
Tags

SBC Alternative Routing Reasons Set .

GW GROUP STATUS

GW Group Registered IP Address

GW Group Registered Status

Figure 47: IP Group Configurations of PSTN Gateway (Cont.)

[PSTN_IPG]
SBC PSAP Mode Disable
Route Using Request URI Port Disable
Media TLS Context ®  #0[defaul]
Keep Original Call-ID No
Dial Plan .

Call setup Rules set ID -1

Tags

SBC Alternative Routing Reasons Set .

Teams Local Media Optimization Handling None
Teams Local Media Optimization Initial Behavior | DirectMedia

Teams Local Media Optimization Site

Teams Direct Routing Mode Disable
Metering Remote Type Regular
Report Metering Enable

Figure 48: IP Group Configurations of PSTN Gateway (Cont.)
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7.4.9 Configure Media Security

e Navigate to SETUP menu [1 SIGNALING & MEDIA tab (1 MEDIA folder [T Media Security.
e Enable Media Security as shown below.

QCaudiocodes sETup

sbci2 tekvizion!. SIGNALING & MEDIA 0 Entity, parameter, value
4} TOPOLOGY VIEW Media Security
CORE ENTITIES - GENERAL AUTHENTICATION & ENCRYPTION
CODERS & PROFILES A
[Mﬂd‘a Security . ] Authentication on Transmitted RTP Packets | Active v
SBC ~
Offered SRTP Cipher Suites Al e Encryption on Transmitted RTP Packets Active v
SIP DEFINITIONS A
ARIA Protocol Support
Encryption on Transmitted RTCP Packets Active v
MESSAGE MANIPULATION ~
MASTER KEY IDENTIFIER SRTP Tunneling Authentication for RTP
MEDIA v

SRTP Tunneling Authentication for RTCP

Media Security
Master Key Identifier (MKI) Size 0

Crypto Suite Groups (1)
RTP/RTCP Settings Symmetric MKI
Voice Settings

Fax/Modem/CID Settings

Figure 49: Media Security Configuration
7.4.10 Configure IP to IP Call Routing

e Navigate to SETUP menu [1 SIGNALING & MEDIA tab [ SBC folder [ Routing [ IP-to-IP
Routing
e Configure required routing rules as shown below.

QCaudiocodes

sbet 2 tekvizion]. O Eentity, parameter, value

{2} TOPOLOGY VIEW IP-to-IP Routing (3)
~ -
srissinE [ new | can | imeere ISP Poget  or1 - - Show saw reconssperpoge
CODERS & PROFILES - SOURCE DESTINATION
ROUTING ALTERNATNVE  SOURCEIP . . DESTINATION ~ DESTINATION P DESTINATION  DESTINATION
INDEX  NAME ’ REQUESTTYPE  USERMAME USERNAME - /
I SBC ] PoLICY ROUTE OPTIONS  GROUP PATTERN PATTERN 'YPE GROUP SIP INTERFACE ADDRESS
Classification (0) 0 OPTICNS Default SBCRouti Route Row. Any OPTIONS * * DestAddress - internal
~ 3 GooglewoPSTN  Default SBCRouti Route Row Google CCALIPG  All . . 1P Group PSTN_IPG PSTN
SBC Routing Palicies (1) 4 PSINtoGoogle  Default SBCRout Routs Row PSTN_IPG Al . . 1P Group Google CCALIPG  Google CCAI

soformons :
Figure 50: IP to IP Routing
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7.4.11 Configure Message Manipulation Rules

e Navigate to SETUP menu [ SIGNALING & MEDIA tab ' MESSAGE MANIPULATIONS
folder [ Message Manipulations

e Configure message manipulation towards Google CES as shown below.

moudiocodes SETUP MONITOR TROUBLESHOQ

sbel2tekvizionl... SIGNALING & MEDIA

O Entity, parameter, value

£} TOPOLOGY VIEW Message Manipulations (11)
CORE ENTITIES A~ .
[+ new] dn | insere [RNPRRIEC Poge ot Sow v reordsperpage
CODERS & PROFILES ~
INDEX NAME MANIPULATION SET 1D MESSAGE TYPE CONDITION ACTION SUBJECT ACTION TYPE ACTION VALUE ROW ROLE
SBC A 0 call-info Google 2 Invite.Request Header call-info Add *<hitp://dialogflow.googl Use Current Conditior
1 removecallinfo 2 Header.Call-Info regex (< Header.Call-Info Modify 51433 Use Current Condition
SIP DEFINITIONS A
2 Request URI Header Request-URLURL Modify +1314944 Use Current Conditior
IMFigLGF MANIPULATION v | 3 from Header From URL Host ~ Modify 192651 Use
a PAl modify 2 ent Modify 19265, Use Current Conditio
5 Contact 0 os  Modify '192.65.
6 2 41314844
7 Ho 2 Header To URL Host us.telephony goog
8 3 ]
MEDIA ~ 9 2 st 2142428
Us: D est Header U 0-Use: Add '6E

Figure 51:Message Manipulation for Google CES

e Below header rule is created to add Call-Info header towards Google CES with the Dialog
Flow APl request along with the Conversation ID.
e Conversation on the Fly is set to True in Goole CES using REST API. Conversation ID is

randomly generated by AudioCodes SBC for each call.
e New Valueis set to

<http://dialogflow.googleapis.com/v2betal/projects/ccai-3898XX/conversations/Sr_"+
Header.Call-ID.ID+'>;purpose=Goog-ContactCenter-Conversation.

[call-info Google]

GENERAL

ACTION
ndex q Action Subject e Header call-info Editor
Name e call-info Google Action Type Add v
Manipulation Set ID .2 o://dialogflo eapis.com/v2betal /projects/ccai-
o 389 —_'~Header.Call-ID.ID-">;purpose=Goog-
Action Value ContactCe Forr
Row Role Use Current Condition v
Editor

MATCH

Message Type o Invite.Request }mm.

Condition Editor

Figure 52: Message Manipulation: Call Info towards Google CES
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o Below header rule is created to eliminate 192.65.X.X SBC WAN [P details from the call-Info
header towards Google CES.

ons [removecalfinfo]

GENERAI ACTION

Action Subject o | Header.Call-Info Editor
Name o removecallinfo Action Type e Modify v
Manipulation Set ID . 2 $1+$3

Action Value °

Use Current Condition v
Editor

MATCH
Message Type ® Any.Request Editor
Condition e Header.Call-Info regex (<http://. *)(@192.65. N+48) Editor

Figure 53: Message Manipulation: Call Info Modification towards Google CES

e Below header rule is created to change Request URI towards Google CES as
“+1349XXXXXX’

GENERAL ACTION
Index 2 Action Subject e Header.Request-URLURL.User Editor
Name o Request URI Action Type e Modify v
Manipulation Set ID e 2 +13149
Action Value °
Row Role Use Current Condition v .
Editor]
MATCH
| Message Type e Invite.Request Editor
Condition Editor

e Below header rule is created to change from header host part towards Google CES as
192.65.X.X

nipulations [fromj

GENERAL ACTION
Action Subject ® | Header From.URL Host Editor
Name o from Action Type e  Modify ~
Manipulation Set ID . 2 19265
Action Value ©
Row Role se Current Conditi v
o us condition Editor
MATCH
I Message Type | Invite Request lm.mr
Condition Editor

Figure 54: Message Manipulation: From Header host Part Modification towards Google
CES
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e Below header rule is created to change P-Asserted Identity host part towards Google CES

as ‘192.65.X.X’

ns [PAl modify]

GENERAL ACTION
Index a4 Action Subject o | Header P-Asserted-Identity. URL Host Editor
Name o PAImOIfy Action Type o Modify v
Manipulation Set ID . 2 192.65.
Action Value .
Row Role Use Current Condition v editor]
MATCH
Message Type e | Invite Request Editor
Condition Editor

Figure 55: Message Manipulation: PAl Host Part Modification towards Google CES

e Below header rule is created to change To User part towards Google CES as
+1349XXXXXX

GENERAL ACTION

Index 6 Action Subject o Header.To.URL User Editor
Name To Action Type « | Modify v
Manipulation Set ID 2 +131484¢

Action Value °
Row Roll Current Conditior
ow Role Use Current Condition hd Editor|
MATCH
| Message Type | Invite.Request | Editor
Condition Editor

Figure 56: Message Manipulation: To User Part Modification towards Google CES

e Below header rule is created to change To host part towards Google CES as
‘us.telephony.goog’

ipulations {To_Host]

GENERAL

ACTION

Index

Name

Action Subject

e | Header To URL Host Edit
« | Modify

us.telephony.goog’

Editor

Action Type
Manipulation Set ID 2
Action Value
Row Role Use Current Condition hd
MATCH

I Message Type

| Invite.Request

Em(o}

Condition

Editor

Figure 57: Message Manipulation: To Host Part Modification towards Google CES
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Manipulation towards Google CES via UUl header:

e This SIP manipulation to insert a Hexa encoded value as a User-to-User header during
Google CES Agent-Handoff.

The URL
http://dialogflow.googleapis.com/v2betal/projects/ccai-3898XX/conversations/SR QAZ
Hexa Encoded : 6 XXX XX XXX XA

Manipulations [User-to-User]

GENERAL ACTION
10 Action Subject ® | Header User-To-User Editor
Name Use Action Type Add v
Manipulation Set ID 0
Action Value
Row Role Use o v F514 oding=hex;purpose=Goog-session-P
= purp g Edito
MATCH
lAessage Type ® | Invite Request I Editor
Condition Edit

Figure 58: Message Manipulation: User-to-User header addition towards Google CES
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http://dialogflow.googleapis.com/v2beta1/projects/ccai-3898XX/conversations/SR_QAZ

Manipulation for Inbound messages from Google CES

e Below is the manipulation to modify Request-URI and To headers during call hand-off to
an agent.

Request URI header:

ns [Request_ URI_PSTN]

GENERAL ACTION
Index 8 Action Subject ® | Header.Request-URL.URL.User Editor
Name « | Request_URI_PSTN Action Type » | Modify v
Manipulation Set ID . 214242
Actlon Value °
Row Role se Current C
0 Use t Condition v Editor

MATCH

Message Type ® | Any.Request Editor |

Condition Editor

Figure 59: Message Manipulation: Request URI header towards PSTN

To Header:

GENERAL ACTION
Index Action Subject He. URLL Editor
Name Action Type i v
Manipulation Set ID 214
Action Value

Row Role

Row Role i v cditor]
MATCH

Message Type s AnyRequest |Emmr

Condition Editor

Figure 60: Message Manipulation: To header towards PSTN
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8 SIPINVITE To GOOGLE CES

8.1 SIP INVITE for SIPREC call

[INVITE sip:+13614
Via: SIP/2.0/TLS 192.65.
Max-Forwards: 70

From: <sip:Audiocodes@192.65. s;user=phone>;tag=1c1451797144
To: <sip:Audiocodes@us.telephony.goog;user=phone>

3:5061;alias;branch=2z%9hG4bKacl1515878873

. = —
18us . telephony.qooq; user=phone SIP/2.0]

The INVITE Request-URI should include e.164 number obtained from Google
and it should have respective regional host name with SIP Signaling port :5672

Call-ID: 14526490261920251384@192.65."

CSeq: 1 INVITE

Contact: <sip:192.65.0....C :5061;transport=tls>;src
Supported: timer,replaces,resource-priority,sdp-anat

Allow: REGISTER,OPTIONS, INVITE,ACK,CANCEL, BYE, NOTIFY, PRACK, REFER, IN
Require: siprec

Session-Expires: 1800;refresher=uas

Min-SE: 90

~

User-Agent: Mediant VE SBC/v.7.60A.100.022

Google requires the Call-Info header, and it must contain a conversation ID. The conversation 1D
is unigue, and the format of the conversation ID follows the regex "[a-zA-Z][a-zA-Z0-9_-]*" and is
assigned for each call.

dialogflow.googleapis.com/v2betaT - APl endpoint
projects/ccai-3898XX - Google Cloud CCAI project ID

conversations/Sr_xxxx - The unique conversation session ID that is assigned for that each call

Eall—lnfo: <http://dialogflow.googleapis.com/v2betal/projects/ccali—389.__/conversations/|

r 145 84>;purpose=Goog-ContactCenter-Conversation

Content-Type: multipart/mixed;boundary=boundary aclc32
Content-Length: 2798

--boundary_aclc32

Content-Type: application/sdp

v=0

o=AudiocodesGW 1438053757 169388785 IN IP4 192.65.
s=5BC-Call

[c=IN IP4 152.865.7 |
t=0 0

[m=audic 7064 rTP/save 0 101

The connection IP toward Google CCAl must be

a public IP, not a private one.

c=IN IP4 192.65. 3
a=ptime:20

_
a=label:1
a=fmtp:101

a=sendrecy

0-15,16

For SIPREC, there can be single media lines with a=sendonly, for SIP GTP there will be a multiple media line with

Encrypted SRTP and the allocated port range should be used (Port: 16384-32767) else CES will not receive audio.

a=crypto:1
a=crypto:2

AES_CM_128_HMAC_SHAl_80
AES_CM_128_HMAC SHALl_32
a=crypto:3 AES_256_CM_HMAC SHAl 80
a=crypto:4 AES 256 CM HMAC SHAl 32
[n=audic 7068 rrE/save 0 101]
c=IN IP4 192.865.]

a=ptime:20

a=sendonly

inline
inline
inline
inline

:hH6VwgXGmME4z2J8NnpéIXQefrfah4JxiX4ogHir0
:rtqoQzfviFSy/Ajk0b0DYSKOmMA/ Sh+6GTjko 781k
:WppPEpPYoE4dmUe 7JfXKdDCzcpUMP1EGsXEtyeZErglg82uél/gRD+cdQ6l2fCwg==
I1Ij2)IMiUk1IREQOFQYHKGOHUC6THEMk+wITif1XU+ZWPCX6KDUSQNMABS 7G0wW==

a=label:2

a=fmtp:101
E=crypto:1
a=crypto
a=crypto
a=crypto

0-15,16
AES CM 128 HMAC SHAl 80| inline
RES_CM_128 HMAC_SHAl_ 32 inline
RES_256_CM_HMAC_ SHAL_ 80 inline
AES 256 CM HMAC SHAl 32 inline

:2
:3
04

/ ‘ It must be a supported crypto suite by Google. |

: TK4TFERScLAU+CECITAXTCHZN+0 fYWuEqQW+heGOL
: 30QOEEGENFMIiwK] 6WKXx1ELEhUVOYL0asSgUGz+D
: QbNDIW3B+E1V54j6+vqwfijFEwwOWTWC/ kLkKjoTwdfeTieZmn/nIvVDk5tijRA==
:0/kJ2CCnZhméjwREDbEHIQPkk3L0fVS8EieqO3RSitgeappgrnFimeZ /ClXz £A=

Figure 61: SIPREC Call

8.2 SIP INVITE for GTP call

[INVITE sip:+1314C ... ..Rus.telephony.goog S51P/2.0| —
Via: SIP/2.0/TLS 192.65.
Max-Forwards: €9

:5061;alias;branch=z%hG4bKac210501

The INVITE Request-URI should include e.164 number obtained from Google
and it should have respective regional host name with SIP Signaling port :5672

Google requires the Call-Info header, and it must contain a conversation ID. The conversation ID
is unique, and the format of the conversation ID follows the regex "[a-zA-Z][a-zA-Z0-9_-]*" and is

conversations/Sr_xxxx - The unique conversation session |D that is assigned for that each call

From: "Pradeep Gopal" <sip:214550 @192.65. >;tag=1cl1363300463
To: <sip:+1314%4 I@us.telephony.goog>
Call-ID: 1851113439268202513032@192.6€5.
CSeq: 1 INVITE
Contact: <3ip:21455( @192.€5. :5061;transport=tls>
Supported: 100rel,timer, replaces, resource-priority, sdp-anat assigned for each call.
Allow: INVITE, OPTIONS, BYE, CANCEL, ACK, PRACK, UPDATE, REFER
Expires: 180 dialogflow. googleapis.com/v2betaT - APl endpoint
Session-Expires: 1800;refresher=uas projects/ccai-3898XX - Google Cloud CCAl project ID
Min-SE: 1800
User-Agent: Mediant VE SBC/v.7.60A.100.022
P-Asserted-Identity: "Pradeep Gopal" <sip:21455( @192.65. > ///'
all-Info: <http://dialogflow.googleapis.com/vZbetal/projects/ccai-389f . /conversations/
Er 18 32>;purpose=Goog-ContactCenter-Conversation
Date: Tue, 26 »»~ 2025 13:00:55 GMT

Allow-Events: telephone-event
Content-Type: application/sdp
Content-Length: 633

Cisco-Guid: 2295206282-2175996400-273a

11an 222091993

Timestamp: 1756213255

The connection IP toward Google CCAl must be a public IP, not a private one.

v=0

o=CiscoSystemsSIP-GW-UserAgent 658476784 1219741378 IN IP4 192.65.

5=SIP Call For SIPREC, there can be single media lines with a=sendonly, for SIP GTP there will be a multiple media line with
[c=IN TP4 19Z2.65.° 5] _

=0 0 a=gendrecy

E=audic 7192 RTP/SAVE 0 101 % | Encrypted SRTP and the allocated port range should be used (Port: 16384-32767) else CES will not receive audio.
::Egtépiﬂigg-fz | It must be a supported crypto suite by Google.

a=crypto:1 AES CM HMAC SHA inline:gV51G4J4rFnAKwmtb&UIHA90YEsSbBVWNr IkQgBVQ

a=crypto:2 AES_CM 128 HMAC SHAl1l_32
a=crypto:3 AES 256 CM HMAC SHA1 80
a=crypto:4 AES 256 CM HMAC SHAl 32

inline:3HVT1dAZ/quIlW23Wchl14yLy"""iVXym2tXurW
inline:7Jj1VVOjEQONIoSgRZztFnaLGIsugSqFlafy6751dZYMyg+LGRBSBSYyHOd8djw=
inline:UvPi02AA0Vv13J3RUYBEUSMx5/Hrojmrgs/T/hIEAOhJ3KvivS1cFJ3aZkROBYA=
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Figure 62:GTP Call

9 AudioCodes VE SBC Running configuration

Attached is the AudioCodes VE SBC Running configuration.

g |

AudioCodes -
Running config.ini
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10 Summary of Tests and Results

ID Title

Description

Status
(Passed or
Failed etc)

Expected
Results

Observations

3 | UUl header Use the UUl header as | Call should PASSED Calls get
5 | test opposed to call-info process as successfully
header to send normal, and connected to Live
conversation id recording agent when using
under UUI header instead
conversation of call-info header.
ID derived
from UUI
header as
opposed to
call-info
36 | Keep_conve | ConversationProfile Two calls PASSED Both call
rsation_runni | needs to have having the transcripts are
ng=TRUE SipConfig set with same call-info present for the
test keepConversationRun | has both same conversation
ning = TRUE. conversation session id.
Send first call with a details.
Call-Info header and
have a call for 2 turns.
End the call.
Send second call with
the SAME Call-Info
header as above and
have a call for 3 turns.
End the call.
37 | Live Agent Call goes to virtual PASSED Call gets
Transfer agent, initial live agent connected
handoff and verify successfully to
outgoing SIP INVITE, BOT and INVITE
call connection and sent successfully
disconnection to connect with
Agent.
38 | Live Agent Call goes to virtual PASSED Call was
Transfer agent, initial live agent connected
handoff and verify successfully with
outgoing SIP INVITE, live agent and
call connection and when performing
disconnection. conversation
"Speak to an
Make calls to agent’, a new
+13149XXXXXX, "speak INVITE was sent
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ID

Title

Description

to an agent’,
+1-972-852-XXXX
should then ring and
get connected as the
agent

Expected
Results

Status
(Passed or
Failed etc)

Observations

from Google to
transfer to an
agent and call gets
connected
successfully with
both-way audio.

39 | UUl headers | Call goes to virtual PASSED Calls get
agent, say "end the connected
call’, validate that the successfully to live
SIP BYE has a UUI agents and when
header performing

conversation "End

Make calls to the call, the call
+13149XXXXXX, "end gets disconnected
the call", check SIP BYE normally with 3 UUI
and ensure there is header.
one or more (identify if
there are 3 or 1) UUI
headers with purpose
Goog-Session-Param

4 | SIP REFER Call goes to virtual PASSED REFER request &

0 agent, say "send a sip transfer is
refer”, validate that a successful.

SIP REFER is received
to 972-852-XXXX.

Make calls to
+1314XXXXXX "send a
sip refer”, SIP REFER
should be received
with refer to set to
972-852-XXXX
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